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This Book Is Not Really about C

Please don’t feel cheated, but this book is not about teaching you C
programming. You’ll learn to write programs in C, but the most important lesson
you’ll get from this book is rigorous defensive programming. Today, too many
programmers simply assume that what they write works, but one day it will fail
catastrophically. This is especially true if you’re the kind of person who has
learned mostly modern languages that solve many problems for you. By reading
this book and following my exercises, you’ll learn how to create software that
defends itself from malicious activity and defects.

I’'m using C for a very specific reason: C is broken. It is full of design choices
that made sense in the 1970s but make zero sense now. Everything from its
unrestricted, wild use of pointers to its severely broken NUL terminated strings
are to blame for nearly all of the security defects that hit C. It’s my belief that C
is so broken that, while it’s in wide use, it’s the most difficult language to write
securely. I would fathom that Assembly is actually easier to write securely than
C. To be honest, and you’ll find out that I’'m very honest, I don’t think that
anybody should be writing new C code.

If that’s the case, then why am I teaching you C? Because I want you to become
a better, stronger programmer, and there are two reasons why C is an excellent
language to learn if you want to get better. First, C’s lack of nearly every modern
safety feature means you have to be more vigilant and more aware of what’s
going on. If you can write secure, solid C code, you can write secure, solid code
in any programming language. The techniques you learn will translate to every
language you use from now on. Second, learning C gives you direct access to a
mountain of legacy code, and teaches you the base syntax of a large number of
descendant languages. Once you learn C, you can more easily learn C++, Java,
Objective-C, and JavaScript, and even other languages become easier to learn.

I don’t want to scare you away by telling you this, because I plan to make this
book incredibly fun, easy, and devious. I’ll make it fun to learn C by giving you
projects that you might not have done in other programming languages. I’ll
make this book easy by using my proven pattern of exercises that has you doing
C programming and building your skills slowly. I’'ll make it devious by teaching
you how to break and then secure your code so you understand why these issues
matter. You’ll learn how to cause stack overflows, illegal memory access, and
other common flaws that plague C programs so that you know what you’re up
against.



Getting through this book will be challenging, like all of my books, but when
you’re done you will be a far better and more confident programmer.

The Undefined Behaviorists

By the time you’re done with this book, you’ll be able to debug, read, and fix
almost any C program you run into, and then write new, solid C code should you
need to. However, I’m not really going to teach you official C. You’ll learn the
language, and you’ll learn how to use it well, but official C isn’t very secure. The
vast majority of C programmers out there simply don’t write solid code, and it’s
because of something called Undefined Behavior (UB). UB is a part of the
American National Standards Institute (ANSI) C standard that lists all of the
ways that a C compiler can disregard what you’ve written. There’s actually a
part of the standard that says if you write code like this, then all bets are off and
the compiler doesn’t have to do anything consistently. UB occurs when a C
program reads off the end of a string, which is an incredibly common
programming error in C. For a bit of background, C defines strings as blocks of
memory that end in a NUL byte, or a 0 byte (to simplify the definition). Since
many strings come from outside the program, it’s common for a C program to
receive a string without this NUL byte. When it does, the C program attempts to
read past the end of this string and into the memory of the computer, causing
your program to crash. Every other language developed after C attempts to
prevent this, but not C. C does so little to prevent UB that every C programmer
seems to think it means they don’t have to deal with it. They write code full of
potential NUL byte overruns, and when you point them out to these
programmers, they say, “Well that’s UB, and I don’t have to prevent it.” This
reliance on C’s large number of UBs is why most C code is so horribly insecure.

I write C code to try to avoid UB by either writing code that doesn’t trigger it, or
writing code that attempts to prevent it. This turns out to be an impossible task
because there is so much UB that it becomes a Gordian knot of interconnected
pitfalls in your C code. As you go through this book, I’ll point out ways you can
trigger UB, how to avoid it if you can, and how to trigger it in other people’s
code if possible. However, you should keep in mind that avoiding the nearly
random nature of UB is almost impossible, and you’ll just have to do your best.

Warning!
You’ll find that hardcore C fans frequently will try to beat you up about

UB. There’s a class of C programmers who don’t write very much C code
but have memorized all of the UB just so they could beat up a beginner



intellectually. If you run into one of these abusive programmers, please
ignore them. Often, they aren’t practicing C programmers, they are
arrogant, abusive, and will only end up asking you endless questions in an
attempt to prove their superiority rather than helping you with your code.
Should you ever need help with your C code, simply email me at
help@learncodethehardway.org, and I will gladly help you.

C Is a Pretty and Ugly Language

The presence of UB though is one more reason why learning C is a good move if
you want to be a better programmer. If you can write good, solid C code in the
way I teach you, then you can survive any language. On the positive side, C is a
really elegant language in many ways. Its syntax is actually incredibly small
given the power it has. There’s a reason why so many other languages have
copied its syntax over the last 45 or so years. C also gives you quite a lot using
very little technology. When you’re done learning C, you’ll have an appreciation
for a something that is very elegant and beautiful but also a little ugly at the
same time. C is old, so like a beautiful monument, it will look fantastic from
about 20 feet away, but when you step up close, you’ll see all the cracks and
flaws it has.

Because of this, I’m going to teach you the most recent version of C that I can
make work with recent compilers. It’s a practical, straightforward, simple, yet
complete subset of C that works well, works everywhere, and avoids many
pitfalls. This is the C that I use to get real work done, and not the encyclopedic
version of C that hardcore fans try and fail to use.

I know the C that I use is solid because I spent two decades writing clean, solid
C code that powered large operations without much failure at all. My C code has
probably processed trillions of transactions because it powered the operations of
companies like Twitter and airbnb. It rarely failed or had security attacks against
it. In the many years that my code powered the Ruby on Rails Web world, it’s
run beautifully and even prevented security attacks, while other Web servers fell
repeatedly to the simplest of attacks.

My style of writing C code is solid, but more importantly, my mind-set when
writing C is one every programmer should have. I approach C, and any
programming, with the idea of preventing errors as best I can and assuming that
nothing will work right. Other programmers, even supposedly good C
programmers, tend to write code and assume everything will work, but rely on
UB or the operating system to save them, neither of which will work as a
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solution. Just remember that if people try to tell you that the code I teach in this
book isn’t “real C.” If they don’t have the same track record as me, maybe you
can use what I teach you to show them why their code isn’t very secure.

Does that mean my code is perfect? No, not at all. This is C code. Writing
perfect C code is impossible, and in fact, writing perfect code in any language is
impossible. That’s half the fun and frustration of programming. I could take
someone else’s code and tear it apart, and someone could take my code and tear
it apart. All code is flawed, but the difference is that I try to assume my code is
always flawed and then prevent the flaws. My gift to you, should you complete
this book, is to teach you the defensive programming mind-set that has served
me well for two decades, and has helped me make high-quality, robust software.

What You Will Learn

The purpose of this book is to get you strong enough in C that you’ll be able to
write your own software with it or modify someone else’s C code. After this
book, you should read Brian Kernighan and Dennis Ritchie’s The C
Programming Language, Second Edition (Prentice Hall, 1988), a book by the
creators of the C language, also called K&R C. What I’ll teach you is

* The basics of C syntax and idioms
» Compilation, make files, linkers

* Finding bugs and preventing them

* Defensive coding practices

* Breaking C code

* Writing basic UNIX systems software

By the final exercise, you will have more than enough ammunition to tackle
basic systems software, libraries, and other smaller projects.

How to Read This Book

This book is intended for programmers who have learned at least one other
programming language. I refer you to my book Learn Python the Hard Way
(Addison-Wesley, 2013) if you haven’t learned a programming language yet. It’s
meant for beginners and works very well as a first book on programming. Once
you’ve completed Learn Python the Hard Way, then you can come back and start
this book.

For those who’ve already learned to code, this book may seem strange at first.
It’s not like other books where you read paragraph after paragraph of prose and



then type in a bit of code here and there. Instead, there are videos of lectures for
each exercise, you code right away, and then I explain what you just did. This
works better because it’s easier for me to explain something you’ve already done
than to speak in an abstract sense about something you aren’t familiar with at all.

Because of this structure, there are a few rules that you must follow in this book:
» Watch the lecture video first, unless the exercise says otherwise.
* Type in all of the code. Don’t copy-paste!
* Type in the code exactly as it appears, even the comments.
* Get it to run and make sure it prints the same output.
« If there are bugs, fix them.
* Do the Extra Credit, but it’s all right to skip anything you can’t figure out.
 Always try to figure it out first before trying to get help.

If you follow these rules, do everything in the book, and still can’t code C, then
you at least tried. It’s not for everyone, but just trying will make you a better
programmer.

The Videos

Included in this course are videos for every exercise, and in many cases, more
than one video for an exercise. These videos should be considered essential to
get the full impact of the book’s educational method. The reason for this is that
many of the problems with writing C code are interactive issues with failure,
debugging, and commands. C requires much more interaction to get the code
running and to fix problems, unlike languages like Python and Ruby where code
just runs. It’s also much easier to show you a video lecture on a topic, such as
pointers or memory management, where I can demonstrate how the machine is
actually working.

I recommend that as you go through the course, you plan to watch the videos
first, and then do the exercises unless directed to do otherwise. In some of the
exercises, I use one video to present a problem and then another to demonstrate
the solution. In most of the other exercises, I use a video to present a lecture, and
then you do the exercise and complete it to learn the topic.

The Core Competencies

I’m going to guess that you have experience using a lesser language. One of
those usable languages that lets you get away with sloppy thinking and half-
baked hackery like Python or Ruby. Or, maybe you use a language like LISP that



pretends the computer is some purely functional fantasy land with padded walls
for little babies. Maybe you’ve learned Prolog, and you think the entire world
should just be a database where you walk around in it looking for clues. Even
worse, I’m betting you’ve been using an integrated development environment
(IDE), so your brain is riddled with memory holes, and you can’t even type an
entire function’s name without hitting CTRL-SPACE after every three
characters.

No matter what your background is, you could probably use some improvement
in these areas:

Reading and Writing

This is especially true if you use an IDE, but generally I find programmers do
too much skimming and have problems reading for comprehension. They’ll just
skim code that they need to understand in detail without taking the time to
understand it. Other languages provide tools that let programmers avoid actually
writing any code, so when faced with a language like C, they break down. The
simplest thing to do is just understand that everyone has this problem, and you
can fix it by forcing yourself to slow down and be meticulous about your reading
and writing. At first, it’ll feel painful and annoying, but take frequent breaks, and
then eventually it’ll be easier to do.

Attention to Detail

Everyone is bad at this, and it’s the biggest cause of bad software. Other
languages let you get away with not paying attention, but C demands your full
attention because it’s right in the machine, and the machine is very picky. With
C, there is no “kind of similar” or “close enough,” so you need to pay attention.
Double check your work. Assume everything you write is wrong until you prove
it’s right.

Spotting Differences

A key problem that people who are used to other languages have is that their
brains have been trained to spot differences in that language, not in C. When you
compare code you’ve written to my exercise code, your eyes will jump right
over characters you think don’t matter or that aren’t familiar. I’ll be giving you
strategies that force you to see your mistakes, but keep in mind that if your code
is not exactly like the code in this book, it’s wrong.

Planning and Debugging



I love other, easier languages because I can just hang out. I can type the ideas I
have into their interpreter and see results immediately. They’re great for just
hacking out ideas, but have you noticed that if you keep doing hack until it
works, eventually nothing works? C is harder on you because it requires you to
first plan out what you want to create. Sure, you can hack for a bit, but you have
to get serious much earlier in C than in other languages. I’ll be teaching you
ways to plan out key parts of your program before you start coding, and this will
likely make you a better programmer at the same time. Even just a little planning
can smooth things out down the road.

Learning C makes you a better programmer because you are forced to deal with
these issues earlier and more frequently. You can’t be sloppy about what you
write or nothing will work. The advantage of C is that it’s a simple language that
you can figure out on your own, which makes it a great language for learning
about the machine and getting stronger in these core programming skills.



Exercise 0. The Setup

The traditional first exercise, Excercise 0, is where you set up your computer for
the rest of this book. In this exercise you’ll install packages and software
depending on the type of computer you have.

If you have problems following this exercise, then simply watch the Exercise 0
video for your computer and follow along with my setup instructions. That video
should demonstrate how to do each step and help you solve any problems that
might come up.

Linux

Linux is most likely the easiest system to configure for C development. For
Debian systems you run this command from the command line:

Click here to view code image

$ sudo apt—get install build-essential

Here’s how you would install the same setup on an RPM-based Linux like
Fedora, RedHat, or CentOS 7:

Click here to view code image

$ sudo yum groupinstall development-tools

If you have a different variant of Linux, simply search for “c development tools”
and your brand of Linux to find out what’s required. Once you have that
installed, you should be able to type:

$ cc --version

to see what compiler was installed. You will most likely have the GNU C
Compiler (GCC) installed but don’t worry if it’s a different one from what I use
in the book. You could also try installing the Clang C compiler using the Clang’s
Getting Started instructions for your version of Linux, or searching online if
those don’t work.

Mac OS X

On Mac OS X, the install is even easier. First, you’ll need to either download the
latest XCode from Apple, or find your install DVD and install it from there. The
download will be massive and could take forever, so I recommend installing

from the DVD. Also, search online for “installing xcode” for instructions on how



to do it. You can also use the App Store to install it just as you would any other
app, and if you do it that way you’ll receive updates automatically.

To confirm that your C compiler is working, type this:

$ cc —-version

You should see that you are using a version of the Clang C Compiler, but if your
XCode is older you may have GCC installed. Either is fine.

Windows

For Microsoft Windows, I recommend you use the Cygwin system to acquire
many of the standard UNIX software development tools. It should be easy to
install and use, but watch the videos for this exercise to see how I do it. An
alternative to Cygwin is the MinGW system; it is more minimalist but should
also work. I will warn you that Microsoft seems to be phasing out C support in
their development tools, so you may have problems using Microsoft’s compilers
to build the code in this book.

A slightly more advanced option is to use VirtualBox to install a Linux
distribution and run a complete Linux system on your Windows computer. This
has the added advantage that you can completely destroy this virtual machine
without worrying about destroying your Windows configuration. It’s also an
opportunity to learn to use Linux, which is both fun and beneficial to your
development as a programmer. Linux is currently deployed as the main operating
system for many distributed computer and cloud infrastructure companies.
Learning Linux will definitely improve your knowledge of the future of
computing.

Text Editor

The choice of text editor for a programmer is a tough one. For beginners, I say
just use Gedit since it’s simple and it works for code. However, it doesn’t work
in certain international situations, and if you’ve been programming for a while,
chances are you already have a favorite text editor.

With this in mind, I want you to try out a few of the standard programmer text
editors for your platform and then stick with the one that you like best. If you’ve
been using GEdit and like it, then stick with it. If you want to try something
different, then try it out real quick and pick one.

The most important thing is do not get stuck trying to pick the perfect editor.
Text editors all just kind of suck in odd ways. Just pick one, stick with it, and if



you find something else you like, try it out. Don’t spend days on end configuring
it and making it perfect.

Some text editors to try out:
» GEdit on Linux and OS X.
*» TextWrangler on OS X.
* Nano, which runs in Terminal and works nearly everywhere.
* Emacs and Emacs for OS X; be prepared to do some learning, though.
* Vim and MacVim.

There is probably a different editor for every person out there, but these are just
a few of the free ones that I know work. Try out a few of these—and maybe
some commercial ones—until you find one that you like.

Do Not Use an IDE

Warning!

Avoid using an integrated development environment (IDE) while you are
learning a language. They are helpful when you need to get things done,
but their help tends also to prevent you from really learning the language.
In my experience, the stronger programmers don’t use an IDE and also
have no problem producing code at the same speed as IDE users. I also
find that the code produced with an IDE is of lower quality. I have no idea
why that is the case, but if you want deep, solid skills in a programming
language, I highly recommend that you avoid IDEs while you’re learning.

Knowing how to use a professional programmer’s text editor is also a
useful skill in your professional life. When you’re dependent on an IDE,
you have to wait for a new IDE before you can learn the newer
programming languages. This adds a cost to your career: It prevents you
from getting ahead of shifts in language popularity. With a generic text
editor, you can code in any language, any time you like, without waiting
for anyone to add it to an IDE. A generic text editor means freedom to
explore on your own and manage your career as you see fit.




Exercise 1. Dust Off That Compiler

After you have everything installed, you need to confirm that your compiler
works. The easiest way to do that is to write a C program. Since you should
already know at least one programming language, I believe you can start with a
small but extensive example.

exl.c

Click here to view code image

1 #include <stdio.h>

2

3 /* This is a comment. */

4 int main(int argc, char *argv[])
5

6 int distance = 100;

7

8 // this 1is also a comment

9 printf("You are %d miles away.\n", distance);
10
11 return 0;
12 }

If you have problems getting the code up and running, watch the video for this
exercise to see me do it first.

Breaking It Down

There are a few features of the C language in this code that you might or might
not have figured out while you were typing it. I’ll break this down, line by line,
quickly, and then we can do exercises to understand each part better. Don’t
worry if you don’t understand everything in this breakdown. I am simply giving
you a quick dive into C and promise you will learn all of these concepts later in
the book.

Here’s a line-by-line description of the code:

exl.c:1 An include, and it is the way to import the contents of one file into
this source file. C has a convention of using . h extensions for header files,
which contain lists of functions to use in your program.

ex1.c:3 This is a multiline comment, and you could put as many lines of text
between the opening /* and closing * / characters as you want.



ex1.c:4 A more complex version of the main function you’ve been using so
far. How C programs work is that the operating system loads your
program, and then it runs the function named main. For the function to be
totally complete it needs to return an int and take two parameters: an
int for the argument count and an array of char * strings for the
arguments. Did that just fly over your head? Don’t worry, we’ll cover this
soon.

ex1.c:5 To start the body of any function, you write a { character that
indicates the beginning of a block. In Python, you just did a : and
indented. In other languages, you might have a begin or do word to start.

ex1.c:6 A variable declaration and assignment at the same time. This is how
you create a variable, with the syntax type name = value;.InC,
statements (except for logic) end in a ; (semicolon) character.

ex1.c:8 Another kind of comment. It works like in Python or Ruby, where the
comment starts at the // and goes until the end of the line.

ex1.c:9 A call to your old friend print f. Like in many languages, function
calls work with the syntax name (argl, arg2); and can have no
arguments or any number of them. The print f function is actually kind
of weird in that it can take multiple arguments. You’ll see that later.

ex1.c:11 A return from the main function that gives the operating system
(OS) your exit value. You may not be familiar with how UNIX software
uses return codes, so we’ll cover that as well.

ex1.c:12 Finally, we end the main function with a closing brace } character,
and that’s the end of the program.

There’s a lot of information in this breakdown, so study it line by line and make
sure you at least have a grasp of what’s going on. You won’t know everything,
but you can probably guess before we continue.

What You Should See

You can put this into an ex1 . ¢ and then run the commands shown here in this

sample shell output. If you’re not sure how this works, watch the video that goes
with this exercise to see me do it.

Exercise 1 Session




Click here to view code image

S make exl

cc -wWall -g exl.c -0 ex1
S L/exl

You are 100 miles away.

$

The first command make is a tool that knows how to build C programs (and
many others). When you run it and give it ex1 you are telling make to look for
the ex1 . c file, run the compiler to build it, and leave the results in a file named
ex1. This ex1 file is an executable that you can run with . /ex1, which outputs
your results.

How to Break It

In this book, I’'m going to have a small section for each program teaching you
how to break the program if it’s possible. I’ll have you do odd things to the
programs, run them in weird ways, or change code so that you can see crashes
and compiler errors.

For this program, simply try removing things at random and still get it to
compile. Just make a guess at what you can remove, recompile it, and then see
what you get for an error.

Extra Credit
* Open the ex1 file in your text editor and change or delete random parts.
Try running it and see what happens.

* Print out five more lines of text or something more complex than “hello
world.”

* Runman 3 printf and read about this function and many others.
* For each line, write out the symbols you don’t understand and see if you

can guess what they mean. Write a little chart on paper with your guess so
you can check it later to see if you got it right.



Exercise 2. Using Makefiles to Build

We’re going to use a program called ma ke to simplify building your exercise
code. The make program has been around for a very long time, and because of

this it knows how to build quite a few types of software. In this exercise, I'll
teach you just enough Makefile syntax to continue with the course, and then

an exercise later will teach you more complete Makefi1e usage.

Using Make

How make works is you declare dependencies, and then describe how to build

them or rely on the program’s internal knowledge of how to build most common
software. It has decades of knowledge about building a wide variety of files from
other files. In the last exercise, you did this already using commands:

S make exl
# or this one too
S CFLAGS="-Wall" make exl

In the first command, you’re telling make, “I want a file named ex1 to be
created.” The program then asks and does the following:

1. Does the file ex1 exist already?

2. No. Okay, is there another file that starts with ex17?

3. Yes, it’s called ex1 . c. Do I know how to build . c files?

4. Yes, I run this command cc exl.c -o exl1 to build them.
5. I shall make you one ex1 by using cc to build it from ex1. c.

The second command in the listing above is a way to pass modifiers to the make

command. If you’re not familiar with how the UNIX shell works, you can create
these environment variables that will get picked up by programs you run.
Sometimes you do this with a command like export CFLAGS="-Wall"
depending on the shell you use. You can, however, also just put them before the
command you want to run, and that environment variable will be set only while
that command runs.

In this example, I did CFLAGS="-Wall" make ex1 so that it would add the
command line option -Wall to the cc command that make normally runs. That
command line option tells the compiler cc to report all warnings (which, in a
sick twist of fate, isn’t actually all the warnings possible).



You can actually get pretty far with just using make in that way, but let’s get into
making a Makefile so you can understand make a little better. To start off,
create a file with just the following in it.

ex2.1l.mak

CFLAGS=-Wall -g

clean:
rm -f exl

Save this file as Makefile in your current directory. The program
automatically assumes there’s a file called Make file and will just run it.

Warning!
Make sure you are only entering TAB characters, not mixtures of TAB
and spaces.

This Makefile is showing you some new stuff with make. First, we set
CFLAGS in the file so we never have to set it again, as well as adding the —-g
flag to get debugging. Then, we have a section named clean that tells make
how to clean up our little project.

Make sure it’s in the same directory as your ex1 . c file, and then run these
commands:

S make clean
S make exl

What You Should See
If that worked, then you should see this:

Exercise 2 Session
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S make clean

rm -f ex1
S make exl
cc -Wall -g exl.c -0 ex1

exl.c: In function 'main':
exl.c:3: warning: implicit declaration of function 'puts'



$

Here you can see that I’m running make clean, which tells make to run our
clean target. Go look at the Makefile again and you’ll see that under this
command, I indent and then put in the shell commands I want make to run for
me. You could put as many commands as you wanted in there, so it’s a great
automation tool.

Warning!
If you fixed ex1.cto have #include <stdio.h>, then your output

won’t have the warning (which should really be an error) about puts. I
have the error here because I didn’t fix it.

Notice that even though we don’t mention ex1 in the Makefile, make still
knows how to build it and use our special settings.

How to Break It

That should be enough to get you started, but first let’s break this Makefile in
a particular way so you can see what happens. Take the line rm -f ex1 and

remove the indent (move it all the way left) so you can see what happens. Rerun
make clean, and you should get something like this:

Click here to view code image

$ make clean
Makefile:4: *** missing separator. Stop.

Always remember to indent, and if you get weird errors like this, double check
that you’re consistently using tab characters because some make variants are

very picky.

Extra Credit

*Createan all: ex] target that will build ex1 with just the command
make.

* Read man make to find out more information on how to run it.

* Read man cc to find out more information on what the flags -Wal1l and
-g do.

* Research Makefiles online and see if you can improve this one.



* Find a Makefile in another C project and try to understand what it’s
doing.



Exercise 3. Formatted Printing

Keep that Make file around since it’ll help you spot errors, and we’ll be
adding to it when we need to automate more things.

Many programming languages use the C way of formatting output, so let’s try it:

ex3.c

Click here to view code image

1 #include <stdio.h>

2

3 int main()

4 {

5 int age = 10;

6 int height = 72;

7

8 printf("I am %d years old.\n", age);
9 printf("I am %d inches tall.\n", height);
10
11 return 0;
12}

Once you’ve finished that, do the usual make ex3 to build and run it. Make
sure you fix all warnings.

This exercise has a whole lot going on in a small amount of code, so let’s break
it down:

* First we’re including another header file called stdio . h. This tells the

compiler that you’re going to use the standard Input/Output functions. One
of those is printf.

* Then we’re using a variable named age and setting it to 10.
* Next we’re using a variable height and setting it to 72.

» Then we’re adding the print f function to print the age and height of the
tallest 10-year-old on the planet.

* In printf, you’ll notice we’re including a format string, as seen in many
other languages.

* After this format string, we’re putting in the variables that should be
“replaced” into the format string by printf.



The result is giving print f some variables and it’s constructing a new string
and then printing it to the terminal.

What You Should See
When you do the whole build, you should see something like this:

Exercise 3 Session
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S make ex3

cc -Wall -g ex3.c -0 ex3
S ./ex3

I am 10 years old.

I am 72 inches tall.

$

Pretty soon I’m going to stop telling you to run make and what the build looks
like, so please make sure you’re getting this right and that it’s working.

External Research

In the Extra Credit section of each exercise, you may have you go find
information on your own and figure things out. This is an important part of being
a self-sufficient programmer. If you’re constantly running to ask someone a
question before trying to figure things out yourself, then you’ll never learn how
to solve problems independently. You’ll never build confidence in your skills
and will always need someone else around to do your work.

The way to break this habit is to force yourself to try to answer your own
question first, and then confirm that your answer is right. You do this by trying
to break things, experimenting with your answer, and doing your own research.
For this exercise, I want you to go online and find out all of the printf escape
codes and format sequences. Escape codes are \n or \t that let you print a
newline or tab, respectively. Format sequences are the $s or $d that let you print
a string or integer. Find them all, learn how to modify them, and see what kind
of “precisions” and widths you can do.

From now on, these kinds of tasks will be in the Extra Credit sections, and you
should do them.

How to Break It



Try a few of these ways to break this program, which may or may not cause it to
crash on your computer:
» Take the age variable out of the first printf call, then recompile. You
should get a couple of warnings.
* Run this new program and it will either crash or print out a really crazy
age.
* Put the print f back the way it was, and then don’t set age to an initial
value by changing that line to int age;, and then rebuild it and run it
again.

Exercise 3.bad Session

Click here to view code image

# edit ex3.c to break printf

S make ex3

cc -wWall -g ex3.c -0 ex3

ex3.c: In function 'main':

ex3.c:8: warning: too few arguments for format
ex3.c:5: warning: unused variable 'age'

S ./ex3

I am -919092456 years old.

I am 72 inches tall.

# edit ex3.c again to fix printf, but don't init age
S make ex3

cc -wWall -g ex3.c -0 ex3

ex3.c: In function 'main':

ex3.c:8: warning: 'age' is used uninitialized in this function
S ./ex3

I am 0 years old.

I am 72 inches tall.

$

Extra Credit
* Find as many other ways to break ex3. c as you can.

* Runman 3 printf and read about the other % format characters you
can use. These should look familiar if you used them in other languages
(they come from printf).

* Add ex3 to the al1 list in your Makefile. Use thistomake clean
all and build all of your exercises thus far.

* Add ex3 to the clean list in your Makefile as well. Use make



clean to remove it when you need to.



Exercise 4. Using a Debugger

This is a video-focused exercise where I show you how to use the debugger that
comes with your computer to debug your programs, detect errors, and even
debug processes that are currently running. Please watch the accompanying
video to learn more about this topic.

GDB Tricks
Here’s a list of simple tricks you can do with GNU Debugger (GDB):

gdb --args Normally, gdb takes arguments you give it and assumes they are
for itself. Using ——args passes them to the program.

thread apply all bt Dump a backtrace for all threads. It’s very useful.

gdb --batch --ex r --ex bt --ex q --args Run the program so that if it bombs,
you get a backtrace.

GDB Quick Reference

The video is good for learning how to use a debugger, but you’ll need to refer
back to the commands as you work. Here is a quick reference to the GDB
commands that I used in the video so you can use them later in the book:

run [args] Start your program with [args].

break [file:]function Set a break point at [file:]function. You can also use b.
backtrace Dump a backtrace of the current calling stack. Shorthand is bt.
print expr Print the value of expr. Shorthand is p.

continue Continue running the program. Shorthand is c.

next Next line, but step over function calls. Shorthand is n.

step Next line, but step into function calls. Shorthand is s.

quit Exit GDB.

help List the types of commands. You can then get help on the class of
command as well as the command.

cd, pwd, make This is just like running these commands in your shell.
shell Quickly start a shell so you can do other things.
clear Clear a breakpoint.



info break, info watch Show information about breakpoints and
watchpoints.

attach pid Attach to a running process so you can debug it.
detach Detach from the process.
list List out the next ten source lines. Add a - to list the previous ten lines.

LLDB Quick Reference

In OS X, you no longer have GDB and instead must use a similar program called
LLDB Debugger (LLDB). The commands are almost the same, but here’s a
quick reference for LLDB:

run [args] Start your program with [args].

breakpoint set - -name [file:]Jfunction Set a break point at
[file:]function. You can also use b, which is way easier.

thread backtrace Dump a backtrace of the current calling stack. Shorthand
is bt.

print expr Print the value of expr. Shorthand is p.
continue Continue running the program. Shorthand is c.
next Next line, but step over function calls. Shorthand is n.
step Next line, but step into function calls. Shorthand is s.
quit Exit LLDB.

help List the types of commands. You can then get help on the class of
command as well as the command itself.

cd, pwd, make just like running these commands in your shell.
shell Quickly start a shell so you can do other things.
clear Clear a breakpoint.

info break, info watch Show information about breakpoints and
watchpoints.

attach -p pid Attach to a running process so you can debug it.
detach Detach from the process.
list List out the next ten source lines. Add a - to list the previous ten sources.

You can also search online for quick reference cards and tutorials for both GDB
and LLDB.



Exercise 5. Memorizing C Operators

When you learned your first programming language, it most likely involved
going through a book, typing in code you didn’t quite understand, and then
trying to figure out how it worked. That’s how I wrote most of my other books,
and that works very well for beginners. In the beginning, there are complex
topics you need to understand before you can grasp what all the symbols and
words mean, so it’s an easy way to learn.

However, once you already know one programming language, this method of
fumbling around learning the syntax by osmosis isn’t the most efficient way to
learn a language. It works, but there is a much faster way to build both your
skills in a language and your confidence in using it. This method of learning a
programming language might seem like magic, but you’ll have to trust me that it
works surprisingly well.

How I want you to learn C is to first memorize all the basic symbols and syntax,
then apply them through a series of exercises. This method is very similar to
how you might learn human languages by memorizing words and grammar, and
then applying what you memorize in conversations. With just a simple amount
of memorization effort in the beginning, you can gain foundational knowledge
and have an easier time reading and writing C code.

Warning!
Some people are dead against memorization. Usually, they claim it makes
you uncreative and boring. I’m proof that memorizing things doesn’t
make you uncreative and boring. I paint, play and build guitars, sing,
code, write books, and I memorize lots of things. This belief is entirely
unfounded and detrimental to efficient learning. Please ignore anyone
telling you this.

How to Memorize
The best way to memorize something is a fairly simple process:

1. Create a set of flash cards that have a symbol on one side and the
description on the other. You could also use a program called Anki to do
this on your computer. I prefer creating my own because it helps me
memorize them as I make them.



2. Randomize the flash cards and start going through them on one side. Try
your best to remember the other side of the card without looking.

3. If you can’t recall the other side of the card, then look at it and repeat the
answer to yourself, then put that card into a separate pile.

4. Once you go through all the cards you’ll have two piles: one pile of cards
you recalled quickly, and another you failed to recall. Pick up the fail pile
and drill yourself on only those cards.

5. At the very end of the session, which is usually 15-30 minutes, you’ll
have a set of cards you just can’t recall. Take those cards with you
wherever you go, and when you have free time, practice memorizing them.

There are many other tricks to memorizing things, but I’ve found that this is the
best way to build instant recall on things you need to be able to use immediately.
The symbols, keywords, and syntax of C are things you need instant recall on, so
this method is the best one for this task.

Also remember that you need to do both sides of the cards. You should be able to
read the description and know what symbol matches it, as well as knowing the
description for a symbol.

Finally, you don’t have to stop while you’re memorizing these operators. The
best approach is to combine this with exercises in this book so you can apply
what you’ve memorized. See the next exercise for more on this.

The List of Operators

The first operators are the arithmetic operators, which are very similar to almost
every other programming language. When you write the cards, the description
side should say that it’s an arithmetic operator, and what it does.

Arithmetic Operators
Operator Description
+ Add
- Subtract
* Multiply
/ Divide
% Modulus
++ Increment
-- Decrement




Relational operators test values for equality, and again, they are very common in
programming languages.

Relational Operators
Operator Description
== Equal
I= Not equal
> Greater than
< Less than
= Greater than equal
<= Less than equal

Logical operators perform logic tests, and you should already know what these
do. The only odd one is the logical ternary, which you’ll learn later in this book.

Logical Operators

Operator Description

&& Logical and

| Logical or

! Logical not

- Logical ternary

Bitwise operators do something you likely won’t experience often in modern
code. They alter the bits that make up bytes and other data types in various ways.
I won’t cover this in my book, but they are very handy when working with
certain types of lower-level systems.

Bitwise Operators
Operator Description
& Bitwise and
| Bitwise or
A Bitwise xor
~ Bitwise one’s complement
<< Bitwise shift left
>> Bitwise shift right

Assignment operators simply assign expressions to variables, but C combines a
large number of other operators with assignment. So when I say and-equal, |



mean the bitwise operators, not the logical operators.

Assignment Operators

Operator Description

= Assign equal

+= Assign plus-equal

-= Assign minus-equal

ot Assign multiply-equal

J= Assign divide-equal

%= Assign modulus-equal

P Assign shift-left-equal
>>= Assign shift-right-equal
&= Assign and-equal

A= Assign xor-equal

= Assign or-equal

I’m calling these data operators but they really deal with aspects of pointers,
member access, and various elements of data structures in C.

Data Operators
Operator Description
sizeof() Get the size of
[] Array subscript
& The address of
* The value of
-> Structure dereference
Structure reference

Finally, there are a few miscellaneous symbols that are either frequently used for
different roles (like , ), or don’t fit into any of the previous categories for various
reasons.



Miscellaneous Operators
Operator Description
. Comma
() Parentheses
T ¥ Braces
- Colon
o Single-line comment start
¥k Multi-line comment start
¥ Multi-line comment end

Study your flash cards while you continue with the book. If you spent 15-30
minutes a day before studying, and another 15-30 minutes before bed, you could
most likely memorize all of these in a few weeks.



Exercise 6. Memorizing C Syntax

After learning the operators, it’s time to memorize the keywords and basic
syntax structures you’ll be using. Trust me when I tell you that the small amount
of time spent memorizing these things will pay huge dividends later as you go
through the book.

As I mentioned in Exercise 5, you don’t have to stop reading the book while you
memorize these things. You can and should do both. Use your flash cards as a
warm up before coding that day. Take them out and drill on them for 15-30
minutes, then sit down and do some more exercises in the book. As you go
through the book, try to use the code you’re typing as more of a way to practice
what you’re memorizing. One trick is to build a pile of flash cards containing
operators and keywords that you don’t immediately recognize while you’re
coding. After you’re done for the day, practice those flash cards for another 15—
30 minutes.

Keep this up and you’ll learn C much faster and more solidly than you would if
you just stumbled around typing code until you memorized it secondhand.

The Keywords

The keywords of a language are words that augment the symbols so that the
language reads well. There are some languages like APL that don’t really have
keywords. There are other languages like Forth and LISP that are almost nothing
but keywords. In the middle are languages like C, Python, Ruby, and many more
that mix sets of keywords with symbols to create the basis of the language.

Warning!
The technical term for processing the symbols and keywords of a

programming language is lexical analysis. The word for one of these
symbols or keywords is a lexeme.




Keywords

Operator Description

auto Give a local variable a local lifetime.
break Exit out of a compound statement.

case A branch in a switch-statement.

char Character data type.

const Make a variable unmeodifiable.
continue Continue to the top of a loop.

default Default branch in a switch-statement.
do Start a do-while loop.

double A double floating-point data type.

else An else branch of an if-statement.
enum Define a set of int constants.

extern Declare an identifier is defined externally.
float A floating-point data type.

for Start a for-Toop.

goto Jump to a label.

if Starts an i f-statement.

int An integer data type.




long A long integer data type.

register Declare a variable be stored in a CPU register.
return Return from a function.

short A short integer data type.

signed A signed modifier for integer data types.
sizeof Determine the size of data.

static Preserve variable value after its scope exits.
struct Combine variables into a single record.
switch Start a switch-statement.

typedef Create a new type.

union Start a union-statement.

unsigned An unsigned modifier for integer data types.
void Declare a data type empty.

volatile Declare a variable might be modified elsewhere.
while Start awhile-Toop.

Syntax Structures

I suggest you memorize those keywords, as well as memorizing the syntax
structures. A syntax structure is a pattern of symbols that make up a C program
code form, such as the form of an i f-statement orawhile-1loop. You
should find most of these familiar, since you already know one language. The
only trouble is then learning how C does it.

Here’s how you read these:
1. Anything in ALLCAPS is meant as a replacement spot or hole.

2. Seeing [ALLCAPS] means that part is optional.

3. The best way to test your memory of syntax structures is to open a text
editor, and where you see switch-statement, try to write the code

form after saying what it does.
An if-statement is your basic logic branching control:

1f (TEST) {
CODE;

} else 1f(TEST) {
CODE;

} else {
CODE;



}

A switch-statement islike an i f-statement but works on simple
integer constants:

switch (OPERAND) {
case CONSTANT:
CODE;
break;
default:
CODE;
}

A while-1loop is your most basic loop:

while (TEST) {
CODE;
}

You can also use continue to cause it to loop. Call this form while-
continue-loop for now:

while (TEST) {
if(OTHER_TEST) {
continue;

}
CODE;

}
You can also use break to exit a loop. Call this form while-break-1loop:

while (TEST) {
if(OTHER_TEST) {
break;

}
CODE;

}
The do-while-1oop is an inverted version of a while-1oop that runs the
code then tests to see if it should run again:

do {
CODE;
} while (TEST) ;

It can also have continue and break inside to control how it operates.

The for-1oop does a controlled counted loop through a (hopefully) fixed
number of iterations using a counter:

for (INIT; TEST; POST) {



CODE;
}

An enum creates a set of integer constants:

Click here to view code image

enum { CONST1, CONST2, CONST3 } NAME;

A goto will jump to a label, and is only used in a few useful situations like error
detection and exiting:

if(ERROR_TEST) {
goto fail;
}

fail:
CODE;

A function is defined this way:

TYPE NAME (ARG1l, ARG2, ..) {
CODE;
return VALUE;

}

That may be hard to remember, so try this example to see what’s meant by
TYPE, NAME, ARG and VALUE:

int name (argl, arg2) {
CODE;
return 0;

}

A typedef defines a new type:

Click here to view code image
typedef DEFINITION IDENTIFIER;

A more concrete form of this is:
Click here to view code image
typedef unsigned char byte;
Don'’t let the spaces fool you; the DEFINITION is unsigned char and the
IDENTIFIER is byte in that example.

A struct is a packaging of many base data types into a single concept, which
are used heavily in C:

struct NAME ({



ELEMENTS;
} [VARIABLE NAME];

The [VARIABLE NAME] is optional, and I prefer not to use it except in a few
small cases. This is commonly combined with t ypedef like this:

Click here to view code image

typedef struct [STRUCT NAME] {
ELEMENTS;
} IDENTIFIER;

Finally, union creates something like a st ruct, but the elements will overlap
in memory. This is strange to understand, so simply memorize the form for now:
union NAME {

ELEMENTS;
} [VARIABLE NAME];

A Word of Encouragement

Once you’ve created flash cards for each of these, drill on them in the usual way
by starting with the name side, and then reading the description and form on the
other side. In the video for this exercise, I show you how to use Anki to do this
efficiently, but you can replicate the experience with simple index cards, too.

I’ve noticed some fear or discomfort in students who are asked to memorize
something like this. I’'m not exactly sure why, but I encourage you to do it
anyway. Look at this as an opportunity to improve your memorization and
learning skills. The more you do it, the better at it you get and the easier it gets.

It’s normal to feel discomfort and frustration. Don’t take it personally. You might
spend 15 minutes and simply hate doing it and feel like a total failure. This is
normal, and it doesn’t mean you actually are a failure. Perseverance will get you
past the initial frustration, and this little exercise will teach you two things:

1. You can use memorization as a self-evaluation of your competence.
Nothing tells you how well you really know a subject like a memory test of
its concepts.

2. The way to conquer difficulty is a little piece at a time. Programming is a
great way to learn this because it’s so easy to break down into small parts
and focus on what’s lacking. Take this as an opportunity to build your
confidence in tackling large tasks in small pieces.

A Word of Warning

I’ll add a final word of warning about memorization. Memorizing a large



quantity of facts doesn’t automatically make you good at applying those facts.
You can memorize the entire ANSI C standards document and still be a terrible
programmer. I’ve encountered many supposed C experts who know every square
inch of standard C grammar but still write terrible, buggy, weird code, or don’t
code at all.

Never confuse an ability to regurgitate memorized facts with ability to actually
do something well. To do that you need to apply these facts in different
situations until you know how to use them. That’s what the rest of this book will
help you do.



Exercise 7. Variables and Types

You should be getting a grasp of how a simple C program is structured, so let’s
do the next simplest thing and make some variables of different types:

ex’/.c
Click here to view code image

1 #include <stdio.h>

2

3 int main(intargc, char*argv[])

4 {

5 int distance = 100;

6 float power = 2.345f;

7 double super power = 56789.4532;

8 char initial = 'A';

9 char first name[] = "zed";

10 char last name[] = "Shaw";

11

12 printf("You are %d miles away.\n", distance);

13 printf("You have %f levels of power.\n", power);

14 printf("You have %f awesome super powers.\n", super power);
15 printf("I have an initial %c.\n", initial);

16 printf("I have a first name %s.\n", first name);

17 printf("I have a last name %s.\n", last name);

18 printf("My whole name is %s %c. %s.\n",

19 first name, initial, last name);
20
21 int bugs = 100;
22 double bug rate = 1.2;
23
24 printf("You have %d bugs at the imaginary rate of %f.\n",
25 bugs, bug rate);
26
27 long universe of defects = 1L * 1024L * 1024L * 1024L;
28 printf("The entire universe has %1d bugs.\n",
universe of defects);
29
30 double expected bugs = bugs * bug rate;
31 printf("You are expected to have %f bugs.\n",
expected bugs);
32
33 double part of universe = expected bugs /
universe of defects;
34 printf("That is only a %e portion of the universe.\n",
35 part of universe);

36



37 // this makes no sense, just a demo of something weird

38 char nul byte = '"\0';

39 int care percentage = bugs * nul byte;

40 printf("Which means you should care %d%%.\n",
care percentage);

41

42 return 0;

43 }

In this program, we’re declaring variables of different types and then printing
them using different printf format strings. I can break it down as follows:

ex7.c:1-4 The usual start of a C program.
ex7.c:5-6 Declare an int and double for some fake bug data.
ex7.c:8-9 Print out those two, so nothing new here.

ex7.c:11 Declare a huge number using a new type, 1ong, for storing big
numbers.

ex7.c:12-13 Print out that number using %1d that adds a modifier to the usual
$d. Adding 1 (the letter) tells the program to print the number as a long
decimal.

ex7.c:15-17 This is just more math and printing.

ex7.c:19-21 Craft a depiction of your bug rate compared to the bugs in the
universe, which is a completely inaccurate calculation. It’s so small that we
have to use %e to print it in scientific notation.

ex7.c:24 Make a character, with a special syntax '\0"' that creates a nul
byte character. This is effectively the number O.

ex7.c:25 Multiply bugs by this character, which produces 0, as in how much
you should care. This demonstrates an ugly hack you might see sometimes.

ex7.c:26-27 Print that out, and notice we’ve used %% (two percent signs) so
that we can print a % (percent) character.

ex7.c:28-30 The end of the main function.

This source file demonstrates how some math works with different types of
variables. At the end of the program, it also demonstrates something you see in
C but not in many other languages. To C, a character is just an integer. It’s a
really small integer, but that’s all it is. This means you can do math on them, and
a lot of software does just that—for good or bad.

This last bit is your first glance at how C gives you direct access to the machine.
We’ll be exploring that more in later exercises.



What You Should See

As usual, here’s what you should see for the output:

Exercise 7 Session

Click here to view code image

S make ex7

cc -wWall -g ex7.c -0 ex7

S L/exT

You have 100 bugs at the imaginary rate of 1.200000.
The entire universe has 1073741824 bugs.

You are expected to have 120.000000 bugs.

That is only a 1.117587e-07 portion of the universe.
Which means you should care 0%.

$

How to Break It

Again, go through this and try to break the printf by passing in the wrong
arguments. See what happens if you try to print out the nul byte variable
along with $s versus $c. When you break it, run it under the debugger to see
what it says about what you did.

Extra Credit

* Make the number you assign to universe of defects various sizes
until you get a warning from the compiler.

» What do these really huge numbers actually print out?

* Change 1long to unsigned long and try to find the number that makes
it too big.

* Go search online to find out what unsigned does.

* Try to explain to yourself (before I do in the next exercise) why you can
multiply a char and an int.



Exercise 8. If, Else-If, Else

In C, there really isn’t a Boolean type. Instead, any integer that’s 0 is false or
otherwise it’s true. In the last exercise, the expression argc > 1 actually
resulted in 1 or 0, not an explicit True or False like in Python. This is another
example of C being closer to how a computer works, because to a computer,
truth values are just integers.

However, C does have a typical i f-statement that uses this numeric idea of

true and false to do branching. It’s fairly similar to what you would do in Python
and Ruby, as you can see in this exercise:

ex8.c

Click here to view code image

1 #1include <stdio.h>
2
3 int main(int argc, char *argv[])
4 {
5 int i = 0;
6
7 if (argc == 1) {
8 printf("You only have one argument. You suck.\n");
9 } else if (argc > 1 && argc < 4) {
10 printf("Here's your arguments:\n");
11
12 for (i = 0; 1 < argc; i++) {
13 printf("%s ", argv[i]);
14 }
15 printf("\n");
16 } else {
17 printf("You have too many arguments. You suck.\n");
18 }
19
20 return 0;
21}

The format for the i f-statement is this:

1f (TEST) {
CODE;

} else 1f(TEST) {
CODE;

} else {
CODE;



}

This is like most other languages except for some specific C differences:

» As mentioned before, the TEST parts are false if they evaluate to 0, or
otherwise true.

* You have to put parentheses around the TEST elements, while some other
languages let you skip that.

* You don’t need the { } braces to enclose the code, but it is very bad form to

not use them. The braces make it clear where one branch of code begins
and ends. If you don’t include them then obnoxious errors come up.

Other than that, the code works the way it does in most other languages. You
don’t need to have either else 1if or else parts.

What You Should See

This one is pretty simple to run and try out:

Exercise 8 Session

Click here to view code image

S make ex8

cc -Wall -g ex8.c -0 ex8

S ./ex8

You only have one argument. You suck.
S ./ex8 one

Here's your arguments:

./ex8 one

S ./ex8 one two

Here's your arguments:

./ex8 one two

S ./ex8 one two three

You have too many arguments. You suck.
$

How to Break It

This one isn’t easy to break because it’s so simple, but try messing up the tests in
the if-statement:

* Remove the e1se at the end, and the program won’t catch the edge case.

» Change the && toa | | so you get an or instead of an and test and see how
that works.



Extra Credit

* You were briefly introduced to & &, which does an and comparison, so go
research online the different Boolean operators.

» Write a few more test cases for this program to see what you can come up
with.

* Is the first test really saying the right thing? To you, the first argument
isn’t the same first argument a user entered. Fix it.



Exercise 9. While-Loop and Boolean Expressions

The first looping construct I’ll show you is the while-1oo0p, and it’s the

simplest, useful loop you could possibly use in C. Here’s this exercise’s code for
discussion:

ex9.c

Click here to view code image

1 #include <stdio.h>

2

3 int main(int argc, char *argv[])
4 {

5 int i = 0;

6 while (i < 25) {

7 printf("%d", 1i);
8 it+;

9 }
10
11 return 0;
12}

From this code, and from your memorization of the basic syntax, you can see
that a while-1loop is simply this:

while (TEST) {
CODE;
}

It simply runs the CODE as long as TEST is true (1). So to replicate how the
for-loop works, we need to do our own initializing and incrementing of i.
Remember that i++ increments i with the post-increment operator.
Refer back to your list of tokens if you didn’t recognize that.

What You Should See

The output is basically the same, so I just did it a little differently so that you can
see it run another way.

Exercise 9 Session

Click here to view code image



S make ex9

cc -Wall -g ex9.c -0 ex9
S ./ex9

arg 0: ./ex9

State 0: California
State 1: Oregon
State 2: Washington
State 3: Texas

$

S ./ex9 test it

arg 0: ./ex9

arg 1: test

arg 2: it

State 0: California
State 1: Oregon
State 2: Washington
State 3: Texas

$

How to Break It

There are several ways to get a while-1oop wrong, so I don’t recommend you
use it unless you must. Here are a few easy ways to break it:
* Forget to initialize the first int i ;. Depending on what 1 starts with, the
loop might not run at all, or run for an extremely long time.

* Forget to initialize the second loop’s i so that it retains the value from the
end of the first loop. Now your second loop might or might not run.

* Forget to do a i ++ increment at the end of the loop and you’ll get a
forever loop, one of the dreaded problems common in the first decade or
two of programming.

Extra Credit
» Make the loop count backward by using i -~ to start at 25 and go to 0.
» Write a few more complex while-1oops using what you know so far.



Exercise 10. Switch Statements

In other languages, like Ruby, you have a switch-statement that can take
any expression. Some languages, like Python, don’t have a switch-
statement because an i f-statement with Boolean expressions is about
the same thing. For these languages, switch-statements are more like
alternatives to i f-statements and work the same internally.

In C, the switch-statement is actually quite different and is really a jump
table. Instead of random Boolean expressions, you can only put expressions that
result in integers. These integers are used to calculate jumps from the top of the
switch to the part that matches that value. Here’s some code to help you
understand this concept of jump tables:

exl0.c

Click here to view code image

1 #include <stdio.h>
2
3 int main(int argc, char *argv[])
4 {
5 int i = 0;
6
7 // go through each string in argv
8 // why am I skipping argv[O]?
9 for (i = 1; 1 < argc; i++) {
10 printf("arg %d: %s\n", i, argv[i]);
11 }
12
13 // let's make our own array of strings
14 char *states[] = {
15 "California", "Oregon",
16 "Washington", "Texas"
17 };
18
19 int num states = 4;
20
21 for (1 = 0; i < num states; i++) {
22 printf("state %d: %s\n", i, states[i]);
23 }
24
25 return O,

N
[0
)



In this program, we take a single command line argument and print out all
vowels in an incredibly tedious way to demonstrate a switch-statement.
Here’s how the switch-statement works:

* The compiler marks the place in the program where the switch-
statement starts. Let’s call this location Y.

* It then evaluates the expression in switch (letter) to come up with a
number. In this case, the number will be the raw ASCII code of the letter in
argv[1l].

* The compiler also translates each of the case blocks like case 'A':
into a location in the program that’s that far away. So the code under case
'"A' isat Y + Ain the program.

* It then does the math to figure out where Y + letter is located in the
switch-statement, and if it’s too far, then it adjusts it to Y + default.

* Once it knows the location, the program jumps to that spot in the code, and
then continues running. This is why you have break on some of the
case blocks but not on others.

« If 'a' is entered, then it jumps to case 'a'. There’s no break, so it
“falls through” to the one right under it, case 'A"', which has code and a
break.

» Finally, it runs this code, hits the break, and then exits out of the switch-
statement entirely.
This is a deep dive into how the switch-statement works, but in practice
you just have to remember a few simple rules:
» Always include a default : branch so that you catch any missing inputs.

* Don’t allow fall through unless you really want it. It’s also a good idea to
add a //fallthrough comment so people know it’s on purpose.

 Always write the case and the break before you write the code that
goes in it.
* Try to use i f-statements instead if you can.

What You Should See

Here’s an example of me playing with this, and also demonstrating various ways
to pass in the argument:



Exercise 10 Session

Click here to view code image

S make ex10

cc -Wall -gex10.c

S ./ex10

-0 ex10

ERROR: You need one argument.

IEI

: Z 1s not
IEI

: d is not
is not
: S is not
: h is not
IAI

: w 1s not

MNOORNWONROLLMYLNR WMV

./ex10 zed
: Z is not a vowel

./ex10 "Zzed

a

I\UENUIEN ]

D

: d is not a vowel

./ex10 Zed Shaw
RROR: You need one

Shaw"
vowel

vowel
vowel
vowel
vowel

vowel

argument.

Remember that there’s an 1 f-statement at the top that exits with a return
1; when you don’t provide enough arguments. A return that’s not 0 indicates to
the OS that the program had an error. You can test for any value that’s greater
than O in scripts and other programs to figure out what happened.

How to Break It

It’s incredibly easy to break a switch-statement. Here are just a few ways
you can mess one of these up:

* Forget a break, and it’ll run two or more blocks of code you don’t want it

to run.

* Forget a default, and it’ll silently ignore values you forgot.

* Accidentally put a variable into the switch that evaluates to something
unexpected, like an int, which becomes weird values.

» Use uninitialized values in the switch.

You can also break this program in a few other ways. See if you can bust it



yourself.

Extra Credit

» Write another program that uses math on the letter to convert it to
lowercase, and then remove all of the extraneous uppercase letters in the
switch.

* Use the ', ' (comma) to initialize 1etter inthe for-loop.

» Make it handle all of the arguments you pass it with yet another for-
loop.

* Convert this switch-statement toan if-statement. Which do
you like better?

* In the case for 'Y "' I have the break outside of the i f-statement.
What’s the impact of this, and what happens if you move it inside of the
if-statement. Prove to yourself that you’re right.



Exercise 11. Arrays and Strings

This exercise shows you that C stores its strings simply as an array of bytes,
terminated with the '\ 0 ' (nul) byte. You probably clued in to this in the last
exercise since we did it manually. Here’s how we do it in another way to make it
even clearer by comparing it to an array of numbers:

exll.c

Click here to view code image

1 #include <stdio.h>
2
3 int main(int argc, char *argv[])
4 {
5 int numbers[4] = { 0 };
6 char name[4] = { 'a' };
7
8 // first, print them out raw
9 printf("numbers: %d %d %d %d\n",
10 numbers[0], numbers[1], numbers[2], numbers[3]);
11
12 printf("name each: %c %c %c %c\n",
13 name[0], name[1], name[2], name[3]);
14
15 printf("name: %s\n", name);
16
17 // set up the numbers
18 numbers[0] = 1;
19 numbers[1] = 2;
20 numbers[2] = 3;
21 numbers[3] = 4;
22
23 // set up the name
24 name[0] = '72';
25 name[1] = 'e’';
26 name[2] = 'd';
27 name[3] = "\0';
28
29 // then print them out initialized
30 printf("numbers: %d %d %d %d\n",
31 numbers[0], numbers[1], numbers[2], numbers[3]);
32
33 printf("name each: %c %c %c %c\n",
34 name[0], name[1], name[2], name[3]);
35
36 // print the name like a string



o)

37 printf("name: %s\n", name);

38

39 // another way to use name

40 char *another = "Zed";

41

42 printf("another: %s\n", another);

43

44 printf("another each: %c %c %c %c\n",
45 another[0], another[1], another[2], another[3]);
46

47 return 0;

48 }

In this code, we set up some arrays the tedious way, by assigning a value to each
element. In numbers, we are setting up numbers; but in name, we’re actually

building a string manually.

What You Should See

When you run this code, you should first see the arrays printed with their
contents initialized to 0 (zero), then in its initialized form.

Exercise 11 Session

Click here to view code image

S make exll

cc -Wall -g exll.c -0 exl1l
S ./exll

numbers: 0 0 0 0O
name each: a

name: a

numbers: 1 2 3 4
name each: Z e d
name: Zed

another: Zed
another each: Z e d
$

You’ll notice some interesting things about this program:

* [ didn’t have to give all four elements of the arrays to initialize them. This
is a shortcut in C. If you set just one element, it’ll fill in the rest with 0.

* When each element of numbers is printed, they all come out as 0.

* When each element of name is printed, only the first element 'a' shows
up because the '\ 0' character is special and won’t display.



* Then the first time we print name, it only prints the letter a. This is
because the array will be filled with O after the first 'a"' in the initializer,
so the string is correctly terminated by a ' \0 ' character.

» We then set up the arrays with a tedious, manual assignment to each thing
and print them out again. Look at how they changed. Now the numbers are
set, but do you see how the name string prints my name correctly?

* There are also two syntaxes for doing a string: char name[4] =
{'a'} online 6 versus char *another = "name" on line 44. The
first one is less common and the second is what you should use for string
literals like this.

Notice that I’'m using the same syntax and style of code to interact with both an
array of integers and an array of characters, but print £ thinks that the name is
just a string. Again, this is because the C language doesn’t differentiate between
a string and an array of characters.

Finally, when you make string literals you should typically use the char
*another = "Literal" syntax. This works out to be the same thing, but
it’s more idiomatic and easier to write.

How to Break It

The source of almost all bugs in C come from forgetting to have enough space,
or forgetting to puta '\ 0" at the end of a string. In fact, it’s so common and
hard to get right that the majority of good C code just doesn’t use C-style strings.
In later exercises, we’ll actually learn how to avoid C strings completely.

In this program, the key to breaking it is to forget to put the '\ 0"' character at
the end of the strings. There are a few ways to do this:

* Get rid of the initializers that set up name.
* Accidentally set name [3] = 'A'; so that there’s no terminator.

* Set the initializerto { 'a', 'a', "a', "a'} so that there are too many
'a' characters and no space for the '\ 0 ' terminator.

Try to come up with some other ways to break this, and run all of these under the
debugger so you can see exactly what’s going on and what the errors are called.
Sometimes you’ll make these mistakes and even a debugger can’t find them. Try
moving where you declare the variables to see if you get an error. This is part of
the voodoo of C: Sometimes just where the variable is located changes the bug.



Extra Credit
* Assign the characters into numbers, and then use printf to print them
one character at a time. What kind of compiler warnings do you get?
* Do the inverse for name, trying to treat it like an array of int and print it
out one int at a time. What does the debugger think of that?
* In how many other ways can you print this out?

« If an array of characters is 4 bytes long, and an integer is 4 bytes long, then
can you treat the whole name array like it’s just an integer? How might
you accomplish this crazy hack?

» Take out a piece of paper and draw each of these arrays as a row of boxes.
Then do the operations you just did on paper to see if you get them right.

 Convert name to be in the style of another and see if the code keeps
working.



Exercise 12. Sizes and Arrays

In the last exercise, you did math but with, a '\ 0 ' (nul) character. This may
seem odd if you’re coming from other languages, since they try to treat strings
and byte arrays as different beasts. C treats strings as just arrays of bytes, and it’s

only the different printing functions that recognize a difference.

Before I can really explain the significance of this, I have to introduce a couple
more concepts: sizeof and arrays. Here’s the code we’ll be talking about:

exl2.c
Click here to view code image

1 #include <stdio.h>

2

3 int main(int argc, char *argv[])

4 {

5 int areas[] = { 10, 12, 13, 14, 20 };

6 char name[] = "Zed";

7 char full name[] = {

8 'z', 'e', 'd',

9 Y

10 's', 'h', 'a', 'w', '"\0'

11 };

12

13 // WARNING: On some systems you may have to change the

14 // %1d in this code to a %u since it will use unsigned ints
15 printf("The size of an int: %1d\n", sizeof(int));
16 printf("The size of areas (int[]): %1d\n", sizeof(areas));
17 printf("The number of ints in areas: %1d\n",
18 sizeof(areas) / sizeof(int));
19 printf("The first area is %d, the 2nd %d.\n", areas[0],
areas[1]);
20
21 printf("The size of a char: %1d\n", sizeof(char));
22 printf("The size of name (char[]): %1d\n", sizeof(name));
23 printf("The number of chars: %1d\n", sizeof(name) /
sizeof(char));
24
25 printf("The size of full name (char([]): $1d\n",
sizeof (full name));
26 printf("The number of chars: %1d\n",
27 sizeof (full name) / sizeof(char));
28
29 printf("name=\"%s\" and full name=\"%s\"\n", name,

full name);



30
31 return 0;
32}

In this code, we create a few arrays with different data types in them. Because
arrays of data are so central to how C works, there are a huge number of ways to
create them. For now, just use the syntax type name[] =

{initializer}; and we’ll explore more later. What this syntax means is, “I
want an array of type that is initialized to {..}.” When C sees this, it knows to:

* Look at the type, and in this first case, it’s int.

* Look at the [] and see that there’s no length given.

* Look at the initializer {10, 12, 13, 14, 20} and figure out that
you want those five integers in your array.

* Create a piece of memory in the computer that can hold 5 integers one
after another.

* Take the name you want, areas, and assign it this location.

In the case of areas, it’s creating an array of five integers that contain those
numbers. When it gets to char name[] = "Zed"; it’s doing the same
thing, except it’s creating an array of three characters and assigning that to
name. The final array we make is full name, but we use the annoying syntax
of spelling it out one character at a time. To C, name and full name are
identical methods of creating a char array.

In the rest of the file, we’re using a keyword called sizeof to ask C how big

things are in bytes. C is all about the size and location of pieces of memory, and
what you do with them. To help you keep this straight, it gives you sizeof so
that you can ask how big something is before you work with it.

This is where stuff gets tricky, so let’s run this code first and then explain it later.

What You Should See

Exercise 12 Session

Click here to view code image

S make exl2

cc -Wall -g exl2.c -0 ex12
S ./exl2

The size of an int: 4

The size of areas (int[]): 20



The number of ints in areas: 5

The first area is 10, the 2nd 12.

The size of a char: 1

The size of name (char[]): 4

The number of chars: 4

The size of full name (char[]): 12

The number of chars: 12

name="Zed" and full_name="Zed A. Shaw"
$

Now you see the output of these different printf calls and start to get a
glimpse of what C is doing. Your output could actually be totally different from
mine, since your computer might have different size integers. I’ll go through my
output:
5 My computer thinks an int is 4 bytes in size. Your computer might use a
different size if it’s a 32-bit versus 64-bit CPU.
6 The areas array has five integers in it, so it makes sense that my
computer requires 20 bytes to store it.
7 If we divide the size of areas by the size of an int, then we get five
elements. Looking at the code, this matches what we put in the initializer.
8 We then did an array access to get areas [0] and areas[1], which
means C is zero indexed like Python and Ruby.
9-11 We repeat this for the name array, but do you notice something odd

about the size of the array? It says it’s 4 bytes long, but we only typed
“Zed” for three characters. Where’s the fourth one coming from?

12-13 We do the same thing with full name, and now notice it gets this
correct.

13 Finally, we just print out the name and full name to prove that they
actually are “strings” according to printf.

Make sure you can go through and see how these output lines match what was
created. We’ll be building on this, and exploring more about arrays and storage
next.

How to Break It
Breaking this program is fairly easy. Try some of these:

* Getrid of the '\ 0" atthe end of full name and rerun it. Run it under
the debugger too. Now, move the definition of full name to the top of
main before areas. Try running it under the debugger a few times and



see if you get some new errors. In some cases, you might still get lucky
and not catch any errors.

* Change it so that instead of areas [0] you try to print areas [10]. See
what the debugger thinks of that.

* Try other ways to break it like this, doing it to name and full name,
too.

Extra Credit

* Try assigning to elements in the areas array with areas[0] = 100;
and similar.

» Try assigning to elements of name and full name.
* Try setting one element of areas to a character from name.

» Search online for the different sizes used for integers on different CPUs.



Exercise 13. For -Loops and Arrays of Strings

You can make an array of various types with the idea that a string and an array of
bytes are the same thing. The next step is to do an array that has strings in it.
We’ll also introduce your first looping construct, the for—1oop, to help print
out this new data structure.

The fun part of this is that there’s been an array of strings hiding in your
programs for a while now: the char *argv[] inthe main function

arguments. Here’s code that will print out any command line arguments you pass
it:

exl3.c

Click here to view code image

1 #include <stdio.h>
2
3 int main(int argc, char *argv[])
4 {
5 if (argc = 2) {
6 printf("ERROR: You need one argument.\n");
7 // this 1is how you abort a program
8 return 1;
9 }
10
11 int i = 0;
12 for (i = 0; argv[1][i] = '"\0'; i++) {
13 char letter = argv[1][i];
14
15 switch (letter) {
16 case 'a':
17 case 'A':
18 printf("%d: 'A'\n", 1i);
19 break;
20
21 case 'e':
22 case 'E':
23 printf("%d: 'E'\n", 1i);
24 break;
25
26 case 'i':
27 case 'I1I':
28 printf("%d: 'I'\n", 1i);
29 break;

w
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case 'o':

case '0O':
printf("%d: '0'\n", 1i);
break;

case 'u':

case 'U':
printf("%d: 'U'\n", 1i);
break;

case 'y':
case 'Y':
if (1 > 2) {
// 1it's only sometimes Y

printf("%d: 'v'\n", 1i);
}
break;
default:
printf("%d: %c is not a vowel\n", i, letter);
}

}
return 0;

}

The format of a for-1oop is this:

Click here to view code image

for (INITIALIZER; TEST; INCREMENTER) {

}

CODE;

Here’s how the for-1oop works:

The INITIALIZER is code that’s run to set up the loop, which in this
caseis i = 0.

Next, the TEST Boolean expression is checked. If it’s false (0), then CODE
is skipped, doing nothing.

The CODE runs and does whatever it does.

After the CODE runs, the INCREMENTER part is run, usually incrementing
something, such as in i++.

And it continues again with step 2 until the TEST is false (0).

This for-1oop is going through the command line arguments using argc and
argv like this:



* The OS passes each command line argument as a string in the argv array.
The program’s name (./ex10) is at 0, with the rest coming after it.

» The OS also sets argc to the number of arguments in the argv array, so

you can process them without going past the end. Remember that if you
give one argument, the program’s name is the first, so argc is 2.

* The for-loop sets up with i = 1 in the initializer.

* It then tests that i is less than argc with the test 1 < argc. Since $1 <
28, it’ll pass.

* It then runs the code that just prints out the i and uses i to index into
argv.

* The incrementer is then run using the i ++ syntax, which is a handy way of
writing 1 = 1 + 1.

« This then repeats until i < argc is finally false (0), the loop exits, and
the program continues on.

What You Should See

To play with this program, then, you have to run it two ways. The first way is to
pass in some command line arguments so that argc and argv get set. The
second is to run it with no arguments so you can see that the first for-1oop
doesn’trunif i < argc is false.

Exercise 13 Session

Click here to view code image

S make ex13

cc -Wall -g ex13.c -0 ex13
S ./ex13 i am a bunch of arguments
arg 1: 1

arg 2: am

arg 3: a

arg 4: bunch

arg 5: of

arg 6: arguments

State 0: California

state 1: Oregon

State 2: Washington

state 3: Texas

$

S ./ex13



state 0: California
state 1: Oregon
state 2: Washington
state 3: Texas

$

Understanding Arrays of Strings

In C you make an array of strings by combining the char *str = "blah"
syntax with the char str[] = {'b','1','a', 'h'} syntax to construct
a two-dimensional array. The syntax char *states([] = {...} online 14

is this two-dimensional combination, each string being one element, and each
character in the string being another.

Confusing? The concept of multiple dimensions is something most people never
think about, so what you should do is build this array of strings on paper:

» Make a grid with the index of each string on the left.
* Then put the index of each character on the top.

* Then fill in the squares in the middle with what single character goes in
each square.

* Once you have the grid, trace through the code using this grid of paper.

Another way to figure this is out is to build the same structure in a programming
language you are more familiar with, like Python or Ruby.

How to Break It

* Take your favorite other language and use it to run this program, but
include as many command line arguments as possible. See if you can bust
it by giving it way too many arguments.

» Initialize i to 0 and see what that does. Do you have to adjust argc as
well, or does it just work? Why does 0-based indexing work here?

» Set num_states wrong so that it’s a higher value and see what it does.

Extra Credit
» Figure out what kind of code you can put into the parts of a for-1oop.

* Look up how to use the comma character (,) to separate multiple
statements in the parts of the for-1oop, but between the semicolon

characters (;).
* Read about what a NULL is and try to use it in one of the elements from



the states array to see what it’ll print.

* See if you can assign an element from the states array to the argv
array before printing both. Try the inverse.



Exercise 14. Writing and Using Functions

Up until now, we’ve just used functions that are part of the stdio.h header
file. In this exercise, you’ll write some functions and use some other functions.

exl4.c

Click here to view code image

1 #include <stdio.h>
2 #include <ctype.h>
3
4 // forward declarations
5 int can print it(char ch);
6 void print letters(char arg[]);
7
8 void print arguments(int argc, char *argv[])
9 {
10 int i = 0;
11
12 for (i = 0; 1 < argc; i++) {
13 print letters(argv[i]);
14 }
15 }
16
17 void print letters(char arg[])
18 {
19 int i = 0;
20
21 for (i = 0; arg[i] !'= '\0'; i++) {
22 char ch = arg[i];
23
24 if (can print it(ch)) {
25 printf("'%c' == %d ", ch, ch);
26 }
27 }
28
29 printf("\n");
30}
31
32 int can print it(char ch)
33 {
34 return isalpha(ch) || isblank(ch);
35}
36
37 int main(int argc, char *argv[])
38 {
39 print arguments(argc, argv);



40 return 0;
41}

In this example we’re creating functions to print out the characters and ASCII
codes for any that are alpha or blanks. Here’s the breakdown:
ex14.c:2 Include a new header file, so we can gain access to i salpha and
isblank.
ex14.c:5-6 Tell C that you’ll be using some functions later in your program
without actually having to define them. This is a forward declaration and it
solves the chicken-and-egg problem of needing to use a function before
you’ve defined it.
ex14.c:8-15 Define the print arguments function, which knows how to
print the same array of strings that main typically gets.

ex14.c:17-30 Define the next function, print letters, which is called
by print arguments and knows how to print each of the characters
and their codes.

ex14.c:32-35 Define can print it, which simply returns the truth value
(Oor1)of isalpha(ch) || isblank (ch) back to its caller,
print letters.

ex14.c:38-42 Finally, main simply calls print arguments to make the
whole chain of functions go.

I shouldn’t have to describe what’s in each function, because they’re all things
you’ve run into before. What you should be able to see, though, is that I've
simply defined functions the same way you’ve been defining main. The only
difference is you have to help C out by telling it ahead of time if you’re going to
use functions it hasn’t encountered yet in the file. That’s what the forward
declarations do.

What You Should See

To play with this program, you just feed it different command line arguments,
which get passed through your functions. Here’s me playing with it to
demonstrate:

Exercise 14 Session

Click here to view code image



$ make exl4
cc -Wall -g exld.c -0 ex14

S ./exl4
'e! == 101 'x' == 120

S ./ex14 hi this 1is cool

'e' == 101 'x' == 120

'h' == 104 'i' == 1065

't' == 116 'h' == 104 'i' == 105 's' == 115

'i' == 105 's' == 115

'c' == 99 'o' == 111 'o' == 111 '1l' == 168

S ./ex14 "I go 3 spaces"

'e' == 101 'x' == 120

'I''"' =73 " ' =32 'g' == 103 '0' == 111 ' ' == 32 ' ' ==
's' == 115 'p' == 112 'a' == 97 'c' == 99 'e' ==

115

$

32\

101 's' ==

The isalpha and isblank do all the work of figuring out if the given
character is a letter or a blank. When I do the last run, it prints everything but the

3 character since that’s a digit.

How to Break It

There are two different kinds of breaking in this program:

» Remove the forward declarations to confuse the compiler and cause it to

complain about can print it andprint letters.

* When you call print arguments inside main, try adding 1 to argc

so that it goes past the end of the argv array.

Extra Credit

» Rework these functions so that you have fewer functions. For example, do

youreally need can print it?

* Have print arguments figure out how long each argument string is

by using the st rlen function, and then pass that length to

print letters. Then, rewrite print letters so it only processes
this fixed length and doesn’t rely on the '\ 0 ' terminator. You’ll need the

#include <string.h> for this.

* Use man to look up information on i salpha and isblank. Use other

similar functions to print out only digits or other characters.



* Go read about how other people like to format their functions. Never use
the K&R syntax (it’s antiquated and confusing) but understand what it’s
doing in case you run into someone who likes it.



Exercise 15. Pointers, Dreaded Pointers

Pointers are famous mystical creatures in C. I’ll attempt to demystify them by
teaching you the vocabulary to deal with them. They actually aren’t that
complex, but they’re frequently abused in weird ways that make them hard to
use. If you avoid the stupid ways to use pointers, then they’re fairly easy.

To demonstrate pointers in a way that we can talk about them, I’ve written a
frivolous program that prints a group of people’s ages in three different ways.

exlb.c

Click here to view code image

1 #include <stdio.h>

2

3 int main(int argc, char *argv[])

4 {

5 // create two arrays we care about

6 int ages[] = { 23, 43, 12, 89, 2 };

7 char *names[] = {

8 "Alan", "Frank",

9 "Mary", "John", "Lisa"

10 };

11

12 // safely get the size of ages

13 int count = sizeof(ages) / sizeof(int);
14 int i = 0;

15

16 // first way using indexing

17 for (i = 0; 1 < count; i++) {

18 printf("%s has %d years alive.\n", names[i], ages[i]);
19 }
20
21 printf("---\n");
22
23 // set up the pointers to the start of the arrays
24 int *cur age = ages;
25 char **cur name = names;
26
27 // second way using pointers
28 for (i = 0; 1 < count; i++) {
29 printf("%s is %d years old.\n",
30 *(cur name + i), *(cur age + 1i));
31 }
32
33 printf("---\n");



34

35 // third way, pointers are just arrays

36 for (i = 0; i < count; i++) {

37 printf("%s is %d years old again.\n", cur name[i],
cur age[il]);

38

39

40 printf("---\n");

41

42 // fourth way with pointers in a stupid complex way
43 for (cur name = names, cur age = ages;

44 (cur age - ages) < count; cur name++, cur aget++) {
45 printf("%s lived %d years so far.\n", *cur name,
*cur age);

46 }

47

48 return 0;

49 }

Before explaining how pointers work, let’s break this program down line by line
so you get an idea of what’s going on. As you go through this detailed
description, try to answer the questions for yourself on a piece of paper, then see
if what you guessed matches my description of pointers later.
ex15.c:6-10 Create two arrays: ages storing some int data, and names
storing an array of strings.

ex15.c:12-13 These are some variables for our for—-loops later.

ex15.c:16-19 This is just looping through the two arrays and printing how old
each person is. This is using i to index into the array.

ex15.c:24 Create a pointer that points at ages. Notice the use of int * to
create a pointer to integer type of pointer. That’s similar to char *, which
is a pointer to char, and a string is an array of chars. Seeing the similarity
yet?

ex15.c:25 Create a pointer that points at names. A char * is already a
pointer to char, so that’s just a string. However, you need two levels since
names is two-dimensional, which then means you need char ** fora
pointer to (a pointer to char) type. Study that and try to explain it to
yourself, too.

ex15.c:28-31 Loop through age s and names but use the pointers plus an
offset of i instead. Writing * (cur name+1i) is the same as writing
name [1i], and you read it as “the value of (pointer cur name plusi).”

ex15.c:35-39 This shows how the syntax to access an element of an array is



the same for a pointer and an array.
ex15.c:44-50 This is another admittedly insane loop that does the same thing
as the other two, but instead it uses various pointer arithmetic methods:
ex15.c:44 Initialize our for—-1oop by setting cur name and cur age
to the beginning of the names and ages arrays._ B
ex15.c:45 The test portion of the for-1oop then compares the distance
of the pointer cur age from the start of ages. Why does that work?

ex15.c:46 The increment part of the for-1oop then increments both
cur name and cur_ age so that they point at the next element of the
name and age arrays.

ex15.c:48-49 The pointers cur name and cur age are now pointing at
one element of the arrays that they work on, and we can print them out
using just *cur name and *cur age, which means “the value of

wherever cur name is pointing.”
This seemingly simple program has a large amount of information, and my goal

is to get you to attempt to figure pointers out for yourself before I explain them.
Don’t continue until you’ve written down what you think a pointer does.

What You Should See

After you run this program, try to trace back each line printed out to the line in
the code that produced it. If you have to, alter the printf calls to make sure

you’ve got the right line number.

Exercise 15 Session

Click here to view code image

S make exl5

cc -Wall -g exl5.c -0 ex15
S ./ex15

Alan has 23 years alive.
Frank has 43 years alive.
Mary has 12 years alive.
John has 89 years alive.
Lisa has 2 years alive.
Alan is 23 years old.
Frank is 43 years old.
Mary is 12 years old.
John is 89 years old.



Lisa is 2 years old.

Alan is 23 years old again.
Frank is 43 years old again.
Mary is 12 years old again.
John is 89 years old again.
Lisa is 2 years old again.

Alan lived 23 years so far.
Frank lived 43 years so far.
Mary lived 12 years so far.
John lived 89 years so far.

Lisa lived 2 years so far.

$

Explaining Pointers

When you type something like ages [1], you’re indexing into the array ages,
and you’re using the number that’s held in i to do it. If i is set to zero then it’s
the same as typing ages [0]. We’ve been calling this number i an index since
it’s a location inside ages that we want. It could also be called an address,
which is a way of saying “I want the integer in ages that’s at address i.”

If i is an index, then what’s ages? To C, ages is a location in the computer’s
memory where all of these integers start. It’s also an address, and the C compiler
will replace age s anywhere you type it with the address of the very first integer
in ages. Another way to think of ages is that it’s the “address of the first integer
in ages.” But here’s the trick: ages is an address inside the entire computer. It’s
not like i that’s just an address inside ages. The ages array name is actually
an address in the computer.

That leads to a certain realization: C thinks your whole computer is one massive
array of bytes. Obviously, this isn’t very useful, but then what C does is layer on
top of this massive array of bytes the concept of types and sizes of those types.

You already saw how this worked in previous exercises, but now you start to get
an idea of how C is doing the following with your arrays:

* Creating a block of memory inside your computer
* Pointing the name ages at the beginning of that block

* Indexing into the block by taking the base address of ages and getting the
element that’s i away from there

* Converting that address at ages+1 into a valid int of the right size, such
that the index works to return what you want: the int at index i



If you can take a base address, like ages, and add to it with another address like
i to produce a new address, then can you just make something that points right
at this location all the time? Yes, and that thing is called a pointer. This is what
the pointers cur age and cur name are doing: They are variables pointing at
the location where ages and names live in your computer’s memory. The
example program is then moving them around or doing math on them to get
values out of the memory. In one instance, they just add i to cur age, which is
the same as what the program does with array[i]. In the last for-1oop,
though, these two pointers are being moved on their own, without i to help out.
In that loop, the pointers are treated like a combination of array and integer
offset rolled into one.

A pointer is simply an address pointing somewhere inside the computer’s
memory with a type specifier so that you get the right size of data with it. It’s
kind of like a combination of ages and i rolled into one data type. C knows
where pointers are pointing, knows the data type they point at, the size of those
types, and how to get the data for you. Just like with i, you can increment,
decrement, subtract, or add to them. But, just like ages, you can also get values
out, put new values in, and use all of the array operations.

The purpose of a pointer is to let you manually index data into blocks or memory
when an array won'’t do it right. In almost all other cases, you actually want to
use an array. But, there are times when you have to work with a raw block of
memory and that’s where a pointer comes in. A pointer gives you raw, direct
access to a block of memory so you can work with it.

The final thing to grasp at this stage is that you can use either syntax for most
array or pointer operations. You can take a pointer to something, but use the
array syntax to access it. You can take an array and do pointer arithmetic with it.

Practical Pointer Usage
There are primarily four useful things you can do with pointers in C code:

* Ask the OS for a chunk of memory and use a pointer to work with it. This
includes strings and something you haven’t seen yet, st ructs.

* Pass large blocks of memory (like large structs) to functions with a pointer,
so you don’t have to pass the whole thing to them.

» Take the address of a function, so you can use it as a dynamic callback.

* Scan complex chunks of memory, converting bytes off of a network socket
into data structures or parsing files.



For nearly everything else, you might see people use pointers when they should
be using arrays. In the early days of C programming, people used pointers to
speed up their programs, because the compilers were really bad at optimizing
array usage. These days, the syntax to access an array versus a pointer are
translated into the same machine code and optimized in the same way, so it’s not
as necessary. Instead, you should go with arrays whenever you can, and then
only use pointers as a performance optimization if you absolutely have to.

The Pointer Lexicon

I’m now going to give you a little lexicon to use for reading and writing pointers.
Whenever you run into a complex pointer statement, just refer to this and break
it down bit by bit (or just don’t use it since it’s probably not good code.)

type *ptr A pointer of type named ptr

*ptr The value of whatever ptr is pointed at

*(ptr + 1) The value of (whatever ptr is pointed at plus i)

&thing The address of thing

type *ptr = &thing A pointer of type named ptr set to the address of
thing

ptr++ Increment where ptr points

We’ll be using this simple lexicon to break down all of the pointers we use from
now on in the book.

Pointers Aren’t Arrays

No matter what, you should never think that pointers and arrays are the same
thing. They aren’t the same thing, even though C lets you work with them in
many of the same ways. For example, if you do sizeof (cur age) inthe
code above, you would get the size of the pointer, not the size of what it points
at. If you want the size of the full array, you have to use the array’s name, age,
as I did on line 12.

To do: Expand on this some more with what doesn’t work the same on pointers
and arrays.

How to Break It

You can break this program by simply pointing the pointers at the wrong things:
* Try to make cur age point at names. You’ll need to use a C cast to



force it, so go look that up and try to figure it out.
* In the final for-1oop, try getting the math wrong in weird ways.

* Try rewriting the loops so that they start at the end of the arrays and go to
the beginning. This is harder than it looks.

Extra Credit
* Rewrite all of the arrays in this program as pointers.
* Rewrite all of the pointers as arrays.

* Go back to some of the other programs that use arrays and try to use
pointers instead.

* Process command line arguments using just pointers, similar to how you
did names in this one.
* Play with combinations of getting the value of and the address of things.

* Add another for-1oop at the end that prints out the addresses that these
pointers are using. You’ll need the $p format for printf.

* Rewrite this program to use a function for each of the ways you’re printing
out things. Try to pass pointers to these functions so that they work on the
data. Remember you can declare a function to accept a pointer, but just use
it like an array.

* Change the for-loops to while-loops and see what works better for
which kind of pointer usage.



Exercise 16. Structs And Pointers to Them

In this exercise, you’ll learn how to make a st ruct, point a pointer at it, and
use it to make sense of internal memory structures. We’ll also apply the
knowledge of pointers from the last exercise, and then get you constructing these
structures from raw memory using malloc.

As usual, here’s the program we’ll talk about, so type it in and make it work.

exl6.c

Click here to view code image

1 #include <stdio.h>
2 #include <assert.h>
3 #include <stdlib.h>
4 #include <string.h>
5
6 struct Person {
7 char *name;
8 int age;
9 int height;
10 int weight;
11}
12
13 struct Person *Person create(char *name, int age, int height,
14 int weight)
15 {
16 struct Person *who = malloc(sizeof(struct Person));
17 assert(who != NULL);
18
19 who->name = strdup(name);
20 who->age = age;
21 who->height = height,
22 who->weight = weight;
23
24 return who;
25 }
26
27 void Person destroy(struct Person *who)
28 {
29 assert(who != NULL);
30
31 free(who->name);
32 free(who);
33}

34
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void Person print(struct Person *who)

{

int

}

printf("Name: %s\n", who->name);
printf("\tAge: %d\n", who->age);
printf("\tHeight: %d\n", who->height);
printf("\tWeight: %d\n", who->weight);

main(int argc, char *argv[])

// make two people structures
struct Person *joe = Person create("Joe Alex", 32, 64, 140);

struct Person *frank = Person create("Frank Blank", 20, 72,

// print them out and where they are in memory
printf("Joe is at memory location %p:\n", joe);
Person print(joe);

printf("Frank is at memory location %p:\n", frank);
Person print(frank);

// make everyone age 20 years and print them again
joe->age += 20,

joe->height -= 2;

joe->weight += 40,

Person print(joe);

frank->age += 20,
frank->weight += 20;
Person print(frank);

// destroy them both so we clean up
Person destroy(joe);

Person destroy(frank);

return 0;

To describe this program, I’'m going to use a different approach than before. I'm
not going to give you a line-by-line breakdown of the program, I’m going to
make you write it. I’m giving you a guide of the program based on the parts it
contains, and your job is write out what each line does.

includes I include some new header files here to gain access to some new
functions. What does each give you?

struct Person This is where I’m creating a structure that has four elements to
describe a person. The final result is a new compound type that lets me
reference these elements all as one or each piece by name. It’s similar to a



row of a database table or a class in an object-oriented programming
(OOP) language.
function Person_create I need a way to create these structures, so I’ve made
a function to do that. Here are the important things:
* [ use malloc for memory allocate to ask the OS to give me a piece of
raw memory.

*Ipasstomalloc the sizeof (struct Person), which calculates
the total size of the structure, given all of the fields inside it.

* [ use assert to make sure that I have a valid piece of memory back
from malloc. There’s a special constant called NULL that you use to
mean “unset or invalid pointer.” This assert is basically checking that
malloc didn’t return a NULL invalid pointer.

* [ initialize each field of struct Person using the x->y syntax, to
say what part of the structure I want to set.

* [ use the st rdup function to duplicate the string for the name, just to
make sure that this structure actually owns it. The st rdup actually is
like malloc, and it also copies the original string into the memory it
creates.

function Person_destroy If I have a create function, then I always need a
destroy function, and this is what destroys Person structures. I again
use assert to make sure I’m not getting bad input. Then I use the
function free to return the memory I got withmalloc and strdup. If
you don’t do this, you get a memory leak.

function Person_print I then need a way to print out people, which is all this
function does. It uses the same x~->vy syntax to get the field from the
structure to print it.

function main In the main function, I use all of the previous functions and
the struct Person to do the following:

* Create two people, joe and frank.

* Print them out, but notice I’'m using the $p format so you can see where
the program has actually put your structure in memory.

* Age both of them by 20 years with changes to their bodies, too.

* Print each one after aging them.

* Finally, destroy the structures so we can clean up correctly.



Go through this description carefully, and do the following:

* Look up every function and header file you don’t know. Remember that
you can usually doman 2 functionorman 3 function, andit’ll
tell you about it. You can also search online for the information.

» Write a comment above each and every single line that says what the line
does in English.

* Trace through each function call and variable so you know where it comes
from in the program.

* Look up any symbols you don’t understand.

What You Should See

After you augment the program with your description comments, make sure it
really runs and produces this output:

Exercise 16 Session

Click here to view code image

S make exl6
cc -wWall -g exl6.c -0 ex16

S ./ex16
Joe is at memory location 0Oxeba010:

Name: Joe Alex

Age: 32
Height: 64
Weight: 140

Frank is at memory location 0Oxeba®50:
Name: Frank Blank
Age: 20
Height: 72
Weight: 180
Name: Joe Alex
Age: 52
Height: 62
Weight: 180
Name: Frank Blank
Age: 40
Height: 72
Weight: 200

Explaining Structures
If you’ve done the work, then structures should be making sense, but let me



explain them explicitly just to make sure you’ve understood it.

A structure in C is a collection of other data types (variables) that are stored in
one block of memory where you can access each variable independently by
name. They are similar to a record in a database table, or a very simplistic class
in an OOP language. We can break one down this way:
* In the above code, we make a st ruct that has fields for a person: name,
age, weight, and height.
* Each of those fields has a type, like int.
* C then packs those together so that they can all be contained in one single
struct.

* The struct Person is now a compound data type, which means you
can refer to struct Person using the same kinds of expressions you
would for other data types.

» This lets you pass the whole cohesive grouping to other functions, as you
did with Person print.

* You can then access the individual parts of a st ruct by their names
using x—->v if you’re dealing with a pointer.

* There’s also a way to make a struct that doesn’t need a pointer, and you
use the x . y (period) syntax to work with it. We’ll do this in the Extra
Credit section.

If you didn’t have st ruct, you’d need to figure out the size, packing, and
location of pieces of memory with contents like this. In fact, in most early
Assembler code (and even some now), this is what you would do. In C, you can

let it handle the memory structuring of these compound data types and then
focus on what you do with them.

How to Break It

The ways in which to break this program involve how you use the pointers and
the malloc system:

* Try passing NULL to Person destroy see what it does. If it doesn’t
abort, then you must not have the —g option in your Makefile's
CEFLAGS.

* Forget to call Person destroy at the end, and then run it under the

debugger to see it report that you forgot to free the memory. Figure out the
options you need to pass to the debugger to get it to print how you leaked



this memory.

» Forget to free who->name in Person destroy and compare the
output. Again, use the right options to see how the debugger tells you
exactly where you messed up.

» This time, pass NULL to Person print and see what the debugger
thinks of that. You’ll figure out that NULL is a quick way to crash your
program.

Extra Credit

In this part of the exercise, I want you to attempt something difficult for the extra
credit: Convert this program to not use pointers and ma 1l 1oc. This will be hard,
so you’ll want to research the following:

* How to create a st ruct on the stack, just like you’re making any other
variable.

* How to initialize it using the x . v (period) character instead of the x->vy
syntax.

* How to pass a structure to other functions without using a pointer.



Exercise 17. Heap and Stack Memory Allocation

In this exercise, you’re going to make a big leap in difficulty and create an entire
small program to manage a database. This database isn’t very efficient and
doesn’t store very much, but it does demonstrate most of what you’ve learned so
far. It also introduces memory allocation more formally, and gets you started
working with files. We use some file I/O functions, but I won’t be explaining
them too well so that you can try to figure them out first.

As usual, type this whole program in and get it working, then we’ll discuss it.

exl’7.c

Click here to view code image

1 #include <stdio.h>

2 #include <assert.h>

3 #include <stdlib.h>

4 #include <errno.h>

5 #include <string.h>

6

7 #define MAX_DATA 512

8 #define MAX_ROWS 100

9

10 struct Address {

11 int id;

12 int set;

13 char name[MAX DATA];
14 char email[MAX DATA];
15 };

16

17 struct Database {

18 struct Address rows[MAX ROWS];
19 };
20
21 struct Connection {
22 FILE *file;
23 struct Database *db;
24 };
25
26 void die(const char *message)
27 {
28 if (errno) {
29 perror(message);
30 } else {
31 printf("ERROR: %s\n", message);

32 }



33
34
35
36
37
38
39
40
41
42
43
44

>file);

45
46
47
48
49

mode)

50
51

}

exit(1);

void Address print(struct Address *addr)

{
}

printf("%d %s %s\n", addr->id, addr->name, addr->email);

void Database load(struct Connection *conn)

{

}

struct Connection *Database open(const char *filename, char

{

int rc = fread(conn->db, sizeof(struct Database), 1, conn-

if (rc '= 1)
die("Failed to load database.");

struct Connection *conn = malloc(sizeof(struct

Connection));

52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81

}

void Database close(struct Connection *conn)

if (!conn)
die("Memory error");

conn->db = malloc(sizeof(struct Database));

if (!conn->db)
die("Memory error");

if (mode == 'c¢') {
conn->file = fopen(filename, "w");
} else {

conn->file fopen(filename, "r+");

if (conn->file) {
Database load(conn);
}

}

if (!conn->file)
die("Failed to open the file");

return conn;

if (conn) {
if (conn->file)
fclose(conn->file);
if (conn->db)
free(conn->db);



82 free(conn);

83 }
84 }
85
86 void Database write(struct Connection *conn)
87 {
88 rewind(conn->file);
89
90 int rc = fwrite(conn->db, sizeof(struct Database), 1,
conn->file);
91 if (rc !'= 1)
92 die("Failed to write database.");
93
94 rc = fflush(conn->file);
95 if (rc == -1)
96 die("Cannot flush database.");
97 }
98
99 void Database create(struct Connection *conn)
100 {
101 int i = 0;
102
103 for (i = 0; i < MAX ROWS; i++) {
104 // make a prototype to initialize it
105 struct Address addr = {.id = i,.set = 0 };
106 // then just assign it
107 conn->db->rows[i] = addr;
108 }
109 }
110
111 void Database set(struct Connection *conn, int id, const char
*name,
112 const char *email)
113 {
114 struct Address *addr = &conn->db->rows[id];
115 if (addr->set)
116 die("Already set, delete it first");
117
118 addr->set = 1;
119 // WARNING: bug, read the "How To Break It" and fix this
120 char *res = strncpy(addr->name, name, MAX DATA);
121 // demonstrate the strncpy bug
122 if (!res)
123 die("Name copy failed");
124
125 res = strncpy(addr->email, email, MAX DATA),
126 if (!res)
127 die("Email copy failed");
128 }
129
130 void Database get(struct Connection *conn, int id)

131 {



132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161l
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183

}

struct Address *addr = &conn->db->rows[id];

if (addr
Addr
} else {
die(
}

->set) {
ess print(addr);

"ID is not set");

void Database delete(struct Connection *conn, int id)

{

}

struct Address addr = {.id = id,.set = 0 };

conn->db

->rows[id] = addr;

void Database list(struct Connection *conn)

{

}

int i =
struct D

for (i =
stru

if (

}

0;
atabase *db = conn->db;

0; i < MAX ROWS; i++) {
ct Address *cur = &db->rows[i];

cur->set) {
Address print(cur);

int main(int argc, char *argv[])

{

if (argc
die(

char *fi
char act
struct C
int id =

if (argc
if (i4d >

switch (
case

case

< 3)

"USAGE: exl17 <dbfile> <action> [action params]");
lename = argv[1];

ion = argv[2][0];

onnection *conn = Database open(filename, action);
0;

> 3) id = atoi(argv[3]);
= MAX ROWS) die("There's not that many records.");

action) {

'c
Database create(conn);
Database write(conn);
break;

g
if (argc !'= 4)

die("Need an id to get");



184 Database get(conn, id);

185 break;

186

187 case 's':

188 if (argc != 6)

189 die("Need id, name, email to set");
190

191 Database set(conn, id, argv[4], argv[5]);
192 Database write(conn);

193 break;

194

195 case 'd':

196 if (argc != 4)

197 die("Need id to delete");

198

199 Database delete(conn, id);

200 Database write(conn);

201 break;

202

203 case '1':

204 Database list(conn);

205 break;

206 default:

207 die("Invalid action: c=create, g=get, s=set,
d=del, 1l=list");

208 }

209

210 Database close(conn);

211

212 return 0;

213 }

In this program, we’re using a set of structures, or structs, to create a simple
database for an address book. There are some things you’ve never seen, so you
should go through it line by line, explain what each line does, and look up any
functions that you don’t recognize. There are a few key things that you should
pay attention to, as well:

#define for constants We use another part of the C preprocessor (CPP) to
create constant settings of MAX DATA and MAX ROWS. I’ll cover more of
what the CPP does later, but this is a way to create a constant that will
work reliably. There are other ways, but they don’t apply in certain
situations.

Fixed sized structs The Address struct then uses these constants to create
a piece of data that is fixed in size, making it less efficient but easier to
store and read. The Database struct is then also a fixed size because it’s
a fixed length array of Address structs. That lets you write the whole



thing to disk in one move later.

die function to abort with an error In a small program like this, you can
make a single function that kills the program with an error if there’s
anything wrong. I call this die, and it’s used to exit the program with an
error after any failed function calls or bad inputs.

errno and perror() for error reporting When you have an error return from
a function, it will usually set an external variable called errno to say
exactly what happened. These are just numbers, so you can use perror to
print the error message.

FILE functions I’m using all new functions like fopen, fread, fclose,
and rewind to work with files. Each of these functions works on a FILE
struct that’s just like your other structs, but it’s defined by the C standard
library.

nested struct pointers There’s a use for nested structures and getting the
address of array elements that you should study. Specifically, code like
&conn->db->rows [1] that reads “get the 1 element of rows, which is
in db, which is in conn, then get the address of (&) it.”

copying struct prototypes Best shown in Database delete, you can
see I’m using a temporary local Address, initializing its 1d and set
fields, and then simply copying it into the rows array by assigning it to
the element I want. This trick makes sure that all fields except set and id
are initialized to zeros and it’s actually easier to write. Incidentally, you
shouldn’t be using memcpy to do these kinds of struct copying operations.
Modern C allows you to simply assign one struct to another and it’ll
handle the copying for you.

processing complex arguments I’'m doing some more complex argument
parsing, but this isn’t really the best way to do it. We’ll get into a better
option for parsing later in the book.

converting strings to ints I use the at o1 function to take the string for the
id on the command line and convert it to the int id variable. Read up on
this and similar functions.

allocating large data on the heap The whole point of this program is that
I’m using malloc to ask the OS for a large amount of memory when I
create the Database. We’ll cover this in more detail later.

NULL is 0, so Boolean works In many of the checks, I’m testing that a



pointer is not NULL by simply doing 1 f (!ptr) die("fail!"),
because NULL will evaluate to false. You could be explicit and say

if (ptr == NULL) die("fail!"), as well. In some rare systems,
NULL will be stored in the computer (represented) as something not 0, but
the C standard says you should still be able to write code as if it has a 0
value. From now on when I say “NULL is 0,” I mean its value for anyone
who is overly pedantic.

What You Should See

You should spend as much time as you can testing that it works, and running it
with a debugger to confirm that you’ve got all of the memory usage right. Here’s
a session of me testing it normally, and then using the debugger to check the
operations:

Exercise 17 Session

Click here to view code image

S make exl7

cc -wWall -g exl7.c -0 ex17

S ./ex17 db.dat c

./ex17 db.dat s 1 zed zed@zedshaw.com
./ex17 db.dat s 2 frank frank@zedshaw.com
./ex17 db.dat s 3 joe Jjoel@zedshaw.com

./ex17 db.dat 1

zed zed@zedshaw.com
frank frank@zedshaw.com
joe joe@zedshaw.com
./ex17 db.dat d 3
./ex17 db.dat 1

zed zed@zedshaw.com
frank frank@zedshaw.com
./ex17 db.dat g 2

2 frank frank@zedshaw.com

$
$
$
$
$
1
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Heap versus Stack Allocation

You kids have it great these days. You play with your Ruby or Python and just
make objects and variables without any care for where they live. You don’t care
if it’s on the stack, and what about on the heap? Fuggedaboutit. You don’t even
know, and you know what, chances are your language of choice doesn’t even put
the variables on stack at all. It’s all heap, and you don’t even know if it is.


http://zed@zedshaw.com
http://frank@zedshaw.com
http://joe@zedshaw.com
http://zed@zedshaw.com
http://frank@zedshaw.com
http://frank@zedshaw.com

C is different because it’s using the real CPU’s actual machinery to do its work,
and that involves a chunk of RAM called the stack and another called the heap.
What’s the difference? It all depends on where you get the storage.

The heap is easier to explain since it’s just all the remaining memory in your
computer, and you access it with the function malloc to get more. Each time
you call malloc, the OS uses internal functions to register that piece of
memory to you, and then returns a pointer to it. When you’re done with it, you
use free to return it to the OS so that it can be used by other programs. Failing

to do this will cause your program to leak memory, but Valgrind will help you
track these leaks down.

The stack is a special region of memory that stores temporary variables, which
each function creates as locals to that function. How it works is that each
argument to a function is pushed onto the stack and then used inside the
function. It’s really a stack data structure, so the last thing in is the first thing out.
This also happens with all local variables like char actionand int idin
main. The advantage of using a stack for this is simply that when the function
exits, the C compiler pops these variables off of the stack to clean up. This is
simple and prevents memory leaks if the variable is on the stack.

The easiest way to keep this straight is with this mantra: If you didn’t get it from
malloc, or a function that got it from malloc, then it’s on the stack.

There are three primary problems with stacks and heaps to watch out for:

* If you get a block of memory from malloc, and have that pointer on the
stack, then when the function exits the pointer will get popped off and lost.
« If you put too much data on the stack (like large structs and arrays), then

you can cause a stack overflow and the program will abort. In this case, use
the heap withmalloc.

« If you take a pointer to something on the stack, and then pass or return it
from your function, then the function receiving it will segmentation fault
(segfault), because the actual data will get popped off and disappear. You’ll
be pointing at dead space.

This is why I created a Database open that allocates memory or dies, and
then a Database close that frees everything. If you create a create function
that makes the whole thing or nothing, and then a destroy function that safely
cleans up everything, then it’s easier to keep it all straight.

Finally, when a program exits, the OS will clean up all of the resources for you,
but sometimes not immediately. A common idiom (and one I use in this exercise)



is to just abort and let the OS clean up on error.

How to Break It

This program has a lot of places where you can break it, so try some of these but
also come up with your own:

* The classic way is to remove some of the safety checks so that you can
pass in arbitrary data. For example, remove the check on line 160 that
prevents you from passing in any record number.

* You can also try corrupting the data file. Open it in any editor and change
random bytes, and then close it.

* You could also find ways to pass bad arguments to the program when it’s
run. For example, getting the file and action backward will make it create a
file named after the action, and then do an action based on the first
character.

* There’s a bug in this program because st rncpy is poorly designed. Go
read about st rncpy and try to find out what happens when the name or
address you give is greater than 512 bytes. Fix this by simply forcing
the last character to '\ 0 ' so that it’s always set no matter what (which is
what st rncpy should do).

* In the Extra Credit section, I have you augment the program to create
arbitrary size databases. Try to see what the biggest database is before you
cause the program to die due to lack of memory frommalloc.

Extra Credit

* The die function needs to be augmented to let you pass the conn
variable, so it can close it and clean up.

» Change the code to accept parameters for MAX DATA and MAX ROWS,
store them in the Database struct, and write that to the file, thus creating
a database that can be arbitrarily sized.

* Add more operations you can do with the database, like £ind.

* Read about how C does it’s struct packing, and then try to see why your
file is the size it is. See if you can calculate a new size after adding more
fields.

* Add some more fields to Address and make them searchable.

 Write a shell script that will do your testing automatically for you by



running commands in the right order. Hint: Use set -e at the top of a
bash to make it abort the whole script if any command has an error.
* Try reworking the program to use a single global for the database

connection. How does this new version of the program compare to the
other one?

* Go research stack data structure and write one in your favorite language,
then try to do it in C.



Exercise 18. Pointers to Functions

Functions in C are actually just pointers to a spot in the program where some
code exists. Just like you’ve been creating pointers to structs, strings, and arrays,
you can point a pointer at a function, too. The main use for this is to pass
callbacks to other functions, or to simulate classes and objects. In this exercise,
we’ll do some callbacks, and in the next exercise, we’ll make a simple object
system.

The format of a function pointer looks like this:

Click here to view code image
int (*POINTER_NAME) (int a, int b)

A way to remember how to write one is to do this:
e Write a normal function declaration: int callme (int a, int b)
» Wrap the function name with the pointer syntax: int (*callme) (int
a, int b)
* Change the name to the pointer name: int (*compare cb) (int a,
int b)

The key thing to remember is that when you’re done with this, the variable name
for the pointer is called compare_cb and you use it just like it’s a function. This
is similar to how pointers to arrays can be used just like the arrays they point to.
Pointers to functions can be used like the functions they point to but with a
different name.
Click here to view code image

int (*tester) (int a, int b) = sorted order;

printf ("TEST: %d is same as %d\n", tester(2, 3), sorted order(2, 3));

This will work even if the function pointer returns a pointer to something:
e Write it: char *make coolness (int awesome levels)
* Wrap it: char * (*make coolness) (int awesome levels)
* Rename it: char * (*coolness cb) (int awesome levels)

The next problem to solve with using function pointers is that it’s hard to give
them as parameters to a function, such as when you want to pass the function
callback to another function. The solution is to use t ypedef, whichisa C

keyword for making new names for other, more complex types.



The only thing you need to do is put t ypede f before the same function pointer

syntax, and then after that you can use the name like it’s a type. I demonstrate
this in the following exercise code:

ex18.c
Click here to view code image

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <errno.h>

4 #include <string.h>

5

6 /** Our old friend die from ex17. */

7 void die(const char *message)

8 {

9 if (errno) {

10 perror(message);

11 } else {

12 printf("ERROR: %s\n", message);

13 }

14

15 exit(1);

16 }

17

18 // a typedef creates a fake type, in this

19 // case for a function pointer
20 typedef int (*compare cb) (int a, int b);
21
22 Ve
23 * A classic bubble sort function that uses the
24 * compare_cb to do the sorting.
25 */
26 int *bubble sort(int *numbers, int count, compare cb cmp)
27 {
28 int temp = 0;
29 int i = 0;
30 int 7 = 0;
31 int *target = malloc(count * sizeof(int));
32
33 if (!'target)
34 die("Memory error.");
35
36 memcpy(target, numbers, count * sizeof(int));
37
38 for (i = 0; i < count; i++) {
39 for (§j = 0; j < count - 1; j++) {

40 if (cmp(target[3], target[j + 1]) > 0) {
41 temp = target[j + 1];

42 target[j + 1] = target[3j];



43 target[j] = temp;

44 }

45 }

46 }

47

48 return target,

49 }

50

51 int sorted order(int a, int D)

52 {

53 return a - b;

54 }

55

56 int reverse order(int a, int D)

57 {

58 return b - a;

59 }

60

61 int strange order(int a, int D)

62 {

63 if (a == 0 || b == 0) {

64 return 0;

65 } else {

66 return a % b;

67 }

68 }

69

70 Ve

71 * Used to test that we are sorting things correctly
72 * by doing the sort and printing it out.

73 */

74 void test sorting(int *numbers, int count, compare cb cmp)
75 {

76 int i = 0;

77 int *sorted = bubble sort(numbers, count, cmp);
78

79 if (!sorted)

80 die("Failed to sort as requested.");
81

82 for (i = 0; i < count; i++) {

83 printf("%d ", sorted[i]);

84 }

85 printf("\n");

86

87 free(sorted);

88 }

89

90 int main(int argc, char *argv[])

91 {

92 if (argc < 2) die("USAGE: ex18 4 3 1 5 6");
93

94 int count = argc - 1;



95 int 1 = 0;

96 char **inputs = argv + 1;
97
98 int *numbers = malloc(count * sizeof(int));
99 if (!numbers) die("Memory error.");
100
101 for (i = 0; i < count; i++) {
102 numbers[i] = atoi(inputs[i]);
103 }
104
105 test sorting(numbers, count, sorted order);
106 test sorting(numbers, count, reverse order);
107 test sorting(numbers, count, strange order);
108
109 free(numbers);
110
111 return 0;
112 }

In this program, you’re creating a dynamic sorting algorithm that can sort an
array of integers using a comparison callback. Here’s the breakdown of this
program, so you can clearly understand it:

ex18.c:1-6 The usual includes that are needed for all of the functions that we
call.
ex18.c:7-17 This is the die function from the previous exercise that I'll use
to do error checking.
ex18.c:21 This is where the t ypedef is used, and later I use compare cb
like it’s a type similar to int or char in bubble sort and
test sorting.
ex18.c:27-49 A bubble sort implementation, which is a very inefficient way
to sort some integers. Here’s a breakdown:
ex18.c:27 I use the typedef for compare cb as the last parameter
cmp. This is now a function that will return a comparison between two
integers for sorting.

ex18.c:29-34 The usual creation of variables on the stack, followed by a
new array of integers on the heap using mal1loc. Make sure you
understand what count * sizeof (int) is doing.

ex18.c:38 The outer loop of the bubble sort.

ex18.c:39 The inner loop of the bubble sort.

ex18.c:40 Now I call the cmp callback just like it’s a normal function, but
instead of being the name of something that we defined, it’s just a



pointer to it. This lets the caller pass in anything it wants as long as it
matches the signature of the compare cb typedef.

ex18.c:41-43 The actual swapping operation where a bubble sort needs to
do what it does.

ex18.c:48 Finally, this returns the newly created and sorted result array
target.

ex18.c:51-68 Three different versions of the compare cb function type,
which needs to have the same definition as the t ypede f that we created.
The C compiler will complain to you if you get this wrong and say the
types don’t match.

ex18.c:74-87 This is a tester for the bubble sort function. You can see
now how I’m also using compare cb to pass to bubble sort,
demonstrating how these can be passed around like any other pointers.

ex18.¢:90-103 A simple main function that sets up an array based on integers
to pass on the command line, and then it calls the test sorting
function.

ex18.c:105-107 Finally, you get to see how the compare cb function
pointer typedef is used. I simply call test sorting but give it the
name of sorted order, reverse order, and strange order as
the function to use. The C compiler then finds the address of those
functions, and makes it a pointer for test sorting to use. If you look
at test sorting, you’ll see that it then passes each of these to
bubble sort, but it actually has no idea what they do. The compiler
only knows that they match the compare cb prototype and should work.

ex18.c:109 Last thing we do is free up the array of numbers that we made.

What You Should See

Running this program is simple, but you should try different combinations of
numbers, or even other characters, to see what it does.

Exercise 18 Session

Click here to view code image

S make ex18
cc -Wall -g exl18.c -0 ex18
S ./ex18 417 320 8



01234738
8743210
3427108
$

How to Break It

I’m going to have you do something kind of weird to break this. These function
pointers are like every other pointer, so they point at blocks of memory. C has
this ability to take one pointer and convert it to another so you can process the
data in different ways. It’s usually not necessary, but to show you how to hack
your computer, I want you to add this at the end of test sorting:

Click here to view code image

unsigned char *data = (unsigned char *)cmp;

for(i = 0; 1 < 25; 1i++) {
printf ("%02x:", datal[il]):;
}

printf ("\n");

This loop is sort of like converting your function to a string, and then printing
out its contents. This won’t break your program unless the CPU and OS you’re
on has a problem with you doing this. What you’ll see after it prints the sorted
array is a string of hexadecimal numbers, like this:

Click here to view code image
55:48:89:e5:89:7d:£fc:89:75:£8:8b:55:fc:8b:45:

That should be the raw assembler byte code of the function itself, and you
should see that they start the same but then have different endings. It’s also
possible that this loop isn’t getting all of the function, or it’s getting too much
and stomping on another piece of the program. Without more analysis you won’t
know.

Extra Credit

* Get a hex editor and open up ex1 8, and then find the sequence of hex
digits that start a function to see if you can find the function in the raw
program.

* Find other random things in your hex editor and change them. Rerun your
program and see what happens. Strings you find are the easiest things to
change.



* Pass in the wrong function for the compare cb and see what the C
compiler complains about. B

* Pass in NULL and watch your program seriously bite it. Then, run the
debugger and see what that reports.

* Write another sorting algorithm, then change test sorting so that it

takes both an arbitrary sort function and the sort function’s callback
comparison. Use it to test both of your algorithms.



Exercise 19. Zed’s Awesome Debug Macros

There’s a reoccurring problem in C that we’ve been dancing around, but I'm
going to solve it in this exercise using a set of macros I developed. You can
thank me later when you realize how insanely awesome these macros are. Right
now, you don’t know how awesome they are, so you’ll just have to use them,
and then you can walk up to me one day and say, “Zed, those debug macros were
the bomb. I owe you my firstborn child because you saved me a decade of
heartache and prevented me from killing myself more than once. Thank you,
good sir, here’s a million dollars and the original Snakehead Telecaster prototype
signed by Leo Fender.”

Yes, they are that awesome.

The C Error-Handling Problem

Handling errors is a difficult activity in almost every programming language.
There are entire programming languages that try as hard as they can to avoid
even the concept of an error. Other languages invent complex control structures
like exceptions to pass error conditions around. The problem exists mostly
because programmers assume errors don’t happen, and this optimism infects the
types of languages they use and create.

C tackles the problem by returning error codes and setting a global errno value

that you check. This makes for complex code that simply exists to check if
something you did had an error. As you write more and more C code, you’ll
write code with this pattern:

» Call a function.

* Check if the return value is an error (and it must look that up each time,
too).

* Then, clean up all the resources created so far.

* Lastly, print out an error message that hopefully helps.

This means for every function call (and yes, every function), you are potentially
writing three or four more lines just to make sure it worked. That doesn’t include
the problem of cleaning up all of the junk you’ve built to that point. If you have
ten different structures, three files, and a database connection, you’d have 14
more lines when you get an error.

In the past, this wasn’t a problem because C programs did what you’ve been



doing when there was an error: die. No point in bothering with cleanup when the
OS will do it for you. Today, though, many C programs need to run for weeks,
months, or years, and handle errors from many different sources gracefully. You
can’t just have your Web server die at the slightest touch, and you definitely
can’t have a library that you’ve written nuke the program it’s used in. That’s just
rude.

Other languages solve this problem with exceptions, but those have problems in
C (and in other languages, too). In C, you only have one return value, but
exceptions make up an entire stack-based return system with arbitrary values.
Trying to marshal exceptions up the stack in C is difficult, and no other libraries
will understand it.

The Debug Macros

The solution I’ve been using for years is a small set of debug macros that
implements a basic debugging and error-handling system for C. This system is
easy to understand, works with every library, and makes C code more solid and
clearer.

It does this by adopting the convention that whenever there’s an error, your
function will jump to an erroxr: part of the function that knows how to clean
up everything and return an error code. You can use a macro called check to

check return codes, print an error message, and then jump to the cleanup section.
You can combine that with a set of logging functions for printing out useful
debug messages.

I’ll now show you the entire contents of the most awesome set of brilliance
you’ve ever seen.

dbg.h

Click here to view code image

#ifndef __dbg _h__
#define __dbg_h__

#include <stdio.h>
#include <errno.h>
#include <string.h>

#1ifdef NDEBUG

#define debug(M, ...)

#else

#define debug(M, ...) fprintf(stderr, "DEBUG %s:%d: " M "\n",6\



__FIIE , _ LINE , ## VA ARGS_ )

#endif
#define clean_errno() (errno == 0 ? "None" : strerror(errno))
#define log_err(M, ...) fprintf(stderr,\
"[ERROR] (%s:%d: errno: %s) " M "\n", __FILE , __ _LINE__,6\
clean_errno(), ##__VA_ARGS__)
#define log_warn(M, ...) fprintf(stderr,\
"[WARN] (%s:%d: errno: %s) " M "\n",6\
__FILE , __LINE__, clean_errno(), ##__VA_ARGS__)
#define log_info(M, ...) fprintf(stderr, "[INFO] (%s:%d) " M "\n'",\

__FIIE , _ LINE , ## VA ARGS_ )

#define check(A, M, ...) if(!(A)) {\
log_err(M, ##__VA_ARGS__), errno=0; goto error; }

#define sentinel(M, ...) { log_err(M, ## _ VA_ARGS__);\
errno=0; goto error; }

#define check_mem(A) check((A), "out of memory.")

#define check_debug(A, M, ...) if(!(A)) { debug(M, ##_ _VA_ARGS__);\
errno=0; goto error; }

#endif

Yes, that’s it, and here’s a breakdown of every line:

dbg.h:1-2 The usual defense against accidentally including the file twice,
which you saw in the last exercise.

dbg.h:4-6 Tncludes for the functions that these macros need.

dbg.h:8 The start of a #1fdef that lets you recompile your program so that
all of the debug log messages are removed.

dbg.h:9 If you compile with NDEBUG defined, then “no debug” messages
will remain. You can see in this case the #define debug () is just
replaced with nothing (the right side is empty).

dbg.h:10 The matching #e1se for the above #1ifdef.

dbg.h:11 The alternative #define debug that translates any use of
debug ("format", argl, arg?2) intoan fprintf callto
stderr. Many C programmers don’t know this, but you can create
macros that actually work like print f and take variable arguments.
Some C compilers (actually CPP) don’t support this, but the ones that



matter do. The magic here is the use of ## VA ARGS  that says “put

whatever they had for extra arguments (...) here.” Also notice the use of
__FILE and LINE to getthe current file:1line for the debug

message. Very helpful.
dbg.h:12 The end of the #1fdef.

dbg.h:14 The clean errno macro that’s used in the others to get a safe,
readable version of errno. That strange syntax in the middle is a ternary
operator and you’ll learn what it does later.

dbg.h:16-20 The 1og err, log warn, and log info, macros for
logging messages that are meant for the end user. They work like debug
but can’t be compiled out.

dbg.h:22 The best macro ever, check, will make sure the condition A is
true, and if not, it logs the error M (with variable arguments for 1og err),
and then jumps to the function’s error: for cleanup.

dbg.h:24 The second best macro ever, sentinel, is placed in any part of a
function that shouldn’t run, and if it does, it prints an error message and
then jumps to the error: label. You put this in i f-statements and
switch-statements to catch conditions that shouldn’t happen, like
the default:.

dbg.h:26 A shorthand macro called check mem that makes sure a pointer is
valid, and if it isn’t, it reports it as an error with “Out of memory.”

dbg.h:28 An alternative macro, check debug, which still checks and
handles an error, but if the error is common, then it doesn’t bother
reporting it. In this one, it will use debug instead of 1og err to report
the message. So when you define NDERUG, the check still happens, and
the error jump goes off, but the message isn’t printed.

Using dbg.h
Here’s an example of using all of dbg. h in a small program. This doesn’t
actually do anything but demonstrate how to use each macro. However, we’ll be

using these macros in all of the programs we write from now on, so be sure to
understand how to use them.

exl9.c




Click here to view code image

1 #include '"dbg.h"
2 #include <stdlib.h>
3  #include <stdio.h>
4
5 void test_debug()
6 {
7 // notice you don't need the \n
8 debug("T have Brown Hair.");
9
10 // passing in arguments like printf
11 debug("I am %d years old.", 37);
12}
13
14  void test log err()
15 {
16 log err("I believe everything is broken.");
17 log err("There are %d problems in %s.", @, "space");
18 }
19
20 void test log warn()
21 {
22 log warn("You can safely ignore this.");
23 log warn("Maybe consider looking at: %s.", "/etc/passwd");
24}
25
26  void test log info()
27 {
28 log_info("Well I did something mundane.");
29 log _info("It happened $f times today.", 1.3f);
30}
31
32 int test check(char *file name)
33
34 FILE *input = NULL;
35 char *block = NULL;
36
37 block = malloc(100);
38 check mem(block); // should work
39
40 input = fopen(file name, "r");
41 check(input, "Failed to open %s.", file name);
42
43 free(block);
44 fclose(input);
45 return 0;
46
47 error:
48 if (block) free(block);
49 if (input) fclose(input);
50 return -1;

51}
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int test sentinel(int code)

{
char *temp = malloc(100);
check mem(temp);
switch (code) {
case 1:
log info("It worked.");
break;
default:
sentinel("I shouldn't run.");
}
free(temp);
return 0;
error.
if (temp)
free(temp);
return -1;
}
int test check mem()
{
char *test = NULL;
check mem(test);
free(test);
return 1;
error.
return -1;
}
int test check debug()
{ -
int i = 0,
check debug(i != 0, "Oops, I was 0.");
return 0;
error.
return -1;
}

int main(int argc, char *argv[])

{

check(argc == 2, "Need an argument.");

test debug();
test log err();
test log warn();



104 test log info();

105

106 check(test check("ex19.c") == 0, "failed with ex19.c");
107 check(test check(argv[1]) == -1, "failed with argv");
108 check(test sentinel(1l) == 0, "test sentinel failed.");
109 check(test sentinel(100) == -1, "test sentinel failed.");
110 check(test check mem() == -1, "test check mem failed.");
111 check(test check debug() == -1, "test check debug
failed.");

112

113 return 0;

114

115 :

116 return 1;

117}

Pay attention to how check is used, and when it’s false, it jumps to the
error: label to do a cleanup. The way to read those lines is, “check that A is
true, and if not, say M and jump out.”

What You Should See

When you run this, give it some bogus first parameter to see this:

Exercise 19 Session

Click here to view code image

S make ex19

cc -Wall -g -DNDEBUG ex19.c -0 ex19

S ./ex19 test

[ERROR] (ex19.c:16: errno: None) I believe everything is broken.
[ERROR] (ex19.c:17: errno: None) There are O problems in space.
[WARN] (ex19.c:22: errno: None) You can safely ignore this.
[WARN] (ex19.c:23: errno: None) Maybe consider looking at:
/etc/passwd.

[INFO] (ex19.c:28) Well I did something mundane.

[INFO] (ex19.c:29) It happened 1.300000 times today.

[ERROR] (ex19.c:38: errno: No such file or directory) Failed to open
test.

[INFO] (ex19.c:57) It worked.

[ERROR] (ex19.c:60: errno: None) I shouldn't run.

[ERROR] (ex19.c:74: errno: None) Out of memory.

See how it reports the exact line number where the check failed? That’s going
to save you hours of debugging later. Also, see how it prints the error message
for you when errno is set? Again, that will save you hours of debugging.



How the CPP Expands Macros

It’s now time for you to get a short introduction to the CPP so that you know
how these macros actually work. To do this, I’m going to break down the most
complex macro from dbg. h, and have you run cpp so you can see what it’s
actually doing.

Imagine that I have a function called dosomething () that returns the typical
0 for success and -1 for an error. Every time I call dosomething, I have to
check for this error code, so I’d write code like this:

Click here to view code image
int rc = dosomething() ;
if(rc !'= 0) {
fprintf (stderr, "There was an error: %s\n", strerror());

goto error;

}
What I want to use the CPP for is to encapsulate this i f-statement into a
more readable and memorable line of code. I want what you’ve been doing in
dbg . h with the check macro:
Click here to view code image

int rc = dosomething() ;

check (rc == 0, "There was an error.");

This is much clearer and explains exactly what’s going on: Check that the
function worked, and if not, report an error. To do this, we need some special
CPP tricks that make the CPP useful as a code generation tool. Take a look at the
check and 1og err macros again:

Click here to view code image

#define log err(M, ...) fprintf (stderr,\
"[ERROR] (%s:%d: errno: %s) " M "\n", FILE , LINE ,\
clean_errno(), ##_ VA ARGS_ )

#define check (A, M, ...) 1if(!'(@)) {\
log err (M, ## VA ARGS ); errno=0; goto error; }

The first macro, 1og err, is simpler. It simply replaces itself with a call to
fprintf to stderr. The only tricky part of this macro is the use of . . . in
the definition 1og err (M, ...).What this does is let you pass variable
arguments to the macro, so you can pass in the arguments that should go to
fprintf. How do they get injected into the fprintf call? Look at the end
for the ## VA ARGS , which is telling the CPP to take the args entered



where the . . . is, and inject them at that part of the fprintf call. You can then
do things like this:
Click here to view code image

log err("Age: %d, name: %s", age, name);

The arguments age, name are the . . . part of the definition, and those get
injected into the fprintf output:
Click here to view code image
fprintf (stderr, "[ERROR] (%s:%d: errno: %s) Age %d: name %d\n",
__FILE , LINE , clean errno(), age, name);
See the age, name at the end? That’show ... and ## VA ARGS  work

together, which will work in macros that call other variable argument macros.
Look at the check macro now and see that it calls 1og err, but check is

alsousing the . .. and ## VA ARGS  to do the call. That’s how you can
pass full printf style format strings to check, which goto 1log err, and
then make both work like printf.

The next thing to study is how check crafts the 1 f-statement for the error
checking. If we strip out the 1og err usage, we see this:

Click here to view code image

if(!(A)) { errno=0; goto error; }

Which means: If A is false, then clear errno and goto the error label. The
check macro is being replaced with the i f-statement, so if we manually

expand out the macro check (rc == 0, "There was an error."),
we get this:
Click here to view code image
1if (! (rc == 0)) {
log err ("There was an error.");
errno=0;

goto error;

}

What you should be getting from this trip through these two macros is that the
CPP replaces macros with the expanded version of their definition, and it will do
this recursively, expanding all of the macros in macros. The CPP, then, is just a
recursive templating system, as I mentioned before. Its power comes from its
ability to generate whole blocks of parameterized code, thus becoming a handy
code generation tool.



That leaves one question: Why not just use a function like die? The reason is
that you want £ile:1ine numbers and the goto operation for an error
handling exit. If you did this inside a function, you wouldn’t get a line number
where the error actually happened, and the goto would be much more
complicated.

Another reason is that you still have to write the raw i f-statement, which
looks like all of the other i f-statements in your code, so it’s not as clear
that this one is an error check. By wrapping the i f-statement in a macro
called check, you make it clear that this is just error checking, and not part of
the main flow.

Finally, CPP has the ability to conditionally compile portions of code, so you can

have code that’s only present when you build a developer or debug version of the
program. You can see this already in the dbg . h file where the debug macro
only has a body if the compiler asks for it. Without this ability, you’d need a
wasted 1 f-statement that checks for debug mode, and then wastes CPU
capacity doing that check for no value.

Extra Credit
* Put #define NDEBRUG at the top of the file and check that all of the
debug messages go away.
* Undo that line, and add ~-DNDEBUG to CFLAGS at the top of the
Makefile, and then recompile to see the same thing.

* Modify the logging so that it includes the function name, as well as the
file:line.



Exercise 20. Advanced Debugging Techniques

I’ve already taught you about my awesome debug macros, and you’ve been
using them. When I debug code I use the debug () macro almost exclusively to
analyze what’s going on and track down the problem. In this exercise, I’'m going
to teach you the basics of using GDB to inspect a simple program that runs and
doesn’t exit. You’ll learn how to use GDB to attach to a running process, stop it,
and see what’s happening. After that, I’ll give you some little tips and tricks that
you can use with GDB.

This is another video-focused exercise where I show you advanced debugging
tricks with my technique. The discussion below reinforces the video, so watch
the video first. Debugging will be much easier to learn by watching me do it
first.

Debug Printing versus GDB

I approach debugging primarily with a “scientific method” style: I come up with
possible causes and then rule them out or prove that they cause the defect. The
problem many programmers have with this approach is that they feel like it will
slow them down. They panic and rush to solve the bug, but in their rush they fail
to notice that they’re really just flailing around and gathering no useful
information. I find that logging (debug printing) forces me to solve a bug
scientifically, and it’s also just easier to gather information in most situations.

In addition, I have these reasons for using debug printing as my primary
debugging tool:

* You see an entire tracing of a program’s execution with debug printing of
variables, which lets you track how things are going wrong. With GDB,
you have to place watch and debug statements all over the place for
everything you want, and it’s difficult to get a solid trace of the execution.

* The debug prints can stay in the code, and when you need them, you can
recompile and they come back. With GDB, you have to configure the same
information uniquely for every defect you have to hunt down.

* It’s easier to turn on debug logging on a server that’s not working right,
and then inspect the logs while it runs to see what’s going on. System
administrators know how to handle logging, but they don’t know how to
use GDB.

* Printing things is just easier. Debuggers are always obtuse and weird with



their own quirky interfaces and inconsistencies. There’s nothing
complicated about debug ("Yo, dis right? %d", my stuff);.

* When you write debug prints to find a defect, you’re forced to actually
analyze the code and use the scientific method. You can think of debug
usage as, “I hypothesize that the code is broken here.” Then when you run
it, you get your hypothesis tested, and if it’s not broken, then you can move
to another part where it could be. This may seem like it takes longer, but
it’s actually faster because you go through a process of differential
diagnosis and rule out possible causes until you find the real one.

* Debug printing works better with unit testing. You can actually just
compile the debugs while you work, and when a unit test explodes, just go
look at the logs at any time. With GDB, you’d have to rerun the unit test
under GDB and then trace through it to see what’s going on.

Despite all of these reasons that I rely on debug over GDB, I still use GDB in a
few situations, and I think you should have any tool that helps you get your work
done. Sometimes, you just have to connect to a broken program and poke
around. Or, maybe you’ve got a server that’s crashing and you can only get at
core files to see why. In these and a few other cases, GDB is the way to go, and
it’s always good to have as many tools as possible to help solve problems.

Here’s a breakdown of when I use GDB versus Valgrind versus debug printing;:

* [ use Valgrind to catch all memory errors. I use GDB if Valgrind is having
problems or if using Valgrind would slow the program down too much.

* [ use print with debug to diagnose and fix defects related to logic or usage.
This amounts to about 90% of the defects after you start using Valgrind.

* [ use GDB for the remaining mysteriously weird stuff or emergency
situations to gather information. If Valgrind isn’t turning anything up, and I
can’t even print out the information that I need, then I bust out GDB and
start poking around. My use of GDB in this case is entirely to gather
information. Once I have an idea of what’s going on, I’ll go back to writing
a unit test to cause the defect, and then do print statements to find out why.

A Debugging Strategy

This process will actually work with any debugging technique you’re using. I’'m
going to describe it in terms of using GDB since it seems people skip this process
the most when using debuggers. Use this for every bug until you only need it on
the very difficult ones.



« Start a little text file called notes. txt and use it as a kind of lab notes
for ideas, bugs, problems, and so on.

* Before you use GDB, write out the bug you’re going to fix and what could
be causing it.

* For each cause, write out the files and functions where you think the cause
is coming from, or just write that you don’t know.

» Now start GDB and pick the first possible cause with good file and function
variables and set breakpoints there.

* Use GDB to then run the program and confirm whether that is the cause.
The best way is to see if you can use the set command to either fix the
program easily or cause the error immediately.

« If this isn’t the cause, then mark in the notes. txt that it wasn’t, and
why. Move on to the next possible cause that’s easiest to debug, and keep
adding information.

In case you haven’t noticed, this is basically the scientific method. You write
down a set of hypotheses, then you use debugging to prove or disprove them.
This gives you insight into more possible causes and eventually you find it. This
process helps you avoid going over the same possible causes repeatedly after
you’ve found that they aren’t possible.

You can also do this with debug printing, the only difference is that you actually
write out your hypotheses in the source code instead of in the notes.txt.Ina

way, debug printing forces you to tackle bugs scientifically because you have to
write out hypotheses as print statements.

Extra Credit

* Find a graphical debugger and compare using it to raw GDB. These are
useful when the program you’re looking at is local, but they are pointless if
you have to debug a program on a server.

* You can enable core dumps on your OS, and when a program crashes,
you’ll get a core file. This core file is like a postmortem of the program
that you can load up to see what happened right at the crash and what
caused it. Change ex18. c so that it crashes after a few iterations, then try

to get a core dump and analyze it.



Exercise 21. Advanced Data Types and Flow Control

This exercise will be a complete compendium of the available C data types and
flow control structures you can use. It will work as a reference to complete your
knowledge, and won’t have any code for you to enter. I’ll have you memorize
some of the information by creating flash cards so you can get the important
concepts solid in your mind.

For this exercise to be useful, you should spend at least a week hammering in the
content and filling out all of the elements that are missing here. You’ll be writing
out what each one means, and then writing a program to confirm what you’ve
researched.

Available Data Types

Type Description

int Stores a regular integer, defaulting to 32 bits in size.

double Holds a large floating-point number.

float | Holds a smaller floating-point number.

char Holds a single 1-byte character.

void | Indicates “no type” and is used to say that a function returns nothing, or .
a pointer has no type, as in void *thing.

enum Enumerated types, which work as and convert to integers, but give you
symbolic names for sets. Some compilers will warn you when you don't
cover all elements of an enum in switch-statements.

Type Modifiers

Modifier | Description

unsigned ' Changes the type so that it doesn't have negative numbers, giving you a
| larger upper bound but nothing lower than 0.

signed Gives you negative and positive numbers, but halves your upper bound
| in exchange for the same lower bound negative.

Tong | Uses a larger storage for the type so that it can hold bigger numbers, |
| usually doubling the current size.

short Uses smaller storage for the type so it stores less, but takes half the space.

Type Qualifiers



Qualifier Description

const Indicates that the variable won’t change after being initialized.

volatile Indicates that all bets are off, and the compiler should leave this alone
and try not to do any fancy optimizations to it. You usually only need this
if you're doing really weird stuff to your variables.

register Forces the compiler to keep this variable in a register, and the compilercan
just ignore you. These days compilers are better at figuring out where to
put variables, so only use this if you can actually measure an improvement
in speed.

Type Conversion

C uses a sort of stepped type promotion mechanism, where it looks at two
operands on either side of an expression, and promotes the smaller side to match
the larger side before doing the operation. If one side of an expression is on this
list, then the other side is converted to that type before the operation is done. It
goes in this order:

1. long double

2. double

3. float

4. int (but only char and short int);
5. long

If you find yourself trying to figure out how your conversions are working in an
expression, then don’t leave it to the compiler. Use explicit casting operations to
make it exactly what you want. For example, if you have

Click here to view code image

long + char - int * double

Rather than trying to figure out if it will be converted to double correctly, just
use casts:
Click here to view code image

(double) long - (double)char - (double)int * double

Putting the type you want in parentheses before the variable name is how you
force it into the type you really need. The important thing, though, is always
promote up, not down. Don’t cast 1ong into char unless you know what you’re
doing.



Type Sizes
The stdint .h defines both a set of t ypdefs for exact-sized integer types, as

well as a set of macros for the sizes of all the types. This is easier to work with
than the older 1imits.h since it is consistent. Here are the types defined:

j Type Definition
 int8_t 8-bit signed integer

j uintd_t 8-bit unsigned integer
intl6e_t 16-bit signed integer

j uintlé_t 16-bit unsigned integer
: int32_t 32-bit signed integer
: uint32_t 32-bit unsigned integer
: int64_t 64-bit signed integer
uint64_t 64-bit unsigned integer

The pattern here is in the form (u)int(BITS)_t where a u is put in front to indicate
“unsigned,” and BITS is a number for the number of bits. This pattern is then
repeated for macros that return the maximum values of these types:
INT (N) MAX Maximum positive number of the signed integer of bits (N),
such as INT16 MAX.

INT (N) MIN Minimum negative number of signed integer of bits (N).

UINT (N) MAX Maximum positive number of unsigned integer of bits (N).
Since it’s unsigned, the minimum is 0 and it can’t have a negative value.

Warning!
Pay attention! Don’t go looking for a literal INT (N) MAX definition in
any header file. I’'m using the (N) as a placeholder for any number of bits
your platform currently supports. This (N) could be any number—38, 16,

32, 64, maybe even 128. I use this notation in this exercise so that I don’t
have to literally write out every possible combination.

There are also macros in stdint.h for sizes of the size t type, integers
large enough to hold pointers, and other handy size defining macros. Compilers
have to at least have these, and then they can allow other, larger types.

Here is a full list that should be in stdint.h:



Type

Definition

int_Tleast(N)_t

Holds at least (N) bits

uint_least(N)_t

Holds at least (V) bits unsigned

INT_LEAST(N)_MAX

Maximum value of the matching least (N) type

INT_LEAST(N)_MIN

Minimum value of the matching least (N) type

UINT_LEAST(N)_MAX

Unsigned maximum of the matching (N) type

int_fast(N)_t

Similar to int_least*N*_t but asking for the “fastest” with
at least that precision

uint_fast(N)_t

Unsigned fastest least integer

INT_FAST(N)_MAX

Maximum value of the matching fastest (N) type

INT_FAST(N)_MIN

Minimum value of the matching fastest (N) type

UINT_FAST(N)_MAX

Unsigned maximum value of the matching fastest (M) type

intptr_t

Signed integer large enough to hold a pointer

uintptr_t Unsigned integer large enough to hold a pointer
INTPTR_MAX Maximum value of a intptr_t

INTPTR_MIN Minimum value of a intptr_t

UINTPTR_MAX Unsigned maximum value of auintptr_t
intmax_t Biggest number possible on that system
uintmax_t Biggest unsigned number possible

INTMAX_MAX Largest value for the biggest signed number
INTMAX_MIN Smallest value for the biggest signed number
UINTMAX_MAX Largest value for the biggest unsigned number

PTRDIFF_MIN

Minimum value of ptrdiff_t

PTRDIFF_MAX

Maximum value of ptrdiff_t

SIZE_MAX

Maximum of a size_t

Available Operators

This is a comprehensive list of all the operators in the C language. In this list,
I’m indicating the following:



Operator Definition

(binary) The operator has a left and right: X + Y.

(unary) The operator is on its own: -X.
(prefix) The operator comes before the variable:
++X.

(postfix) This is usually the same as the (prefix)
version, but placing it after gives it a
different meaning: X++.

(ternary) There's only one of these, so it's actually
called the ternary, but it means “three
operands”: X ? Y : Z.

Math Operators

These perform your basic math operations, plus I include () since it calls a
function and is close to a math operation.

Operator Definition

O Function call

* (binary) Multiply

/ Divide

+ (binary) Add

+ (unary) Positive number

++ (postfix) Read, then increment
++ (prefix) Increment, then read
-~ (postfix) Read, then decrement
-~ (prefix) Decrement, then read
- (binary) Subtract

- (unary) Negative number

Data Operators
These are used to access data in different ways and forms.



Operator Definition

-> Struct pointer access

Struct value access

[] Array index

sizeof Size of a type or variable
& (unary) Address of

* (unary) Value of

Logic Operators
These handle testing equality and inequality of variables.

Operator Definition

= Does not equal
< Less than
<= Less than or equal

== Equal (not assignment)

> Greater than

>= Greater than or equal

Bit Operators

These are more advanced and are for shifting and modifying the raw bits in
integers.

& (binary) Bitwise and

<< Shift left

>> Shift right

A Bitwise xor (exclusive or)
Bitwise or

~ Complement (flips all the bits)

Boolean Operators

These are used in truth testing. Study the ternary operator carefully. It’s very
handy.



Operator Definition

! Not

&& And

| Or

?: Ternary truth test, read X ? Y : Z as"if Xthen Y else 2"

Assignment Operators

Here are compound assignment operators that assign a value, and/or perform an
operation at the same time. Most of the above operations can also be combined
into a compound assignment operator.

Operator Definition

= Assign

%= Modulus assign
&= Bitwise and assign
W= Multiply assign
+= Plus assign

-= Minus assign

/= Divide assign

<<= Shift left, assign
>>= Shift right, assign
A= Bitwise xor, assign

|= Bitwise or, assign

Available Control Structures
There are a few control structures that you haven’t encountered yet.

do-whiledo { ... } while (X) ; First does the code in the block, then
tests the X expression before exiting.

break Puts a break in a loop, ending it early.
continue Stops the body of a loop and jumps to the test so it can continue.

goto Jumps to a spot in the code where you’ve placed a 1abel :, and you’ve
been using this in the dbg . h macros to go to the error: label.

Extra Credit



* Read stdint.h or a description of it, and write out all the available size
identifiers.

* Go through each item here and write out what it does in code. Research it
online so you know you got it right.

* Get this information memorized by making flash cards and spending 15
minutes a day practicing it.

* Create a program that prints out examples of each type, and confirm that
your research is right.



Exercise 22. The Stack, Scope, and Globals

The concept of scope seems to confuse quite a few people when they first start
programming. It originally came from the use of the system stack (which we
lightly covered earlier), and how it was used to store temporary variables. In this
exercise, we’ll learn about scope by learning how a stack data structure works,
and then feeding that concept back in to how modern C does scoping.

The real purpose of this exercise, though, is to learn where the hell things live in
C. When someone doesn’t grasp the concept of scope, it’s almost always a
failure in understanding where variables are created, exist, and die. Once you
know where things are, the concept of scope becomes easier.

This exercise will require three files:
ex22.h A header file that sets up some external variables and some functions.

ex22.c This isn’t your main like normal, but instead a source file that will
become the object file ex22 . o, which will have some functions and
variables in it defined from ex22 . h.

ex22_main.c The actual main that will include the other two, and
demonstrate what they contain, as well as other scope concepts.

ex22.h and ex22.c

Your first step is to create your own header file named ex22 . h that defines the
functions and extern variables:

ex22.h

Click here to view code image

#ifndef _ex22 _h
#define _ex22 _h

// makes THE_SIZE in ex22.c available to other .c files
extern int THE SIZE;

// gets and sets an internal static variable in ex22.c
int get age();
void set age(int age);

// updates a static variable that's inside update_ratio
double update ratio(double ratio);



void print size();
#endif

The important thing to see here is the use of extern int THE SIZE, which
I’ll explain after you create this matching ex22 . c:

ex22.c

Click here to view code image

1 #include <stdio.h>
2 #include "ex22.h"
3 #include "dbg.h"
4
5 int THE SIZE = 1000;
6
7  static int THE AGE = 37;
8
9 int get age()
10
11 return THE AGE;
12}
13
14 void set age(int age)
15 {
16 THE AGE = age;
17}
18
19 double update ratio(double new ratio)
20 {
21 static double ratio = 1.0;
22
23 double old ratio = ratio;
24 ratio = new ratio;,
25
26 return old ratio;
27 '}
28
29 void print size()
30 {
31 log info("I think size is: %d", THE SIZE);
32 }

These two files introduce some new kinds of storage for variables:

extern This keyword is a way to tell the compiler “the variable exists, but it’s
in another ‘external’ location.” Typically this means that one .c file is going
to use a variable that’s been defined in another .c file. In this case, we’re



saying ex2?2 . c has a variable THE SIZE that will be accessed from
ex22 main.c.

static (file) This keyword is kind of the inverse of extern, and says that the
variable is only used in this .c file and should not be available to other
parts of the program. Keep in mind that static at the file level (as with
THE AGE here) is different than in other places.

static (function) If you declare a variable in a function static, then that
variable acts like a static defined in the file, but it’s only accessible

from that function. It’s a way of creating constant state for a function, but
in reality it’s rarely used in modern C programming because they are hard
to use with threads.

In these two files, you should understand the following variables and functions:
THE_SIZE This is the variable you declared extern that you’ll play with
from ex22 main.c.

get_age and set_age These are taking the static variable THE AGE, but

exposing it to other parts of the program through functions. You can’t
access THE AGE directly, but these functions can.

update_ratio This takes a new ratio value, and returns the old one. It uses
a function level static variable ratio to keep track of what the ratio
currently is.

print_size This prints out what ex22 . ¢ thinks THE SIZE is currently.

ex22_main.c

Once you have that file written, you can then make the main function, which
uses all of these and demonstrates some more scope conventions.

ex22 main.c

Click here to view code image

#include "ex22.h"
#include "dbg.h"

const char *MY NAME = "Zed A. Shaw";

void scope demo(int count)

{

O J o U W

log info("count is: %d", count);
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}

if (count > 10) {
int count = 100; // BAD! BUGS!

log_info("count in this scope is %d", count);

}

log_info("count is at exit: %d", count);
count = 3000;

log_info("count after assign: %d", count);

int main(int argc, char *argv[])

{

}

// test out THE_AGE accessors
log _info("My name: %$s, age: %d", MY NAME, get age());

set_age(100);

log _info("My age is now: %d", get_age());
// test out THE_SIZE extern

log info("THE SIZE is: %d", THE SIZE);
print size();

THE SIZE = 9;

log info("THE SIZE is now: %d", THE SIZE);
print size();

// test the ratio function static

log info("Ratio at first: $f", update ratio(2.0));
log _info("Ratio again: $f", update ratio(10.0));

log _info("Ratio once more: $f", update ratio(300.0));

// test the scope demo
int count = 4;
scope_demo(count);
scope demo(count * 20);

log_info("count after calling scope demo: %d", count);

return 0;

I’1l break this file down line by line, but as I do, you should find each variable
and where it lives.

ex22_main.c:4 A const, which stands for constant, and is an alternative to
using a define to create a constant variable.



ex22_main.c:6 A simple function that demonstrates more scope issues in a
function.

ex22_main.c:8 This prints out the value of count as it is at the top of the
function.

ex22_main.c:10 An i f-statement that starts a new scope block, and then
has another count variable in it. This version of count is actually a
whole new variable. It’s kind of like the 1 f-statement started a new
mini function.

ex22_main.c:11 The count that is local to this block is actually different
from the one in the function’s parameter list.

ex22_main.c:13 This prints it out so you can see it’s actually 100 here, not
what was passed to scope demo.

ex22_main.c:16 Now for the freaky part. You have count in two places: the
parameters to this function, and in the i f-statement. The i f-
statement created a new block, so the count on line 11 does not
impact the parameter with the same name. This line prints it out, and
you’ll see that it prints the value of the parameter, not 100.

ex22_main.c:18-20 Then, I set the parameter count to 3000 and print that
out, which will demonstrate that you can change function parameters and
they don’t impact the caller’s version of the variable.

Make sure that you trace through this function, but don’t think that you
understand scope quite yet. Just start to realize that if you make a variable inside
a block (asin if-statements or while-1loops), then those variables are

new variables that exist only in that block. This is crucial to understand, and is
also a source of many bugs. We’ll address why you shouldn’t make a variable
inside a block shortly.
The rest of the ex22 main. c then demonstrates all of these by manipulating
and printing them out:
ex22_main.c:26 This prints out the current values of MY NAME, and gets
THE AGE from ex22 . c by using the accessor function get age.

ex22_main.c:27-30 This uses set age in ex22.c to change THE AGE
and then print it out.
ex22_main.c:33-39 Then I do the same thing to THE SIZE from ex22.c,

but this time I’m accessing it directly. I’m also demonstrating that it’s
actually changing in that file by printing it here and with print size.



ex22_main.c:42-44 Here, I show how the static variable ratio inside
update ratio is maintained between function calls.

ex22_main.c:46-51 Finally, I'm running scope demo a few times so you
can see the scope in action. The big thing to notice is that the local count

variable remains unchanged. You must understand that passing in a
variable like this won’t let you change it in the function. To do that, you
need our old friend the pointer. If you were to pass a pointer to this
count, then the called function would have the address of it and could

change it.

That explains what’s going on, but you should trace through these files and make
sure you know where everything is as you study it.

What You Should See

This time, instead of using your Makefile, I want you to build these two files

manually so you can see how the compiler actually puts them together. Here’s
what you should do and see for output:

Exercise 22 Session

Click here to view code image

$ cc -Wall -g -DNDEBUG -c -0 ex22.0 ex22.c

$ cc -Wall -g -DNDEBUG ex22 main.c ex22.0 -0 ex22 main
$ ./ex22 main
(ex22_main.c:26) My name: Zed A. Shaw, age: 37