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1 About this document

1.1 References

This document refers to the following documents:

[1] PCI-SIG, “PCI Express Base Specification Revision 3.0".

[2] PCI-SIG, “Process Address Space ID (PASID)".

[3] PCI-SIG, “Address Translation Services Revision 1.1".

[4] ARM, “DDI0487: ARM® Architecture Reference Manual, ARMv8, for ARMv8-A architecture profile”.

[5] ARM, “DDI0557: ARM® Architecture Reference Manual, ARMv8.1, for ARMv8-A architecture profile”.

[6] ARM, “IHI0062: ARM® System Memory Management, SMMU architecture version 2.0".

[7] ARM, “IHI0069: ARM® Generic Interrupt Controller, GIC architecture version 3.0 and version 4.0".

[8] ARM, “IHI0029: ARM® CoreSight™ Architecture Specification 3.0".

[9] PCI-SIG, “PASID Translation”.

[10] ARM, “ARM-DEN-0029: Server Base System Architecture”.

[11] ARM, “IHI 0022: AMBA® AXI™ and ACE™ Protocol Specification AXI3™, AXI4™ and AXI4-Lite™, ACE™

and ACE Lite™”.

1.2 Terms and abbreviations

This document uses the following terms and abbreviations.

Term

ASID

VMID

DVM

VM

VA
IPA
PA
RC
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Meaning

Address Space ID, distinguishing TLB entries for separate address spaces. For
example, address spaces of PE processes are distinguished by ASID.

Virtual Machine ID, distinguishing TLB entries for addresses from separate virtual
machines

Distributed Virtual Memory, a protocol for interconnect messages to provide
broadcast TLB maintenance operations (among other things).

Virtual Machine. In this document, VM never means Virtual Memory except when
used as part of an existing acronym.

Virtual Address

Intermediate Physical Address
Physical Address

PCI Express Root Complex [1]
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Endpoint (EP)

PASID

ATS

Split-stage ATS

PRI

SMMU

ATOS

PTE

Processing Element (PE)

TT

TTD

HTTU

IMPLEMENTATION DEFINED

Implementation specific

IGNORED

Page 15 of 427

A PCI Express [1] function, used in the context of a device that is a client of the
SMMU.

PCI Express term [2], a Process Address Space ID. Note: a PASID is an endpoint-
local ID so there might be many distinct uses of a specific PASID value in a
system. Despite the similarity in name, a PCle PASID is not the same as a PE
ASID, which is intended to be unique within the realm of an Operating System.

PCI Express term for Address Translation Services [3] provided for remote
endpoint TLBs

SMMU facility used with two-stage translation, providing a way to use ATS with
stage 1 and use non-ATS translation for stage 2.

PCI Express term for Page Request Interface, an extension to ATS allowing an
endpoint to request an OS to make a paged virtual memory mapping present for
DMA.

System MMU. Unless otherwise specified, this term is used to mean SMMUvV3.
Any reference to prior versions of the SMMU specifications is explicitly suffixed
with the architecture version number, for example SMMUvV1.

SMMU facility providing VA-to-IPA/PA translations using system-accessible
registers. In addition, VATOS provides a second set of registers for direct use
from a virtual machine, with the added constraint that only VA-to-IPA translations
can be returned.

Page Table Entry (typically implies the final or leaf entry of a walk).

The abstract machine defined in the ARM architecture, as documented in an ARM
Architecture Reference Manual [4].

A PE implementation compliant with the ARM architecture must conform with the
behaviors described in the corresponding ARM Architecture Reference Manual.

Translation table, synonymous with Page Table, as used by ARM architecture.

Translation table descriptor, synonymous with Page Table Entry, as used by the
ARM architecture

Hardware Translation Table Update. The act of updating the Access flag or Dirty
state of a page in a given TTD which is automatically done in hardware, on an
access or write to the corresponding page.

Means that the behavior is not architecturally defined, but must be defined and
documented by individual implementations. For more information, see [4].

In body text, the term IMPLEMENTATION DEFINED is shown in SMALL CAPITALS.

Behavior that is not defined by the SMMU architecture, and might not be
documented by individual implementations. Used where one of a number of
implementation options might be chosen and the option chosen does not affect
software compatibility. Software cannot rely on any implementation-specific
behavior.

Indicates that the architecture guarantees that the bit or field is not interpreted or
modified by hardware.

In body text, the term IGNORED is shown in SMALL CAPITALS.
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LPAE

TTW

SSD

STE

L1STD

CD

L1CD
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Large Physical Address Extension: The ARMv7 ‘Long’ translation table format,
supporting 40-bit output addresses (and 40-bit IPAs) and having 64-bit TTDs —
identical to the ARMv8 AArch32 translation table format.

Translation Table Walk. This is the act of performing a translation by traversing
the in-memory tables.

Secure State Determination. The concept of associating a stream of data from a
client device with being under Secure or Non-secure control, and determining a
specific Secure or Non-secure configuration for the stream.

Stream table entry.

Level-1 Stream Table Descriptor. Used in a 2-level Stream Table.
Context descriptor.

Level-1 Context descriptor. Used in a 2-level CD table.

A device whose incoming traffic to the system is controlled by an SMMU.

One of the two steps of nested translation whereby the output of one set of
translation tables is fed into a second set of translation tables. In sequence, stage
1 is the first table indexed, stage 2 is the second.

A configuration that passes through a stage of translation without any addresses
transformation is using bypass. If an SMMU does not implement a translation
stage, that stage is considered equivalent to a bypass configuration.

A translation configuration for a stream of data in which one of two translation
stages is configured to translate and the other is in bypass (whether by
configuration or fixed by SMMU implementation).

EL2 Host Mode. The Virtualization Host Extensions in ARMv8.1 [5] extend the
EL2 translation regime providing ASID-tagged translations. In this document, EL2-
E2H mode is the abbreviation that is used.

Translation Request, used in the context of a PCle ATS request to the SMMU, or
another distributed implementation making translation requests to a central unit.

Means the behavior cannot be relied upon. UNPREDICTABLE behavior must not
perform any function that cannot be performed at the current or a lower level of
privilege using instructions that are not UNPREDICTABLE.

UNPREDICTABLE behavior must not be documented or promoted as having a
defined effect.

In body text, the term UNPREDICTABLE is shown in SMALL CAPITALS.

Where an instruction can result in UNPREDICTABLE behavior, the architecture
specifies a narrow range of permitted behaviors. This range is the range of
CONSTRAINED UNPREDICTABLE behavior. All implementations that are compliant with
the architecture must follow the CONSTRAINED UNPREDICTABLE behavior.

In body text, the term CONSTRAINED UNPREDICTABLE is Shown in SMALL CAPITALS.
An UNKNOWN value does not contain valid data, and can vary from moment to

moment and implementation to implementation. An UNKNOWN value must not
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Reserved

RESO

RES1

Terminate

ILLEGAL

return information that cannot be accessed at the current or a lower level of
privilege of operating software using accesses that are not UNPREDICTABLE and do
not return UNKNOWN values.

An UNKNOWN value must not be documented or promoted as having a defined
value or effect.

In body text, the term UNKNOWN is shown in SMALL CAPITALS.

Unless otherwise specified, a Reserved field behaves as RESO. For an
identification, or otherwise read-only register field, a reserved encoding is never
given by the SMMU. For a field that is provided to the SMMU, reserved values
must not be used and their behavior must not be relied upon.

A reserved bit or field with Should-Be-Zero-or-Preserved (SBZP) behavior, or
equivalent read-only or write-only behavior. Used for fields in register descriptions,
and for fields in architecturally-defined data structures that are held in memory, for
example in translation table descriptors. For a full description see [4].

A reserved bit or field with Should-Be-One-or-Preserved (SBZP) behavior. Used
for fields in register descriptions, and for fields in architecturally-defined data
structures that are held in memory, for example in translation table descriptors.
For a full description see [4].

To complete a transaction with a negative status/abort response; the exact details
depend on an implementation’s interconnect behavior. When a client transaction
is said to have been “terminated” by the SMMU, it has been prevented from
progressing into the system and an abort response has been issued to the client (if
appropriate for the interconnect in use).

A set of conditions that make an STE or CD structure illegal. These conditions
differ for the individual CDs and STEs, and are described in detail in the relevant
CD and STE descriptions. A field in a structure can make the structure ILLEGAL,
for example when it contains an incorrect value, only if the field was not IGNORED
for other reasons. Attempts to use an ILLEGAL structure generate an error that is
specific to the type of structure.

1.3 Document Scope

This document is the specification for a System Memory Management Unit version 3 following on from the
previous SMMUV2 architecture [6].

Page 17 of 427
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2 Introduction

A System Memory Management Unit (SMMU) performs a task that is analogous to that of an MMU in a PE,
translating addresses for DMA requests from system 1/O devices before the requests are passed into the system
interconnect. Itis active for DMA only. Traffic in the other direction, from the system or PE to the device, is
managed by other means — for example, the PE MMUs.

Device PE

|
I L _ _ J
|
[ e -X Memory

Figure 1: System MMU in DMA traffic

Translation of DMA addresses might be performed for reasons of isolation or convenience.

In order to associate device traffic with translations and to differentiate different devices behind an SMMU,
requests have an extra property, alongside address, read/write, permissions, to identify a stream. Different
streams are logically associated with different devices and the SMMU can perform different translations or checks
for each stream. In systems with exactly one client device served by an SMMU the concept still stands, but might
have only one stream.

A number of SMMUs might exist within a system. An SMMU might translate traffic from just one device or a set of
devices.

The SMMU supports two stages of translation in a similar way to PEs supporting the Virtualization Extensions [4].
An incoming address is logically translated from VA to IPA in stage 1, then the IPA is input to stage 2 which
translates the IPA to the output PA. Stage 1 is intended to be used by a software entity to provide isolation or
translation to buffers within the entity, for example DMA isolation within an OS. Stage 2 is intended to be
available in systems supporting the Virtualization Extensions and is intended to virtualize device DMA to guest VM
address spaces.

2.1 History

e SMMUVvV1 supports a modest number of contexts/streams configured using registers, limiting scalability.

e SMMUvV2 extends SMMUv1 with ARMv8-A translation table formats, large addresses, with the same
limited number of contexts and streams.
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SMMUvV1 and SMMUV2 map an incoming data stream onto one of many register-based context banks which
indicate translation tables and translation configuration to use. The context bank might also indicate a second
context bank for nested translation of a second stage (stage 1 and stage 2). The stream is identified using an
externally-generated ID supplied with each transaction. A second ID might be supplied to determine the Security
state of a stream or group of streams. The use of register-based configuration limits the number of context banks
and support of thousands of concurrent contexts is not possible.

Because live data streams might potentially present transactions at any time, the available number of contexts
limits the number of streams that might be concurrently enabled. For example, a system might have 1000
network interfaces that might all be idle but whose DMA might be triggered by incoming traffic at any time. The
streams must be constantly available in order to function correctly. It is usually not possible to time-division
multiplex a context between many devices requiring service.

2.2 SMMUvV3.0 features

SMMUV3 provides feature to complement PCI Express [1] Root Complexes and other potentially large 1/O
systems by supporting large numbers of concurrent translation contexts.

Memory-based configuration structures to support large numbers of streams.

Implementations might support only stage 1, only stage 2 or both stages of translation. This capability,
and other implementation-specific options, can be discovered from the register interface.

Up to 16-bit ASIDs.
Up to 16-bit VMIDs [5].

Address translation and protection according to ARMv8.1 [5] Virtual Memory System Architecture [5].
SMMU translation tables shareable with PEs, allowing software the choice of sharing an existing table or
creating an SMMU-private table.

49 bit VA (matching ARMv8-A’s 2x48-bit translation table input sizes).

Support for the following is optional in an implementation:

Either stage 1 or stage 2.

Stage 1 and 2 support for the AArch32 (LPAE) and AArch64 translation table format.
Secure stream support.

Broadcast TLB invalidation.

Hardware Translation Table Update (HTTU) of Access flag and Dirty state of a page. An implementation
might support update of the Access flag only, update of both the Access flag and the Dirty state of the
page, or no HTTU.

PCle ATS [3] and PRI, when used with compatible Root Complex.

16KB and 64KB page granules. However, the presence of 64KB page granules at both stage 1 and stage
2 is suggested to align with the PE requirements in the Server Base System Architecture.

Because the support of large numbers of streams using in-memory configuration causes the SMMUv3
programming interface to be significantly different to that of SMMUv2, SMMUV3 is not designed to be backward-
compatible with SMMUv2.
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2.3 SMMUv3.1 features
SMMUV3.1 extends the base SMMUV3.0 architecture with the following features:

e Support for PEs implementing ARMv8.2-A:
0 Support for 52-bit VA, IPA and PA.
= Note: An SMMUv3.1 implementation is not required to support 52-bit addressing, but the
SMMUV3.1 architecture extends fields to allow an implementation the option of doing so.
0 Page-Based Hardware Attributes (PBHA).
0 ELO vs EL1 execute never controls in stage 2 translation tables.

o Note: ARMv8.2 introduces a Common not Private (CnP) concept to the PE which does not apply
to the SMMU architecture, because all SMMU translations are treated as common.

e Support for transactions that perform cache-stash or destructive read side-effects.
e Performance Monitor Counter Group (PMCG) error status.

The SMMU programming interface register SMMU_AIDR indicates whether the SMMU implements SMMUv3.0 or
SMMUvV3.1, as follows:

e |f SMMU_AIDR[7:0] == 0x0000, the SMMU implements SMMUv3.0.
e |f SMMU_AIDR[7:0] == 0x0001, the SMMU implements SMMUv3.1.

Unless specified otherwise, all architecture behaviors apply equally to all minor revisions of SMMUV3.
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2.4 System placement
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Figure 2: SMMU placement in an example system

Two example uses of an SMMU are shown in Figure 2. One SMMU interfaces incoming traffic from two client
devices to the system interconnect. The devices can perform DMA using virtual, IPA or other bus address
schemes and the SMMU translates these addresses to PAs. The second example SMMU interfaces one to one
to a PCle Root Complex (which itself hosts a network of endpoints). This illustrates an additional interface
specified in this document, an ATS port to support PCle ATS and PRI (or similar functionality for compatible non-
PCle devices).

Outgoing accesses to slave devices do not pass through an additional SMMU. In general, masters are behind an
SMMU (or, in the case of PEs, have an inbuilt MMU), so outgoing accesses to slave devices are mediated by the
MMU of the master. If a master has no MMU, it has full-system access. Therefore, its DMA must be mediated by
software, and in this case only the most privileged system software can program it.

The SMMU has a programming interface that receives accesses from system software for setup and
maintenance. The SMMU also makes accesses of its own (as a master) to configuration structures, for example
to perform translation table walks. Whether the traffic originating from the SMMU itself shares the same
interconnect resources as traffic passed through from device clients is implementation specific.

Each SMMU is configured separately to any others that might exist in the system.

Note: ARM recommends that SMMUs bridge 1/0 device DMA addresses onto system or physical addresses.
ARM recommends that SMMUs are placed between a device master port (or I/O interconnect) and system
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interconnect. Generally, ARM recommends that SMMUSs are not placed in series and that the path of an SMMU
to memory or other slave devices does not pass through another SMMU, whether for fetch of SMMU configuration
data or client transactions.

Note: Interconnect-specific channels to support cache coherency are not shown in Figure 2.

The SMMU master interface to the system is intended to be |O-coherent, thereby providing 10-coherent access
for the client devices of the SMMU. The SMMU slave interface for incoming device traffic does not require any
coherency support. In addition, because there is no address translation in the outgoing direction, snoop traffic
cannot be forwarded from the system towards the client devices so fully-coherent device caches cannot be placed
behind an SMMU.

Note: It is feasible to implement an SMMU as part of a complex device containing fully-coherent caches in the
same way that the MMU of a PE is paired to fully-coherent PE caches. Practically, this means the caches must
be tagged with physical addresses.

EP O EP 1
ATC | ATC |
Device Device Device
0 1 2
Device Device | [ |
0 1 + PCle
Root
\Tl I/O interconnect Complex
Complex device I/O interconnect | ____ATS . ,
with embedded [ ! Smart

device
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| |
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| T

System interconnect

Memory

Figure 3: Example SMMU implementations

Figure 3 shows three example implementations of SMMU.

e SMMU A is implemented as part of a complex device, providing translation for accesses from that device
only. ARM expects this implementation to have an SMMU programming interface in addition to device-
specific control. This design can provide dedicated contention-free translation and TLBs.

¢ SMMU B is a monolithic block that combines translation, programming interface and translation table walk
facilities. Two client devices use this SMMU as their path for DMA into the system.

Page 22 of 427 Copyright © 2016-2017 ARM or its affiliates. All rights reserved. ARM I[HI 0070B
Non-Confidential



e SMMU C is distributed and provides multiple paths into the system for higher bandwidth. It comprises:

0 A central translation table walker, which has its own master interface to fetch translation and
configuration structures and queues and a slave interface to receive programming accesses.
This unit might contain a macro-TLB and caches of configuration.

0 Remote TLB units which, on a miss, make translation requests to the central unit and cache the
results locally. Two units are shown, supporting a set of three devices through one port, and a
PCle Root Complex through another.

= The second TLB unit also provides an ATS interface to the Root Complex, so that the
PCle Endpoints can use ATS to make translation requests through to the central unit.

e Finally, a smart device is shown, which embeds a TLB and makes translation requests to the central unit
of SMMU C. To software, this looks identical to a simple device connected behind a discrete TLB unit.
This design provides a dedicated TLB for the device, but uses the programming interface and translation
facilities of the central unit, reducing complexity of the device.

In all cases, it appears to software as though a device is connected behind a logically-separate SMMU (similar to
Device 0/1 on SMMU B). All implementations give the illusion of simple read/write transactions arriving from a
client device to a discrete SMMU, even if physically it is the device performing the read/write transactions directly
into the system, using translations provided by an SMMU.

Note: This allows a single SMMU driver to be used for radically different SMMU implementations.

Note: Devices might integrate a TLB, or whole SMMU, for performance reasons, but a closely-coupled TLB might
also be used to provide physical addresses suitable for fully-coherent device caches.

Regardless of the implementation style, this document uses the abstraction of client device transactions arriving at
an SMMU. The boundary of SMMU might contain a single module or several distributed sub-components but
these must all behave consistently.
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3 Operation

3.1 Software interface

The SMMU has three interfaces that software uses:

1. Memory-based data structures to map devices to translation tables which are used to translate client
device addresses.

2. Memory-based circular buffer queues. These are a Command queue for commands to the SMMU, an
Event queue for event/fault reports from the SMMU, and a PRI queue for receipt of PCle page requests.

Note: The PRI queue is only present on SMMUs supporting PRI services. This additional queue allows
processing of PRI requests from devices separate from event or fault reports.

3. Aset of registers, some of which are secure-only, for discovery and SMMU-global configuration

The registers indicate the base addresses of the structures and queues, provide feature detection and
identification registers and a global control register to enable queue processing and translation of traffic. When
security is supported, an additional register set exists to allow Secure software to maintain Secure device
structures, issue commands on a second Secure Command queue and read Secure events from a Secure Event
queue.

In virtualization scenarios allowing stage 1 translation, a guest OS is presented with exactly the same
programming interface and therefore believes it is in control of a real SMMU (albeit stage 1-only) with the same
format of Command, Event, and optionally PRI, queues, and in-memory data structures.

Certain fields in architected SMMU registers and structures are marked as IMPLEMENTATION DEFINED. The content
of these fields is specific to the SMMU implementation, but implementers must not use these fields in such a way
that a generic SMMUV3 driver becomes unusable. Unless a driver has extended knowledge of particular
IMPLEMENTATION DEFINED fields or features, the driver must treat all such fields as reserved and set them to 0. An
implementation only uses IMPLEMENTATION DEFINED fields to enable extended functionality or features, and
remains compatible with generic driver software by maintaining architected behavior when these fields are set to
0.

3.2 Stream numbering

An incoming transaction has an address, size, and attributes such as read/write, Secure/Non-secure, Shareability,
Cacheability. If more than one client device uses the SMMU traffic must also have a sideband StreamlID so the
sources can be differentiated. How a StreamID is constructed and carried through the system is IMPLEMENTATION
DEFINED. Logically, a StreamID corresponds to a device that initiated a transaction.

Note: The mapping of a physical device to StreamID must be described to system software.

ARM recommends that StreamID be a dense hamespace starting at 0. The StreamID namespace is per-SMMU.
Devices assigned the same StreamID but behind different SMMUs are seen to be different sources. A device
might emit traffic with more than one StreamID, representing data streams differentiated by device-specific state.

StreamID is of IMPLEMENTATION DEFINED Size, between 0 and 32 bits.

The StreamID is used to select a Stream Table Entry (STE) in a Stream table, which contains per-device
configuration. The maximum size of in-memory configuration structures relates to the maximum StreamID span
(see 3.3 below), with a maximum of 2°"**"°*** entries in the Stream table.
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Another property, SubstreamID, might optionally be provided to an SMMU implementing stage 1 translation. The
SubstreamID is of IMPLEMENTATION DEFINED size, between 0 and 20 bits, and differentiates streams of traffic
originating from the same logical block in order to associate different application address translations to each.

Note: An example would be a compute accelerator with 8 contexts that might each map to a different user
process, but where the single device has common configuration meaning it must be assigned to a VM whole.

Note: The SubstreamID is equivalent to a PCle PASID. Because the concept can be applied to non-PCle
systems, it has been given a more generic name in the SMMU. The maximum size of SubstreamID, 20 bits,
matches the maximum size of a PCle PASID.

The incoming transaction flags whether or not a SubstreamID is supplied and this might differ on a per-transaction
basis.

Both of these properties and sizes are discoverable through the SMMU_IDR1 register. See section 16.4 for
recommendations on StreamID and SubstreamID sizing.

The StreamlD is the key that identifies all configuration for a transaction. A StreamID is configured to bypass or be
subject to translation and such configuration determines which stage 1 or stage 2 translation to apply. The
SubstreamID provides a modifier that selects between a set of stage 1 translations indicated by the StreamID but
has no effect on the stage 2 translation which is selected by the StreamID only.

A stage 2-only implementation does not take a SubstreamID input. An implementation with stage 1 is not
required to support substreams, therefore is not required to take a SubstreamID input.

The SMMU optionally supports two Security states and, if supported, the StreamID input to the SMMU is qualified
by a SEC_SID flag that determines whether the input StreamID value refers to the Secure or Non-secure
StreamID namespace. A Non-secure StreamlID identifies an STE within the Non-secure Stream table and a
Secure StreamID identifies an STE within the Secure Stream table. In this document, the term StreamID implicitly
refers to the StreamID disambiguated by SEC_SID (if present) and does not refer solely to a literal StreamID input
value (which would be associated with two STEs when security is supported) unless explicitly stated otherwise.
See section 3.10.

ARM expects that, for PCI, StreamID is generated from the PCI RequesterID so that StreamID[15:0] ==
RequesterID[15:0]. When more than one Root Complex is hosted by one SMMU, ARM recommends that the 16-
bit RequesterID namespaces are arranged into a larger StreamID namespace by using upper bits of StreamID to
differentiate the contiguous RequesterlD namespaces, so that StreamID[N:16] indicates which Root Complex
(PCle domain/segment) is the source of the stream source. In PCle systems, the SubstreamID is intended to be
directly provided from the PASID [2] in a one to one fashion.

Therefore, for SMMU implementations intended for use with PCI clients, supported StreamID size must be at least
16 bits.

3.3 Data structures and translation procedure

The SMMU uses a set of data structures in memory to locate translation data. Registers hold the base addresses
of the initial root structure, the Stream Table. A Stream table entry (STE) contains stage 2 translation table base
pointers, and also locates stage 1 configuration structures, which contain translation table base pointers. A
Context descriptor (CD) represents stage 1 translation, and a Stream table entry represents stage 2 translation.
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Therefore, there are two distinct groups of structures used by the SMMU:

e Configuration structures, which map from the StreamID of a transaction (a device originator identifier) to
the translation table base pointers, configuration, and context under which the translation tables are
accessed.

e Translation table structures that are used to perform the VA to IPA and IPA to PA translation of addresses
for stage 1 and stage 2, respectively.

The procedure for translation of an incoming transaction is to first locate configuration appropriate for that
transaction, (identified by its StreamID and, optionally, SubstreamID, and then to use that configuration to locate
translations for the address used.

The first step in dealing with an incoming transaction is to locate the STE, which tells the SMMU what other
configuration it requires.

Conceptually, an STE describes configuration for a client device in terms of whether it is subject to stage 1 or
stage 2 translation or both. Multiple devices can be associated with a single Virtual Machine, so multiple STEs
can share common stage 2 translation tables. Similarly, multiple devices (strictly, streams) might share common
stage 1 configuration, therefore multiple STEs could share common CDs.

3.3.1 Stream Table lookup

The StreamID of an incoming transaction locates an STE. Two formats of Stream table are supported. The
format is set by the Stream table base registers. The incoming StreamID is range-checked against the
programmed table size, and a transaction is terminated if its StreamID would otherwise select an entry outside the
configured Stream table extent (or outside a level 2 span). See section 6.3.24 and C_BAD_STREAMID. When
two Security states are supported, as indicated by SMMU_S_IDR1.SECURE_IMPL == 1, a transaction is
identified, using the SEC_SID flag, as associated with the Secure or Non-secure SMMU programming interfaces,
see section 3.10.1. This determines whether the Secure or Non-secure Stream table (or caches of) is used.

3.3.1.1 Linear Stream Table

STRTAB_BASE

=) STE O
=
a) STE1
£
© STE 2
O
=
0p} STE 3

Figure 4: Linear Stream Table

A linear Stream table is a contiguous array of STEs, indexed from 0 by StreamID. The size is configurable as a 2"
multiple of STE size up to the maximum number of StreamID bits supported in hardware by the SMMU. The
linear Stream Table format is supported by all SMMU implementations.
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3.3.1.2 2-level Stream Table
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Figure 5: Example Two-level Stream Table with SPLIT == 8

A 2-level Stream table is a structure consisting of one top-level table that contains descriptors that point to
multiple second-level tables that contain linear arrays of STEs. The span of StreamIDs covered by the entire
structure is configurable up to the maximum number supported by the SMMU but the second-level tables do not
have to be fully populated and might vary in size. This saves memory and avoids the requirement of large
physically-contiguous allocations for very large StreamID spaces.

The top-level table is indexed by StreamID[n:SPT], where n is the uppermost StreamID bit covered, and SPT is a
configurable Split point given by SMMU_(S_)STRTAB_BASE_CFG.SPLIT. The second-level tables are indexed
by up to StreamID[SPT - 1:0], depending on the span of each table.

Support for the 2-level Stream table format is discoverable using the SMMU_IDRO.ST_LEVEL field. Where 2-

level Stream Tables are supported, split points of 6, 8 and 10 bits can be used. Implementations support either a
linear Stream Table format, or both linear and 2-level formats.

SMMUs supporting more than 64 StreamIDs (6 bits of StreamID) must also support 2-level Stream tables.

Note: Implementations supporting fewer than 64 StreamIDs might support 2-level Stream Tables, but doing so is
not generally useful as all streams would fit within a single second-level table.

Note: This rule means that an implementation supports two-level tables when the maximum size of linear Stream
table would be too big to fit in a 4KB page.

The top-level descriptors contain a pointer to the second-level table along with the StreamID span that the table
represents. Each descriptor can also be marked as invalid.

This example top-level table is depicted in Figure 5, where the split point is set to 8:

Level 1 Valid Level 2 Level 2 span
index pointer
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0 Y 0x1000 2°
1 Y 0x2120 22
2 N - -

3 Y 0x4000 2°

In this example:
e StreamIDs 0-1023 (4 x 8-bit level 2 tables) are represented, though not all are valid.

e StreamlDs 0-255 are configured by the array of STEs at 0x1000 (each of which separately enables the
relevant StreamiD).

e StreamIDs 256-259 are configured by the array of STEs at 0x2F20.
e StreamIDs 512-767 are all invalid.
e The STE of StreamID 768 is at 0x4000.

A two-level table with a split point of 8 can reduce the memory usage compared to a large and sparse linear table
used with PCle. If the full 256 PCle bus numbers are supported, the RequesterID or StreamlID space is 16-bits.
However, because there is usually one PCle bus for each physical link and potentially one device for each bus, in
the worst case a valid StreamID might only appear once every 256 StreamIDs.

Alternatively, a split point of 6 provides 64 bottom-level STEs, enabling use of a 4KB page for each bottom-level
table.

3.3.2 StreamlIDs to Context Descriptors

The STE contains the configuration for each stream indicating:
e Whether traffic from the device is enabled.
e Whether it is subject to stage 1 translation.
e Whether it is subject to stage 2 translation, and the relevant translation tables.
e Which data structures locate translation tables for stage 1.

If stage 1 is used, the STE indicates the address of one or more CDs in memory.

The CD associates the StreamID with stage 1 translation table base pointers (to translate VA into IPA), per-
stream configuration, and ASID. If substreams are in use, multiple CDs indicate multiple stage 1 translations, one
for each substream. Transactions provided with a SubstreamID are terminated when stage 1 translation is not
enabled.

If stage 2 is used, the STE contains the stage 2 translation table base pointer (to translate IPA to PA) and VMID.
If multiple devices are associated with a particular virtual machine, meaning they share stage 2 translation tables,
then multiple STEs might map to one stage 2 translation table.

Note: ARM expects that, where hypervisor software is present, the Stream table and stage 2 translation table are
managed by the hypervisor and the CDs and stage 1 translation tables associated with devices under guest
control are managed by the guest OS. Additionally, the hypervisor can make use of separate hypervisor stage 1
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translations for its own internal purposes. Where a hypervisor is not used, a bare-metal OS manages the Stream
table and CDs. For more information, see section 3.6.

When a SubstreamID is supplied with a transaction and the configuration enables substreams, the SubstreamID
indexes the CDs to select a stage 1 translation context. In this configuration, if a SubstreamID is not supplied,
behavior depends on the STE.S1DSS flag:

e When STE.S1DSS == 0b00, all traffic is expected to have a SubstreamID and the lack of SubstreamID is
an error. A transaction without a SubstreamID is aborted and an event recorded.

e When STE.S1DSS == 0b01, a transaction without a SubstreamID is accepted but is treated exactly as if

its configuration were stage 1-bypass. The stage 1 translations are enabled only for transactions with
SubstreamIDs.

e When STE.S1DSS == 0b10, a transaction without a SubstreamID is accepted and uses the CD of
Substream 0. Under this configuration, transactions that arrive with SubstreamID 0 are aborted and an
event recorded.

The ASID and VMID values provided by the CD and STE structures tag TLB entries created from translation
lookups performed through configuration from the CD and STEs. These tags are used on lookup to differentiate
translation address spaces between different streams, or to match entries for invalidation on receipt of broadcast
TLB maintenance operations. Implementations might also use these tags to efficiently allow sharing of identical
translation tables between different streams.

StreamID SMMU_(S_)STRTAB_BASE )
Context Descriptor (CD)
v Configuration TTBO
i ASID TTB1 N Nig
s
 — MAIR
\ L
Stream Table Entry (STE) "L
4 —>
Config S1ContextPtr
VMID S2TT8 Stage 1 translation tables
Other attributes, configuration
e — > i
L

1,

Stage 2 translation tables

Figure 6: Configuration structure example

Figure 6 shows an example configuration in which a StreamID selects an STE from a linear Stream table, the STE
points to a translation table for stage 2 and points to a single CD for stage 1 configuration, and then the CD points
to translation tables for stage 1.
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Figure 7: Multiple Context Descriptors for Substreams

Figure 7 shows a configuration in which an STE points to an array of several CDs. An incoming SubstreamID
selects one of the CDs and therefore the SubstreamID determines which stage 1 translations are used by a
transaction.

SMMU_(S_)STRTAB_BASE

> > Stage 1
STE ] CD —» Translation
STE tables
L1 ST ptr CD >

L1 ST ptr

A 4

CD b—}

CD —»

A 4

L1 CD ptr
STE L1 CD ptr ‘

CD —>»

Figure 8: Multi-level Stream and CD tables

Figure 8 shows a more complex layout in which a multi-level Stream table is used. Two of the STEs point to a
single CD, or a flat array of CDs, whereas the third STE points to a multi-level CD table. With multiple levels,
many streams and many substreams might be supported without large physically-contiguous tables.
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Figure 9: Translation stages and addresses

An incoming transaction is dealt with in a number of logical steps:

1.

4.

If the SMMU is globally disabled (for example when it has just come out of reset with
SMMU_CRO0.SMMUEN == 0), the transaction passes through the SMMU without any address
modification. Global attributes, such as memory type or Shareability, might be applied from the
SMMU_GBPA register of the SMMU. Or, the SMMU_GBPA register might be configured to abort all
transactions.

If the global bypass described in (1) does not apply, the configuration is determined:
a. An STE is located.
b. Ifthe STE enables stage 2 translation, the STE contains the stage 2 translation table base.

c. Ifthe STE enables stage 1 translation, a CD is located. If stage 2 translation is also enabled by
the STE, the CD is fetched from IPA space which uses the stage 2 translations. Otherwise, the
CD is fetched from PA space.

Translations are performed, if the configuration is valid.

a. If stage 1 is configured to translate, the CD contains a translation table base which is walked.
This might require stage 2 translations, if stage 2 is enabled for the STE. Otherwise, stage 1
bypasses translation and the input address is provided directly to stage 2.

b. If stage 2 is configured to translate, the STE contains a translation table base that performs a
nested walk of a stage 1 translation table if enabled, or a normal walk of an incoming IPA.
Otherwise, stage 2 bypasses translation and the stage 2 input address is provided as the output
address.

A transaction with a valid configuration that does not experience a fault on translation has the output
address (and memory attributes, as appropriate) applied and is forwarded.

Note: This sequence illustrates the path of a transaction on a Non-secure stream. If two Security states are
supported, the path of a transaction on a Secure stream is similar, except SMMU_S_CR0.SMMUEN and
SMMU_S_GBPA control bypass, and stage 2 is not supported.
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An implementation might cache data as required for any of these steps. Section 16.2 describes caching of
configuration and translation structures.

Furthermore, events might occur at several stages in the process that prevent the transaction from progressing
any further. If a transaction fails to locate valid configuration or is of an unsupported type, it is terminated with an
abort, and an event might be recorded. If the transaction progresses as far as translation, faults can arise at
either stage of translation. The configuration that is specific to the CD and STEs that are used determines
whether the transaction is terminated or whether it is stalled, pending software fault resolution, see section 3.12.

The two translation stages are described using the VA to IPA and IPA to PA stages of the ARMv8-A Virtualization
terminology.

Note: Some systems refer to the SMMU input as a Bus Address (BA). The term VA emphasizes that the input
address to the SMMU can potentially be from the same virtual address space as a PE process (using VAS).

Unless otherwise specified, translation tables and their configuration fields act exactly the same way as their
equivalents specified in the ARMv8-A Translation System for PEs [4].

If an SMMU does not implement one of the two stages of translation, it behaves as though that stage is
configured to permanently bypass translation. Other restrictions are also relevant, for example it is not valid to
configure a non-present stage to translate. An SMMU must support at least one stage of translation.

3.3.3 Configuration and Translation lookup
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Figure 10: Configuration and translation lookup sequence

Figure 10 illustrates the concepts that are used in this document when referring to a configuration lookup and
translation lookup.
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As described in 3.3.2 above, an incoming transaction is first subject to a configuration lookup, and the SMMU
determines how to begin to translate the transaction. This involves locating the appropriate STE then, if required,
a CD.

The configuration lookup stage does not depend on the input address and is a function of the:
e SMMU global register configuration.
e Incoming transaction StreamID.
e Incoming transaction SubstreamID (if supplied).

The result of the configuration lookup is the stream or substream-specific configuration that locates the
translation, including:

e Stage 1 translation table base pointers, ASID, and properties modifying the interpretation or walk of the
translation tables (such as translation granule).

e Stage 2 translation table base pointer, VMID and properties modifying the interpretation or walk of the
translation table.

e Stream-specific properties, such as the StreamWorld (the Exception Level, or translation regime, in PE
terms) to which the stream is assigned.

The translation lookup stage logically works the same way as a PE memory address translation system. The
output is the final physical address provided to the system, which is a function of the:

e Input address.

e StreamWorld (Stream Security state and Exception level), ASID and VMID (which are provided from the
previous step).

Figure 10 shows a PE-style TLB used in the translation lookup step. ARM expects the SMMU to use a TLB to
cache translations instead of performing translation table walks for each transaction, but this is not mandatory.

Note: For clarity, Figure 10 does not show error reporting paths or CD fetch through stage 2 translation (which
would also access the TLB or translation table walk facilities). An implementation might choose to flatten or
combine some of the steps shown, while maintaining the same behavior.

A translation has a StreamWorld property that denotes the translation regime and is directly equivalent to an
Exception level on a PE. All caches of translations are tagged with a StreamWorld which is matched on lookup
and invalidation. The StreamWorld is defined by the configuration that inserts or looks up a translation. The
StreamWorld is defined by the combination of the Security state of an STE, its STE.Config field, its STE.STRW
field and SMMU_CR2.E2H. See the STE.STRW field in section 5.2. In addition to insertion and lookup, the
StreamWorld/Exception level/translation regime affects the scope of different types of TLB invalidations. See
section 3.17.

A translation is tagged with one of the following StreamWorlds:

NS-EL1 On a PE, equivalent to Non-secure EL1

EL2 Equivalent to EL2 when E2H == 0 (has no ASID)

EL2-E2H Equivalent to EL2 when E2H == 1 (has ASID tag)
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Secure Equivalent to either:
e Secure EL1 and Secure EL3 when Secure EL3 is running in AArch32 (in the PE,
a single translation regime is present for Secure).
e Secure EL1 when Secure EL3 is running in AArch64 (EL3 has a separate
translation regime).
See section 3.10.2.

EL3 Equivalent to EL3 when EL3 is running in AArch64

Note: StreamWorld can differentiate multiple translation regimes in the SMMU that are associated with different
bodies of software at different Exception levels. For example, a Secure Monitor EL3 translation for address
0x1000 is different to (and unaffected by) a hypervisor EL2 translation for address 0x1000, as are NS-EL1
translations for address 0x1000. In general, ARM expects that the StreamWorld configured for a stream in the
SMMU will match the Exception level of the software that controls the stream or device.

In the same way as in an ARMv8-A MMU, a translation is architecturally unique if it is identified by a unique set of
{StreamWorld, VMID, ASID, Address} input parameters.

For example, the following are unique and can all co-exist in a translation cache:
e Entries with the same address, but different ASIDs.
e Entries with the same address and ASID, but different VMIDs.
e Entries with the same address and ASID but a different StreamWorld.

Architecturally, a translation is not uniquely identified by a StreamID and SubstreamID. This results in two
properties:

e Atranslation is not required to be unique for a set of transaction input parameters (StreamID,
SubstreamID).

o0 Two streams can be configured to use the same translation configuration and the resulting
ASID/VMID from their configuration lookup will identify a single set of shared translation cache
entries.

e Multiple StreamID/SubstreamID configurations that result in identical ASID/VMID/StreamWorld
configuration must maintain exactly the same configuration where configuration can affect TLB lookup.

o For example, two streams configured for a stage 1, NS-EL1 with ASID == 3 must both use the
same translation table base addresses and translation granule.

In this document, the term TLB is used to mean the concept of a translation cache, indexed by
StreamWorld/VMID/ASID and VA.

SMMU cache maintenance commands therefore fall into two groups:
e Configuration cache maintenance, acting upon StreamIDs and SubstreamIDs.

e Translation cache maintenance (or TLB maintenance), acting on addresses, ASIDs, VMIDs and
StreamWorld.

The second set of commands directly matches broadcast TLB maintenance operations that might be available
from PEs in some systems.
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3.3.4 Transaction attributes: incoming, two-stage translation and overrides

In addition to an address, size and read/write attributes, an incoming transaction might be presented to the SMMU
with other attributes, such as an access type (for example Device, WB-cached Normal memory), Shareability (for
example Outer Shareable), cache allocation hints, and permissions-related attributes, instruction/data,
privileged/unprivileged, Secure/Non-secure. Some of these attributes are used to check the access against the
page permissions that are determined from the translation tables. After passing through the SMMU, a transaction
presented to the system might also have a set of attributes, which might have been affected by the SMMU.

The details of how input attributes affect the attributes output into the system, in combination with translation table
attributes and other configuration, is described in detail in section 13.

The input attributes are conceptually provided from the system, either conveyed from a client device that defines
the transaction attributes in a device-specific way, or set in a system-specific way by the interconnect before the
transaction is input to the SMMU.

As an overview:

e Permission-related attributes (instruction/data, privileged/unprivileged) and read/write properties are used
for checking against translation table permissions, which might deny the access. The permission-related
attributes input into the SMMU might be overridden on a per-device basis before the permission checks
are performed, using the INSTCFG, PRIVCFG and NSCFG STE fields. The SMMU might output these
attributes.

Note: The overrides might be useful if a device is not able to express a particular kind of traffic.

e Other attributes (memory type, Shareability, cache hints) are intended to have an effect on the memory
system rather than the SMMU, for example, control cache lookup for the transaction. The attributes
output into the memory system are a function of the attributes specified by the translation table
descriptors (at stage 1, stage 2, or stage 1 and stage 2) used to translate the input address. The SMMU
might convey attributes input from a device through this process, so that the device might influence the
final transaction access, and input attributes might be overridden on a per-device basis using the
MTCFG/MemAttr, SHCFG, ALLOCCFG STE fields. The input attribute, modified by these fields, is
primarily useful for setting the resulting output access attribute when both stage 1 and stage 2 translation
is bypassed (no translation table descriptors to determine attribute) but can also be useful for stage 2-only
configurations in which a device stream might have finer knowledge about the required access behavior
than the general virtual machine-global stage 2 translation tables.

The STE attribute and permission override fields, MTCFG/MemAttr, SHCFG, ALLOCCFG, INSTCFG, PRIVCFG
and NSCFG, allow an incoming value to be used or, for each field, a specific override value to be selected. For
example, INSTCFG can configure a stream as Always Data, replacing an incoming INST property that might be in
either state. However, in SMMU implementations that are closely-coupled to, or embedded in, a device, the
incoming attribute can always be considered to be the most appropriate. When an SMMU and device guarantee
that the incoming attributes are correct, it is permissible for an SMMU to always use the incoming value for each
attribute value. See SMMU_IDR1.ATTR_TYPES_OVR and SMMU_IDR1.ATTR_PERMS_OVR for more
information. For an SMMU that cannot guarantee that these attributes are always provided correctly from the
client device, for example a discrete SMMU design, ARM strongly recommends supporting overrides of incoming
attributes.
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3.3.5 Translation table descriptors

The ARMv8-A VMSA defines bits [63:60] of stage 2 block and page descriptors as being reserved for use by a
System MMU. In SMMUv3.1, these bits are Reserved, RESO.

Note: When PBHA is enabled for a bit in this range, bits [62:60] are affected by the PBHA mechanism. When
PBHA is not enabled, the previous definition applies.

3.4 Address sizes

There are three address size concepts to consider in the SMMU, the input address size from the system, the
Intermediate Address Size (IAS), and the Output Address Size (OAS):

e The SMMU input address size is 64 bits.

o Note: See section 3.4.1 for recommendations on how a smaller interconnect or device address
capability is presented to the SMMU.

¢ |AS reflects the maximum usable IPA of an implementation that is generated by stage 1 and input to
stage 2:

0 This term is defined to illustrate the handling of intermediate addresses in this section and is not a
configurable parameter.

0 The maximum usable IPA size of an SMMU is defined in terms of other SMMU implementation
choices, as:

IAS = MAX((SMMU_IDRO.TTF[0] == 1 ? 40 : 0), (SMMU_IDRO.TTF[1] == 1 ? OAS : 0));

0 An IPA of 40 bits is required to support of AArch32 LPAE translations, and AArch64 limits the
maximum IPA size to the maximum PA size. Otherwise, when AArch32 LPAE is not
implemented, the IPA size equals OAS, the PA size, and might be smaller than 40 bits.

0 The purpose of definition of the IAS term is to abstract away from these implementation variables.

o OAS reflects the maximum usable PA output from the last stage of AArch64 translations, and must match
the system physical address size. The OAS is discoverable from SMMU_IDR5.0AS. Final-stage
AArch32 translations always output 40 bits which are zero-extended into a larger OAS, or truncated to a
smaller OAS.

Note: Except where explicitly noted, all address translation and fault checking behavior is consistent with
ARMVS-A [4].

If the SMMU is disabled (with SMMU_(S_)CR0.SMMUEN == 0, and SMMU_(S )GBPA.ABORT == 0 allows traffic
bypass), the input address is presented directly to the output PA. If the input address of a transaction exceeds
the size of the OAS, the transaction is terminated with an abort and no event is recorded. Otherwise, when
SMMU_(S_)CR0O.SMMUEN == 1, transactions are treated as described in the rest of this section.

When a stream selects an STE with STE.Config[2:0] == 0b100, transactions bypass all stages of translation. If
the input address of a transaction exceeds the size of the OAS, the transaction is terminated with an abort and a
stage 1 Address Size fault (F_ADDR_SIZE) is recorded.

Note: In ARMv8-A PEs, when both stages of translation bypass, a (stage 1) Address Size fault might be
generated where an (input) address is greater than the PA size, depending on whether a PE is in AArch32 or
AArch64 state. This behavior does not directly translate to the SMMU because no configuration is available to
select translation system when in bypass or disabled, therefore the address size is always tested.

When a stream selects an STE with one or more stages of translation present:
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For input to stage 1, the input address is treated as a VA (see section 3.4.1) and if stage 1 is not bypassed the
following stage 1 address checks are performed:

1. Oninput, a stage 1 Translation fault (F_TRANSLATION) occurs if the VA is outside the range specified by
the relevant CD:

a. For a CD configured as AArch32 LPAE, the maximum input range is fixed at 32 bits, and the
range of the address input into a given TTBO or TTB1 translation table is determined by the TOSZ
and T1SZ fields.

Note: The arrangement of the TTBO/TTB1 translation table input spans might be such that there
is a range of 32-bit addresses that is outside both of the TTBO and TTB1 spans and will always
cause a Translation fault.

b. For a CD configured as AArch64, the range is determined by the TOSZ and T1SZ fields.
i. For SMMUv3.0, up to a maximum of 49 bits (two 48-bit TTBO/TTBL1).

i. For SMMUv3.1, when SMMU_IDR5.VAX == 1, each TTBx that is configured for a 64KB
granule using CD.TGx has a maximum input size of 52 bits. When SMMU_IDR5.VAX ==
0 or a TTBx is configured for a 4KB or 16KB granule, the maximum input size of the TTBx
is 48 bits.

A VA is inside the range only if it is correctly sign-extended from the top bit of the range size upwards,
although an exception is made for Top Byte Ignore (TBI) configurations.

Note: For example, with a 49-bit VA range and TBI disabled, addresses 0xO000FFFFFFFFFFFF and
OxXFFFFO00000000000 are within the range but 0x0001000000000000 and OxFFFEOOO000000000
are not. See 3.4.1 below for details.

2. The address output from the translation causes a stage 1 Address Size fault if it exceeds the range of the
effective IPA size for the given CD:

a. For AArch32 LPAE CDs, the IPA size is fixed at 40 bits (the IPS field of the CD is IGNORED).

b. For AArch64 CDs, the IPA size is given by the effective value of the IPS field of the CD, which is
capped to the OAS.

If bypassing stage 1 (because STE.Config[0] == 0, STE.S1DSS == 0b01 or if unimplemented), the input address
is passed directly to stage 2 as the IPA. If the input address of a transaction exceeds the size of the IAS, a stage
1 Address Size fault occurs, the transaction is terminated with an abort and F_ADDR_SIZE is recorded.
Otherwise, the address might still lie outside the range that stage 2 will accept. In this case, the stage 2 check 1
described in this section causes a stage 2 Translation fault.

Note: The TBI configuration can only be enabled when a CD is used (that is when stage 1 translates) and is
always disabled when stage 1 is bypassed or disabled.

Note: The SMMU stage 1 bypass behavior is analogous to a PE with stage 1 disabled but stage 2 translating.
The SMMU checks stage 1 bypassed addresses against the IAS, which (when AArch32 LPAE support is
implemented) might be greater than the PA. This supports stage 2-only assignment of devices to guest VMs
expecting to program 40-bit DMA addresses, which are input to stage 2 translation.

Note: This also means that an SMMU implementing only stage 2, or implementing both stages but translating
through stage 2 only, can still produce a fault marked as coming from stage 1.

Stage 2 receives an IPA, and if not bypassing, the following stage 2 address size checks are performed:

1. Oninput, a stage 2 Translation fault occurs if the IPA is outside the range configured by the relevant
S2T0SZ field of the STE.

a. For an STE configured as AArch32 LPAE (see STE.S2AA64), the input range is capped at 40 bits
(and cannot exceed 40 bits) regardless of the IAS size.
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b. For a STE configured as AArch64, the input range is capped by the IAS.

c. For SMMUvV3.1, when OAS == IAS == 52, the stage 2 input range is further limited to 48 bits
unless STE.S2TG indicates a 64KB granule.

Note: This ensures, for a system having OAS < 40, that an AArch64 stage 2 can accept a 40-bit
IPA from an AArch32 stage 1, if the SMMU supports AArch32.

2. The address output from the translation causes a stage 2 Address Size fault if it exceeds the effective PA
output range:

a. For an AArch64 STE, this is the effective value configured in the S2PS field of the STE (which is
capped to the OAS).

Note: For SMMUV3.1, the effective size can be 52 only if OAS == 52 and 64KB granules are
used.

b. For an AArch32 STE, this output range is fixed at 40 bits and the STE.S2PS field is IGNORED. If
the OAS is less than 40, and if the output address is outside the range of the OAS, the address is
silently truncated to fit the OAS.

After this check, if the output address of stage 2 is smaller than the OAS, the address is zero-
extended to match the OAS.

If bypassing stage 2 (because STE.Config[1] == 0 or if unimplemented), the IPA is presented directly as the PA
output address. If the IPA is outside the range of the OAS, the address is silently truncated to fit the OAS. If the
IPA is smaller than the OAS, it is zero-extended.

Note: Because the SMMU contains configuration structures that are checked for validity before beginning
translation table walks, certain configuration errors are detected as an invalid structure configuration. This
includes STE.S2TTB being out of range of the effective stage 2 output address size, or CD.TTBXx being out of
range of the effective stage 1 output address size. These invoke C_BAD_STE or C_BAD_CD configuration
faults, respectively, instead of an Address Size fault.

3.4.1 Input address size and Virtual Address size

The architectural input address size of the SMMU is 64 bits. If a client device outputs an address smaller than 64
bits, or if the interconnect between a client device and the SMMU input supports fewer than 64 bits of address, the
smaller address is converted to a 64-bit SMMU input address in a system-specific manner. This conversion is
outside of the scope of this specification.

ARMv8.0 [4] and ARMv8.1 [5] support a maximum of a 49-bit VA in AArch64, meaning there are up to 49
significant lower bits sign-extended to a 64-bit address. ARMv8.2 supports a maximum of a 53-bit VA or 49-bit VA
in AArch64, meaning there are up to 53 or 49 significant lower bits sign-extended to a 64-bit address. Stage 1
translation contexts configured as AArch64 have input VA ranges configurable up to the maximum (arranged as
two halves and translated through TTBO and TTB1).

The term VAS represents the VA size chosen for a given SMMU implementation. When SMMU_IDR5.VAX == 0,
this is 49 bits (2 x 48 bits). When SMMU_IDR5.VAX == 1, this is 53 bits (2 x 52 bits).

Note: In SMMUv3.0, SMMU_IDR5.VAX is RESO and therefore VAS is always 49 bits.

Stage 1's high translation table, TTB1, can only be selected if VAS significant bits of address are presented to the
SMMU sign-extended. If applications require use of both TTBO and TTB1 then the system design must transmit
addresses of at least VAS bits end-to-end, from device address registers through the interconnect to the SMMU,
and that sign-extension occurs from the input MSB upwards as described in this section.
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Stage 1 translation contexts configured as AArch32 have a 32-bit VA. In this case, bits [31:0] of the input address
are used directly as the VA. A Translation fault is raised if the upper 32 bits of the input address are not all zero.
The TxSZ fields are used to select TTBO or TTB1 from the upper bits [31:n] in the input range.

Input range checks made for a stage 1 AArch64 translation table configured (with TxSZ) for an input range of N
significant bits fail unless bits VA[AddrTop:N - 1] are identical.

e When Top Byte Ignore (TBI) is not used, AddrTop == 63.
e When Top Byte Ignore is enabled, AddrTop == 55, which means that VA[63:56] are ignored.

When TBIl is enabled, only VA[55:N-1] must be identical and the effective VA[63:56] bits are taken to be a sign-
extension of VA[55] for translation purposes.

Note: TBI configuration is part of the CD, so it can only be enabled when stage 1 translates. When stage 1 is
bypassed or disabled, no CD is used and TBI is always disabled.

The term Upstream Address Size (UAS) represents the number of effective bits of address presented to the
SMMU from a client device:

1. If 57 <UAS < 64, TBI has meaning as there are bits supplied in VA[63:56] that might differ from
VA[55:(VAS-1)]. TBI determines whether a Translation fault is invoked if they differ.

2. If VAS SUAS < 57, TBI is meaningless as the input sign-extension means VA[63:56] cannot differ from
VA[55].

3. If UAS <VAS, the range checks can only falil if translation table range is configured with a TOSZ, or T1SZ,
if UAS == 49, smaller than the presented address. That is, the maximum configuration of stage 1
translation tables covers any presented input address.

For AArch64, the stage 1 translation table, TTBO or TTB1, is selected from the uppermost address bit. This is
given by VA[63] when TBI == 0, or by VA[55] when TBI == 1. Therefore, because an address size from the client
device that is less than or equal to the VAS bits is zero-extended to 64, this means VA[63] == VA[55] == 0 and
TTB1 is never selected.

If any upper address bits of a 64-bit address programmed into a peripheral are not available to the SMMU sign-
checking logic, whether by truncation in the interconnect or peripheral, software must not rely on mis-programmed
upper bits to cause a Translation fault in the SMMU. If such checking is required within such a system, software
must check the validity of upper bits of DMA addresses programmed into such a device.

All input address bits are recorded unmodified in SMMU fault event records.

3.4.2 Address alignment checks

The SMMU architecture does not check the alignment of incoming transaction addresses.

Note: For a PE, the alignment check is based on the size of an access. This semantic is not directly applicable to
client device accesses.

3.4.3 Address sizes of SMMU-originated accesses

Distinct from client device accesses forwarded into the system, the SMMU originates accesses to the system for
the purposes of:

e Configuration structure access (STE, CD).
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e Queue access (Command, Event, PRI).

e MSI interrupt writes.

e Last-stage translation table walks:

(o}

Note: Addresses output from stage 1 walks in a nested configuration are input to stage 2 and
translated in the expected manner (including causing stage 1 Address Size faults, or stage 2
Translation faults from IPAs outside the stage 2 translation range), rather than being output into

the system directly.

An access address can be out of range if it relates to a base address that is already greater than an allowed
address size, or if an index is applied to a base address so that the result is greater than an allowed address size.
If an access address is calculated to be a PA value greater than the SMMU OAS or physical address size, or an
IPA value greater than the IAS or intermediate address size, behavior is as follows:

Access type

Configured by

Address type

Behavior when address too large

CD fetch or STE.S1ContextPtr If stage 1-only, PA Truncate to OAS or F_CD_FETCH or
L1CD fetch C_BAD_STE (1)
If stage 2 present, IPA  Truncate to IAS or C_BAD_STE or
Stage 2 Translation fault (2)
CD fetch L1CD.L2Ptr If stage 1-only, PA Truncate to OAS or F_CD_FETCH or
C_BAD_SUBSTREAMID (3)
If stage 2 present, IPA  Truncate to IAS or
C_BAD_SUBSTREAMID or stage 2
Translation fault (4)
STE fetch SMMU_(S_)STRTAB_BASE PA Truncate to OAS or F_STE_FETCH

or LISTD.L2Ptr

(5)

Queue access SMMU_(S )*Q_BASE PA Truncate to OAS (6)
MSI write SMMU_(S )* IRQ_CFG{0,1,2} PA Truncate to OAS (6)
or CMD_SYNC arguments
Last-stage Addresses derived from PA Stage 1/2 Address Size fault
translation intermediate translation table
table walk descriptors located using

STE.S2TTB or CD.TTB{0,1},
after the first level TTD fetch.

Starting-level TTD address in PA
STE.S2TTB or CD.TTB{0,1},

CD or STE ILLEGAL (see
CD.TTB{0,1} and STE.S2TTB
description)

In the context of these respective access types:
1. An SMMUv3.1 implementation generates C_BAD_STE and terminates the transaction. It is CONSTRAINED

UNPREDICTABLE whether an SMMUv3.0 implementation:

a. Generates an F_CD_FETCH and terminates the transaction. The event contains the non-

b. Generates a C_BAD_STE and terminates the transaction.
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c. Truncates STE.S1ContextPir to the OAS and initiates a read of a CD/L1CD from this address
(translation continues).

2. Itis CONSTRAINED UNPREDICTABLE Whether an implementation:
a. Generates a C_BAD_STE and terminates the transaction.

b. Inputs the IPA to stage 2 without truncation, generating a stage 2 Translation fault that reports a
non-truncated fault address.

c. SMMUv3.0 only, inputs the IPA to stage 2 with truncation to the IAS. If translation is successful,
initiates a read of a CD/L1CD from the result otherwise generates a stage 2 fault that reports a
truncated fault address.

3. An SMMUV3.1 implementation generates C_BAD_SUBSTREAMID and terminates the transaction. It is
CONSTRAINED UNPREDICTABLE whether an SMMUV3.0 implementation:

a. Generates an F_CD_FETCH and terminates the transaction. The event contains the non-
truncated fetch address.

b. Generates a C_BAD_SUBSTREAMID and terminates the transaction.

c. Truncates L1CD.L2Ptr to the OAS and initiates a read of a CD from this address (translation
continues).

4. Itis CONSTRAINED UNPREDICTABLE whether an implementation:
a. Generates a C_BAD_SUBSTREAMID and terminates the transaction.

b. Inputs the IPA to stage 2 without truncation, generating a stage 2 Translation fault that reports a
non-truncated fault address.

c. SMMUv3.0 only, inputs the IPA to stage 2 with truncation to the IAS. If translation is successful,
initiates a read of a CD from the result otherwise generates a stage 2 fault that reports a
truncated fault address.

5. Itis CONSTRAINED UNPREDICTABLE Whether an implementation truncates an STE fetch address (and
continues translation) or generates an F_STE_FETCH condition which terminates the transaction and
might deliver an error event.

6. Note: When hypervisor software presents an emulated SMMU interface to a guest, ARM recommends
that guest-provided addresses are correctly masked to the IPA size to ensure consistent SMMU behavior
from the perspective of the guest driver.

In all cases where a non-truncated address is reported in a fault (for instance, a stage 2 Translation fault), the
reported address is the calculated address of the structure being accessed, for example an L1CD address
calculated from a base address of STE.S1ContextPtr indexed by the incoming SubstreamID to locate a L1CD
structure.

The address of an L1CD or CD, given by STE.S1ContextPtr or L1CD.L2Ptr, is not subject to a stage 1 Address
Size fault check.

In summary, configuration registers, command fields and structure fields programmed with out-of-range physical
addresses might truncate the addresses to the OAS or PA size.

Note: This behavior in part arises from the fact that register address fields are not required to provide storage for
high-order physical address bits beyond the OAS. See section 6.3 for detalils.

Note: Commands, register and structure fields taking IPA addresses store the entire field width so that a potential
stage 2 fault can be correctly raised (providing a full non-truncated IPA in a fault record).
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3.5 Command and Event queues

All SMMU queues for both input to, and output from the SMMU are arranged as circular buffers in memory. A
programming interface has one Command queue for input and one Event queue (and optionally one PRI queue)
for output. Each queue is used in a producer-consumer fashion so that an output queue contains data produced
by the SMMU and consumed by software. An input queue contains data produced by software, consumed by the
SMMU.

3.5.1 SMMU circular queues

A queue is arranged as a 2"-items sized circular FIFO with a base pointer and two index registers, PROD and
CONS indicating the producer and consumer current positions in the queue. In each of the output and input roles,
only one index is maintained by the SMMU, with the other is maintained by software.

For an input queue (Command queue), the PROD index is updated by software after inserting an item into the
gueue, and is read by the SMMU to determine new items. The CONS index is updated by the SMMU as items
are consumed, and is read by software to determine that items are consumed and space is free. An output queue
is the exact opposite.

PROD indicates the index of the location that can be written next, if the queue is not full, by the producer. CONS
indicates the index of the location that can be read next, if the queue is not empty. The indexes must always
increment and wrap to the bottom when they pass the top entry of the queue.

The queues use the mirrored circular buffer arrangement that allows all entries to be valid simultaneously (rather
than N-1 valid entries in other circular buffer schemes). Each index has a wrap flag, represented by the next
higher bit adjacent to the index value contained in PROD and CONS. This bit must toggle each time the index
wraps off the high end and back onto the low end of the buffer. It is the responsibility of the owner of each index,
producer or consumer, to toggle this bit when the owner updates the index after wrapping. It is intended that
software reads the register, increments or wraps the index (toggling wrap when required) and writes back both
wrap and index fields at the same time. This single update prevents inconsistency between index and wrap state.

o If the two indexes are equal and their wrap bits are equal, the queue is empty and nothing can be
consumed from it.

e If the two indexes are equal and their wrap bits are different, the queue is full and nothing can be
produced to it.

e If the two indexes differ or the wrap bits differ, the consumer consumes entries, incrementing the CONS
index until the queue is empty (both indices and wrap bits are equal).

Therefore, the wrap bits differentiate the cases of an empty buffer and a full buffer where otherwise both indexes
would indicate the same location in both full and empty cases.

On initialization, the queue indexes are written by the agent controlling the SMMU before enabling the queue.
The queue indexes must be initialized into one of the following consistent states:

e PROD.WR == CONS.RD and PROD.WR_WRAP == CONS.RD_WRAP, representing an empty queue.
o0 Note: ARM expects this to be the state on normal initialization.
¢ PROD.WR == CONS.RD and PROD.WR_WRAP != CONS.RD_WRAP, representing a full queue.
e PROD.WR > CONS.RD and PROD.WR_WRAP == CONS.RD_WRAP, representing a partially-full queue.
¢ PROD.WR < CONS.RD and PROD.WR_WRAP = CONS.RD_WRAP, representing a partially-full queue.
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The agent controlling the SMMU must not write queue indexes to any of the following inconsistent states whether
at initialization or after the queue is enabled:

¢ PROD.WR > CONS.RD and PROD.WR_WRAP != CONS.RD_WRAP
¢ PROD.WR < CONS.RD and PROD.WR_WRAP == CONS.RD_WRAP

If the queue indexes are written to an inconsistent state, one of the following CONSTRAINED UNPREDICTABLE
behaviors is permitted:

e The SMMU consumes, or produces as appropriate to the given queue, queue entries at UNKNOWN
locations in the queue.

e The SMMU does not consume, or produce as appropriate, queue entries while the queue indexes are in
an inconsistent state.

Each circular buffer is 2"-items in size, where 0 <n <19. An implementation might support fewer than 19 bits of
index. Each PROD and CONS register is 20 bits in size to accommodate the maximum 19-bit index plus the wrap
bit. The actual buffer size is determined by software, up to the discoverable SMMU implementation-defined limit.
The position of the wrap bit depends on the configured index size.

Note: For example, when a queue is configured with 128 entries it means:
e The queue indices are 7-bit.
e PROD.WR and CONS.RD fields are 7 bits large. The queue indexes are bits [6:0] of PROD and CONS.
e The wrap bit [7] of PROD and CONS registers. Bits [19:8] are ignored.

The lifecycle of a circular buffer is shown in Figure 11.
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Figure 11: Circular buffer/queue operation

When producing or consuming entries, software must only increment an index (except when an increment will
cause a wrap to the start). The index must never otherwise be moved backwards. The SMMU makes the same
guarantee, only incrementing or wrapping its index values.

There is one Command queue per implemented Security state. The SMMU commands are consumed in order
from this queue.

The Event queues receive asynchronous events such as faults recorded from device traffic or configuration errors
(which might be discovered only when device traffic causes the SMMU to traverse the structures). On the Non-
secure side, there is one global Event queue which receives events from all Non-secure streams and
configuration.
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When SMMU_S_IDR1.SECURE_IMPL == 1, there is also one Secure Event queue which receives events from all
Secure streams and configuration, see section 3.10.2.

All output queues are appended to sequentially.

3.5.2 Queue entry visibility semantics

Any producer (whether the SMMU or software) must ensure that if an update to the PROD index value is
observable by the consumer, all new queue entries are observable by the consumer. For output queues from the
SMMU (Event and PRI queues), the SMMU writes queue data to memory and, when that data becomes visible
with respect to the rest of the Shareability domain, the SMMU allows the updated PROD index value to be
observed. This is the first point that a new queue entry is visible to the consumer.

A consumer must not assume presence of a new valid entry in a queue through any mechanism other than having
first observed an updated PROD index that covers the entry position. If a consumer reads a queue entry beyond
the point indicated by the last read of the PROD index, the entry contains UNKNOWN data.

Note: Interrupt ordering rules also exist, see section 3.18. The SMMU makes queue updates observable through
the PROD index no later than at the point where it asserts the queue interrupt.

Note: Software must not assume a new queue item is present when an interrupt arrives, without first reading the
PROD index. If, for example, a prior interrupt handler consumed all events including those of a second batch
(with a second interrupt), the next interrupt handler invocation might find no new queue entries.

3.5.3 Event queue behavior

The SMMU might support configurable behavior on Translation-related faults, which enable a faulting transaction
to be stalled, pending later resolution, or terminated which immediately aborts the transaction. See section 3.12
for details on fault behavior.

Events are recorded into the Event queue in response to a configuration error or translation-related fault
associated with an incoming transaction. A sequence of faults or errors caused by incoming transactions could fill
the Event queue and cause it to overflow if the events are not consumed fast enough. Events resulting from
stalled faulting transactions are never discarded if the Event queue is full, but are recorded when entries are
consumed from the Event queue and space next becomes available. Other types of events are discarded if the
Event queue is full.

Note: ARM expects that the classes of events that might be discarded are generally used for debug.
Section 7.4 covers the exact queue behavior upon overflow.

ARM recommends that system software consumes entries from the Event queue in a timely manner to avoid
overflow during normal operation.

In all cases in this document, when it is stated that an event is recorded, the meaning is that the event is recorded
if room is available for a new entry in the Event queue and the queue is writable. A queue is writable if it is
enabled, has no global error flagged and would not otherwise overflow, see section 7.2. Events that are not
reported in response to a stalled transaction (for example where there is no Stall field, or Stall == 0) are permitted
to be discarded if they cannot be recorded. Stall events are generally not discarded and are recorded when the
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Event queue is next writable, see section 7.2 for details of exceptions to this rule. Software must consume events
from the queue to free up space, otherwise the pending stall events will not be recorded. Stall events are
otherwise no different to any other event. The queue is filled in the same circular order and such events do not
overwrite existing, unconsumed, events.

Where multiple pending events contend for a write to the Event queue, ARM recommends that an implementation
does not unfairly prioritize non-stall events above events with Stall == 1, if it is possible to do so. This helps avoid
the case of a steady stream of terminated transactions from a misbehaving device holding back the events of
stalled transactions for an indeterminate time.

If an event is generated in response to a transaction that is terminated, there is no requirement for the event to be
made visible in the Event queue before a transaction response is returned to the client. See CMD_SYNC, section
4.6.3, which enforces visibility of events relating to terminated transactions.

Note: This means that an event generated in response to a terminated transaction might be visible as an SMMU
event before the point that the transaction termination is reported at the client device.

3.5.4 Definition of event record write “Commit”
Generation of an event record can be abstracted into these steps:

1. A situation that triggers an event occurs, for example a translation fault.
An event record is assembled internally in the SMMU.
It is determined that it is possible to write a new queue entry.
The final event record is committed to be written to the Event queue entry.
The event record becomes visible in the Event queue:
a. The update to the record data location is visible to the required Shareability domain.
b. The PROD.WR index is updated to publish the new record to software. In terms of queue
semantics, the record is not visible (even if it has been written to memory) until the write index is
updated to cover the new entry.

oL

The commit point, 4, represents the conceptual point after which the event will definitely be written to the queue
and eventually become visible. Until commit, the event write might not happen (for example, if the queue is full
and software never consumes any entries, the event write will never commit).

An event write that has committed is guaranteed to become visible in the Event queue, if the subsequent write
does not experience an external abort, see section 7.2.

The write of a stall event record must not commit until the queue entry is deemed writable (the queue is enabled
and not full). If it is not writable, the stall record is buffered until the queue is next writable, unless one of the
exceptions in section 7.2 causes the record to be discarded.

3.5.5 Event merging

Implementations are permitted to merge some event records together. This might happen where multiple identical
events occurred, and can be used to reduce the volume of events recorded into the Event queue where individual
events do not supply additional useful information.
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Events can be merged where all of the following conditions are upheld:
e The event types and all fields are identical, except fields explicitly indicated in section 7.3.
o |If present, the Stall field is 0. Stall fault records are not merged, see section 3.12.2.

An implementation is not required to merge any events, but one that does is required to support the STE.MEV flag
to enable or inhibit merging of events relating to a given stream.

Note: For debugging purposes, merging of some events can be disabled on a per-stream basis using the
STE.MEV flag.

Software implementations (for example a virtual emulation of an SMMU) are not required to respect STE.MEV. A
hypervisor might cause events to continue to be merged after a guest requests merging to be disabled, for
example if it determines a misbehaving guest to be causing too many debug events.

See section 7.3.1 for details.

3.6 Structure and queue ownership

ARM expects that the Non-secure Stream table, Command queue, Event queue and PRI queue are controlled by
the most privileged Non-secure system software.

If present, ARM expects that the Secure Stream table, Secure Command queue and Secure Event queue are
controlled by Secure software. For example, these would be controlled by software in EL3 if a separation in
control between Secure EL1 and EL3 is required.

ARM expects that the stage 2 translation tables indicated by all STEs are controlled by a hypervisor.

The ownership of stage 1 CDs and translation tables depends on the configuration in use. If pointed to by a
Secure STE, they are controlled by Secure software (either EL3 or EL1). If pointed to by a Non-secure STE, the
context might be one of the following:

e Used by a bare-metal OS, which controls the descriptor and translation tables and is addressed by PA.

e Used internally by a hypervisor, which controls the descriptor and translation tables and is addressed by
PA.

e Used by a guest, in which case ARM expects that the CD and translation tables are controlled by the
guest, and addressed by IPA.

Note: ARM expects that the Non-secure Event queue is managed by the hypervisor, which forwards events into
guest VMs as appropriate. StreamIDs might be mapped from physical to virtual equivalents during this process.

In virtualized scenarios, ARM expects a hypervisor to:
e Convert guest STEs into physical SMMU STEs, controlling permissions and features as required.

Note: The physical StreamIDs might be hidden from the guest, which would be given virtual StreamIDs,
S0 a mapping between virtual and physical StreamIDs must be maintained.
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e Read and interpret commands from the guest Command queue. These might result in commands being
issued to the SMMU or invalidation of internal shadowed data structures.

e Consume new entries from the PRI and Event queues, mapping from host StreamIDs to guest, and
deliver appropriate entries to guest Event and PRI queues.

3.7 Programming registers

The SMMU registers occupy a set of contiguous 64K pages of system address space that contain mechanisms for
discovering capabilities and configuring pointers to in-memory structures and queues. After initialization, runtime
access to the registers is generally limited to maintenance of the Command, Event and PRI queue pointers and
interaction with the SMMU is performed using these in-memory queues.

Optional regions of IMPLEMENTATION DEFINED register space are supported in the memory map.

See section 6.1 for register definitions and layout.

3.8 Virtualization

Devices can be put under direct guest control with stage 2-only mappings, without requiring guest interaction with
the SMMU. To the guest OS, they appear as though the device is directly connected and might request DMA to
PAs (IPAs) directly.

The SMMU does not provide programming interfaces for use directly by virtual machines. ARM expects that,
where stage 1 facilities are required for use by a guest in virtualization scenarios, this is supported using
hypervisor emulation of a virtual SMMU, or a similar interface for use by a virtual machine.

Implementations might provide an IMPLEMENTATION DEFINED humber of extra hardware interfaces that are located
in an IMPLEMENTATION DEFINED manner but are otherwise compatible with the SMMUv3 programming interface.
Each interface might be mapped through to a guest VM for it to use directly, for example appearing as a stage 1-
only interface to the guest while the hypervisor interface appears as stage 2-only. The management of such an
implementation is beyond the scope of this document.

3.9 Support for PCI Express, PASIDs, PRI and ATS

A PCI RequesterID maps directly to the low-order bits of a StreamID, therefore maps to one STE, see section 3.2.
A PCle Function is then the minimum granularity that can be assigned to a VM. The PCle PASID prefix allows a
Function to be subdivided into parts, each of which is intended to be assigned to a different user space process at
stage 1. The prefix is optional. Transactions from one StreamID might be supplied with a SubstreamID or not, on
a per-transaction basis. Because the prefix just identifies a portion of a Function, the Function remains otherwise
indivisible and remains the granularity at which assignments to VMs are made. Therefore, in PCI terms:

e Stage 2 is associated with a RequesterID (identifying a Function). The Function is assigned to a VM.

e Stage 1 is associated with a (RequesterID, PASID) tuple. That is, the PASID differentiates between
different stage 1 translation contexts.

e The PASID identifies which of the parts or contexts of the Function are assigned to which process or
driver at stage 1.
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e If transactions from a Function are translated using stage 2 but stage 1 is unused and in bypass, there are
no stage 1 translation contexts to differentiate with a PASID. Supply of a PASID or SubstreamID to a
configuration without stage 1 translation causes the translation to fail. Such transactions are terminated
with an abort and C_BAD_SUBSTREAMID is recorded.

PASIDs can be up to 20 bits in size. PASIDs are optional, configurable, and of a size determined by the minimum
of the endpoint, system software, PCle Root Complex and the individually-supported substream width of the
SMMU.

The SMMU is not required to report an error in the case where an endpoint and Root Complex emit a PASID with
a value greater than can be expressed in the SubstreamID width supported by the SMMU. In this scenario, the
PASID might be truncated to the SubstreamID size on arrival at the SMMU.

In order to minimize PCle-specific terms, a RequesterID is referred to using a StreamlID (to which the RequesterID
maps in a hardware-specific manner). Inthe SMMU, a PASID is referred to as a SubstreamID. Even when a
client device supports SubstreamIDs, it is not mandatory to supply a SubstreamID with all transactions from that
device. PCle permits a PASID to be supplied, or not, on a per-transaction basis. Therefore, where a
SubstreamlID is input to the SMMU, a validity flag is also provided and this is asserted when a PASID is present.

The PASID tag provides additional permission attributes on top of the standard PCle read/write attribute. The tag
can express an Execute and Privileged state that correspond to the SMMU INST and PRIV attributes. A PCle
transaction without a PASID is considered Data, unprivileged. The mapping between PCle and SMMU
permissions is described in section 13.7.

3.9.1 ATS Interface

An optional extra hardware interface might be provided by an SMMU implementation to support PCle ATS [3] and
PRI. This interface conveys translation and paging requests and responses to and from the PCle Root Complex,
which bridges requests and responses into the PCle domain.

Whether the SMMU implements ATS can be discovered from SMMU_IDRO.ATS. If ATS is implemented, whether
the SMMU also implements PRI can be discovered from SMMU_IDRO.PRI. This support determines the behavior
of SMMU-local configuration and commands but does not guarantee that the rest of the system, and all clients of
an SMMU, also support ATS and PRI. The ATS and PRI capabilities of dependent PCle Root Complexes and
endpoints thereof are discovered through other means.

PCle ATS has the following properties:

e Note: ATS aims to improve the performance of a system using an SMMU, known as a Translation Agent
in PCle terminology, by caching translations within the endpoint or requester. This can remove contention
on a shared TLB, or reduce latency by helping the device to request translation ahead of time.

e The remote endpoint Address Translation Cache (ATC, which is equivalent to a TLB) is filled on-demand
by making a Translation Request to the Root Complex which forwards it to the SMMU. If the translation
exists and permission checks pass, a Translation Completion response is given with a Physical Address
and the ATC caches this response.

e The return of a translated, physical address to an endpoint grants the endpoint permission to access the
physical address. The endpoint can now make direct access to PAs, which it does by tagging outgoing
traffic as Translated. The Root Complex is expected to provide this tag to the SMMU. The SMMU might
then allow such transactions to bypass translation and progress directly into the system.
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If a Translation Request would result in a fault or error, a negative response is returned and the endpoint
is not able to access the address using ATS. This denial might be fatal to the endpoint, reported in a
device-specific manner, or when PRI is used, initiate a page-in request.

e Page access permission checking is performed at the time of the Translation Request, and takes the form
of a request for permission to read or to read/write (and, optionally, to execute). The response grants the
device access to read or to read/write (and, optionally, to execute) as specified in [3]. The response
returns the permissions that are available, which might consist of a subset of the requested permissions.

Note: For example, a request to read and write a page might succeed, but only permission to read might
be granted. The endpoint does not write pages it has not been granted write access to.

e ATS translation failures are reported to the endpoint, which might make an error software-visible, but the
SMMU does not record fault events for ATS translation failures.

¢ Invalidation of the ATC translations is required whenever a translation changes in the SMMU. This is
done in software. Broadcast invalidation operations might affect the internal translation caches of the
SMMU, but these operations are not forwarded into the PCle domain.

o Note: An ARM broadcast TLB invalidation provides an address, ASID and VMID. The SMMU
does not map this information back to the RequesterID of an endpoint in hardware.

o Note: When CD.TBIO or CD.TBI1 are used to enable use of tagged pointers with an endpoint that
uses ATS, system software must assume that a given virtual address has been cached by the
endpoint's ATC with any value of address bits [63:56]. This means that invalidation of a given
virtual address VA[55:12] requires either 256 ATC invalidation operations to invalidate all possible
aliases that the ATC might have cached, or an ATC invalidate-all operation.

e ATC invalidation is performed using SMMU commands which the SMMU forwards to the Root Complex.
The invalidation responses are collected, and the SMMU maintains the ordering semantics upheld by the
Root Complex in which a transaction that might be affected by an ATC invalidate must be visible before
the ATC invalidation completes.

e ATS must be disabled at all endpoints before SMMU translation is disabled by clearing
SMMU_CR0.SMMUEN.

e An ATS Translation Request might be fulfilled using SMMU TLB entries, or cause SMMU TLB entries to
be inserted. Therefore, after a change of translation configuration, an ATC invalidate must be preceded
by SMMU TLB invalidation. Software must ensure that the SMMU TLB invalidation is complete before
initiating the ATC invalidation.

Note: This order ensures that an ATS Translation Request performed after an ATC invalidate
cannot observe stale cached translations.

e ATS and PRI are not supported from Secure streams.
In Secure STEs, the EATS field is RESO.
CMD_ATC_INV and CMD_PRI_RESP are not able to target Secure StreamIDs.

The SMMU terminates any incoming traffic marked Translated on a Secure StreamID, aborting
the transaction and recording F_ TRANSL_FORBIDDEN.

o Ifitis possible for an implementation to receive an ATS Translation Request from a Secure
StreamlD, the request is aborted with a UR response and F_BAD_ATS_ TREQ is recorded into
the Secure Event queue. The check for a secure ATS Translation Request takes place prior to
checking of StreamlID or configuration lookup.

e Support for CMD_ATC_INV and CMD_PRI_RESP on the Secure Command queue is optional and is
indicated by SMMU_S_IDR3.SAMS.

e The Smallest Translation Unit, (STU, as programmed into the ATS Control Register of the Endpoint) is
defined as the smallest granule that the SMMU implements, as discovered from SMMU_IDRS5. Software
must program the same STU size for all devices serviced by an SMMU, and must not assume all SMMUs
in the system are identical in this respect.

Page 50 of 427 Copyright © 2016-2017 ARM or its affiliates. All rights reserved. ARM I[HI 0070B
Non-Confidential



The Page Request Interface (PRI) adds the ability for PCle functions to target DMA at unpinned dynamically-
paged memory. PRI depends on ATS, but ATS does not mandate PRI. Like ATS, PRI can be enabled on a per-
function basis. When enabled:

e If an ATS request fails with a not-present result, the endpoint issues a PRI page request to ask software
to make the requested pages resident.

e Software receives these PRI Page Requests (PPRs) on the PRI queue and issues a positive PRI
response command to the SMMU after making pages present. If a requested address is unavailable, a
programming failure has caused the device to request an illegal address, and software must issue a
negative PRI response command.

e The net effect is that a hypervisor or OS can use unpinned, dynamically-paged memory for DMA.

e The PRI queue is of a fixed size and PPRs must not be lost. To ensure this, page request credits are
issued by the most privileged system software (that which controls the PRI queue) to each PCle endpoint
using the PRI capability in its configuration space.

e Ifaguestis allowed to use PRI, it enables PRI (through the configuration space) and sets up its own PRI
gueue. The hypervisor needs to proxy PPRs from the host PRI queue to the guest PRI queue. However,
the total system number of PRI queue entries is limited by the PRI queue size of the hypervisor.

e The PRI queue size is limited up to a per-SMMU maximum, indicated by SMMU_IDR1.PRIQS. ARM
expects that where PRI is used with virtualization then each guest discovers how many PRI queue entries
its emulated SMMU supports. The host allocates N from its allocation of L, and ensures that the guest
gives out a maximum of N credits (using configuration space) to devices controlled by the guest. L is the
total number of PRI queue entries in the PRI queue of the host and is the maximum number of credits
actually given out to devices.

o |If the PRI queue becomes full because of erroneous behavior in a client device, the SMMU and Root
Complex will respond to further incoming Page Request messages by returning a successful PRG
response. This will not fatally terminate device traffic and a device will simply try ATS, fail, and try PRI
again. ARM expects that a system employing this technique would remain functional and free-flowing, if
requests were consumed from the PRI queue and space for new requests created, see section 8.1.

Note: ATS operation enables an endpoint to issue Translated requests that bypass the SMMU in some
configurations. In these cases use of ATS could be a security issue, particularly when considering untrusted,
subverted or non-compliant ATS devices. For example, a custom FPGA-based device might mark requests as
Translated despite the ATS protocol and translation tables not having granted access.

SMMU_CRO0.ATSCHK controls whether the SMMU allows Translated traffic to bypass with no further checks. If
configured as requiring further checks, Translated requests from an endpoint are controlled by the associated
STE.EATS field, which provides a per-device control of whether ATS traffic is allowed. When allowed, Translated
requests are accepted, otherwise, an abort is reported and a F_TRANSL_FORBIDDEN event recorded.

Note: An implementation might perform this traffic interception and checking in a manner that is much quicker
than performing full translation, thereby retaining a performance advantage of using ATS while achieving greater
safety than permitting all ATS traffic.

STE.EATS also allows a mode in which ATS responses are returned with IPAs, the output from the stage 1 of a
stage 1 and stage 2 configuration, so that later Translated requests from the endpoint are considered IPAs and
further translated by the SMMU using the stage 2 configuration of the stream. This allows ATS to be used (for
example with PRI) while maintaining stage 2 isolation. This mode is optional in an implementation, and support is
discovered through SMMU_IDRO.NS1ATS. When implemented, this mode can only be used when
SMMU_CRO0.ATSCHK forces traffic not to bypass the SMMU, as stage 2 translation needs to be applied.
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Note: When ATS is used with nested stage 1 and stage 2 translation, any modification to stage 1 or stage 2
requires an invalidation of ATC entries, which cache information derived from both stages. This also applies to
the EATS == 0b10 Split-stage ATS case.

When Translated transactions bypass the SMMU, an incoming address greater than the output address size
(OAS) has one of the following CONSTRAINED UNPREDICTABLE behaviors:

e The incoming address is truncated to the OAS. The SMMU does not provide address size error-checking
on Translated transactions.

e The transaction is terminated with an abort. No event is recorded.

Note: This situation would not normally arise outside of incorrect ATC invalidation when transitioning between
Split-stage ATS mode and regular ATS mode.

ARM expects that a typical implementation connects an SMMU to a PCle Root Complex so that incoming
StreamIDs are generated directly from PCle RequesterIDs. The ATS Interface requires a simple transformation
between RequesterID and StreamID, so that StreamID[15:0] == RequesterID[15:0]. Where multiple Root
Complexes are connected to one SMMU, the upper bits of StreamID, StreamID[N:16], correspond to the Root
Complex supporting a given endpoint.

ARM expects that most highly-integrated non-PCle devices requiring translation and paging facilities will use
implementation-specific distributed SMMU TLB facilities, rather than using ATS and PRI. Using SMMU facilities
allows such devices to participate in broadcast TLB invalidation and use the Stall fault model.

If the translation requested by an ATS request is valid and HTTU is enabled, the SMMU must update Translation
Table Dirty/Access flags on receipt of the ATS translation request, see 3.13 below An ATS request is either for a
read-only translation (in which case the NW flag of the request is set) so only the Access flag is updated, or for a
read-write translation (in which case the NW flag of the request is clear) for which both the Access flag and the
Dirty state of the page are updated.

Note: Because the intention is for the actual traffic to bypass the SMMU, the ATS request is the only opportunity
the SMMU will have to note the access in the flags.

A PASID tag can also be applied to an ATS Translation Request to select translation under a specific
SubstreamID. A PASID-tagged ATS TR requests that the endpoint be granted access to a given address,
according to the Execute and Privileged attributes of the PASID in addition to the existing NW write intention.

When the SMMU returns an ATS Translation Completion for a request that had a PASID, the Global bit of the
Translation Completion Data Entry must be zero.

Note: The SMMU differentiates translation contexts intended to be shared with the PE from those not shared,
using the CD.ASET mechanism. Whether a global translation matches is also a function of ASET. However, no
mechanism exists to indicate that all possible global translations (from all contexts used by an endpoint) share an
identical address space layout so that global translations can be used. The ATS Global flag must be cleared
because a non-shared context must not match global translations from a shared context (and vice versa).

Note: ARM expects that general-purpose software will require HTTU for use with PRI. See section 3.13.6 for
more information on flag updates with ATS.

Note: PRI requires ATS to be implemented, but ATS does not require PRI to be implemented.
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Note: An SMMU that does not support HTTU can support paged DMA mappings for non-PCI devices using the
Stall fault model, see section 3.12. PCle cannot be used with the Stall fault model, so a requirement for paged
DMA with PCle implies a requirement for PRI, which implies a requirement for HTTU.

Transactions that make use of ATS might differ from ordinary PCle non-ATS transactions in several ways:

e Translation Requests that do not successfully translate, including those that would ordinarily have CD.A
== 0 RAZ/WI behavior, cause an error in the endpoint (recorded in an endpoint-defined manner) or a PRI
request, instead of an error or fault being recorded using the SMMU Event queue.

e Changes to translations require use of CMD_ATC_INV in addition to SMMU TLB invalidation.

e ATS Translated transactions might not represent Instruction/Data and/or Privileged/User marking on the
interconnect to memory in the same way as Untranslated transactions.

e Pages with execute-only and no read, writable executable permissions cannot be represented, and are
inaccessible when using ATS, see section 13.7.

3.9.1.1 Responses to ATS Translation Requests and Translated transactions

A Translation Request made from a StreamID for which ATS is explicitly or implicitly disabled (because of
SMMU_CRO0.SMMUEN == 0, or the effective EATS == 0b00 including where this is because of a Secure STE, or
STE.Config == 0b000) results in an ATS Translation Completion with Unsupported Request (UR) status.

Configuration or scenario For an ATS Translation Request, leads to

SMMUEN == Terminated with UR status and F_BAD_ATS_TREQ generated
Using a Secure StreamID Terminated with UR status and F_BAD_ATS_TREQ generated
STE.Config == 0b000 Terminated with UR status

STE.Config == 0b100 Terminated with UR status and F_BAD_ATS_TREQ generated
Effective STE.EATS == 0b00 (Note: Terminated with UR status and F_BAD_ATS_TREQ is generated
Includes EATS == 0b10 when ATSCHK

==0)

A Translation Request that encounters an Address Size, Access or Translation fault arising from the translation
process for a page, at either stage, results in an ATS Translation Completion with Success status and R == W ==
0 in the Completion Data Entry for that page and no fault is recorded in the SMMU. If the R == W ==

Translation Completion Data Entry is the first or only entry in the Translation Completion, its translation size is
equal to the STU size. A Permission fault can also lead to this response, but other cases that would cause a
Permission fault for an ordinary transaction might result in some, but not all, permissions being granted to the
endpoint. See 13.7 for information on permission calculation for ATS.

Consistent with ARMV8-A, in a two-stage translation, the IPA to PA translation of the output address of a stage 1
table, block, or page descriptor is not architecturally performed unless the descriptor is valid and no fault would
arise from the descriptor. This behavior applies to a two-stage translation that is performed for an ATS
Translation Request, which means that translation stops if stage 1 leads to an Address Size, Access, or
Translation fault, or evaluates to a Translation Completion that grants no permissions. If the final IPA for stage 1
is valid, but does not provide any access permissions, the IPA is not translated at stage 2, and no error responses
from stage 2 are visible.
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Note: The case of Split-stage ATS is included, because permissions are determined from both stages. For more
information, see section 13.6.3.

A Translation Request that encounters any configuration error (for example ILLEGAL structure contents, or
external abort on structure fetch) results in an ATS Translation Completion with Completer Abort (CA) status:

If an ordinary transaction were to ...an ATS Translation Request with the same properties leads
trigger a... to:

C_BAD_STREAMID Terminate with CA status

F_STE_FETCH

C_BAD_STE

F_CFG_CONFLICT
F_TLB_CONFLICT

C_BAD_SUBSTREAMID
F_STREAM_DISABLED

F_WALK_EABT

F CD_FETCH

C_BAD_CD

F_ADDR_SIZE Success: R == W == 0 (access denied)

F_ACCESS This includes stage 2 faults for a CD fetch or stage 1 translation
F_TRANSLATION table walk.

F _PERMISSION Success. R, W and Exe permission is granted, where requested,

from available translation table permissions. In the extreme case,
a translation with no access permission gives R == W ==

Where F_PERMISSION arises at stage 2 for a CD fetch or stage
1 translation table walk, the response of Success and R == W ==
0 is given.

Translated transactions generally pass through the SMMU unless the Non-secure SMMUEN is disabled, a Secure
stream is used, or if ATSCHK == 1 and therefore additional configuration checks are performed.

Configuration/scenario For a Translated Transaction, leads to:

SMMUEN == F_TRANSL_FORBIDDEN and aborted

Using a Secure StreamID F TRANSL_FORBIDDEN and aborted

STE.Config == 0b000 If ATSCHK == | Aborted

STE.Config == 0b100 ! F_TRANSL_FORBIDDEN and aborted

Effective STE.EATS == F_TRANSL_FORBIDDEN and aborted

0b00O
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If an ordinary transaction were to trigger a... ...a Translated transaction with the same properties

is:
F UUT Aborted
C_BAD_STREAMID If ATSCHK == 1, aborted.
F_STE_FETCH
C BAD_STE Note: If ATSCHK == 0, the SMMU does not check
E CEG CONFLICT configuration for Translated transactions, so does not

detect these conditions.

If a Translated transaction experiences a second stage 2 translation because of an STE.EATS == 0b10
configuration, the transaction is terminated with an abort the same way as any ordinary transaction when a fault
occurs during stage 2 translation (F_ WALK_EABT, F_TLB_CONFLICT, F_ADDR_SIZE, F_ACCESS,
F_TRANSLATION, F_PERMISSION).

Note: Since a Translated transaction does not have a PASID, it is presented to the SMMU with PnU == 0, InD ==
0 and SSV == 0. A resulting fault is reported as Stage 2, with the input address as given by the Translated
transaction.

If STE.S1DSS causes a stage 1 skip, and STE.Config == 0b101 (stage 1-only), the response is Success, U == 0,

W == 1, identity-mapping (see 13.6).

3.9.1.2 ATC invalidation timeout

A CMD_ATC_INV causes an ATS Invalidate Request to be sent to an endpoint and, in the case that a response is
not received within the timeout period specified by ATS, ARM strongly recommends the following behavior:

The Root Complex isolates the endpoint in a PCl-specific manner, if it is possible to do so.

A CMD_SYNC that waits for completion of one or more prior CMD_ATC_INV operations causes a
CERROR_ATC_INV_SYNC command error if any of the CMD_ATC_INV operations have not
successfully completed. See 7.1.

o Note: Command processing stops and this situation is differentiated from a normal completion of
a CMD_SYNC, which avoids the potential re-use and corruption of a page that has been
unmapped but whose translation was incorrectly invalidated.

If it is not possible for an implementation to cause CERROR_ATC_INV_SYNC for a CMD_SYNC that
waits for the completion of failed CMD_ATC_INV operations, ARM recommends that the CMD_SYNC
does not complete.

0 Note: This scenario is not recoverable but prevents the invalidation from appearing to have
completed, leading to potential data corruption (the error is contained and propagation is
avoided).

In the event of a failed CMD_ATC_INV, ARM strongly recommends that a related CMD_SYNC does not
complete without raising a command error. An IMPLEMENTATION DEFINED error mechanism asynchronous
to the completion of the CMD_SYNC must record information of the failure.

o0 Note: A completion of a CMD_SYNC without completing an invalidation might lead to corruption
of a page that is subsequently re-used by different mappings.
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3.9.1.3 ATC invalidation errors

A CMD_ATC_INV that generates an ATS Invalidate Request that causes a UR response from an endpoint
completes without error in the SMMU. An invalidation might not have been performed in response to the
command.

Note: A UR response to an invalidation can occur in several circumstances as specified by [3], including where
an invalidation is sent with an out-of-range PASID value.

3.9.2 Changing ATS configuration

The ATS behavior of an endpoint is dependent on the STE.EATS field that is associated with the endpoint and on
SMMU_CRO.ATSCHK. In addition to enabling extra checks on Translated transactions, ATSCHK changes the
interpretation of the EATS == 0b10 encoding, and because ATSCHK is permitted to be cached in configuration
caches, this means that a change to ATSCHK must be followed by invalidation of any STEs that are required to
heed the new value.

Note: The EATS encodings of Ob0O1 and 0b10 will respond to Translation Requests and interpret Translated
transactions using different address spaces. A direct transition between these encodings might cause IPAs to be
interpreted as PAs or vice-versa, which might lead to data corruption.

To enable ATS on an existing valid STE with EATS == 0b00:

1. EATS s set to Ob01 or Ob10 and caches of the STE are invalidated (including CMD_SYNC to ensure
completion of the invalidation)
2. ATS is enabled at the endpoint.

To disable ATS on an existing STE with EATS != 0b00:

1. ATS must be disabled at the endpoint, the ATCs invalidated, and CMD_SYNC used to ensure visibility of
prior transactions using ATS that are in progress.

2. EATS is then set to 0b0O0.

3. Caches of the STE are then invalidated.

EATS must not be transitioned between Ob01 and 0b10 (in either direction) without first disabling ATS with the
procedure described in this section, transitioning through EATS == 0b00.

EATS == 0b10 is valid only when SMMU_CRO.ATSCHK == 1. ATSCHK must not be cleared while STE
configurations (and the possibility of caches thereof) exist with EATS == 0b10. Before clearing ATSCHK, all STE
configurations with EATS == 0b10 must be re-configured to use EATS == 0b00 or EATS == 0b01, using the
procedures described in this section.

Note: This ensures that Translated traffic using IPA addressing (originating from Translation Requests handled by
a stage 1-only EATS == 0b10 configuration) does not encounter an SMMU with ATSCHK == 0, which would pass
the traffic into the system with a PA.
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Although ATSCHK == 0 causes EATS == 0b10 to be interpreted as 0b00 (ATS disabled), ATSCHK must not be
used as a global ATS disable.

To set ATSCHK to 1:
1. Set SMMU_CRO.ATSCHK == 1 and wait for Update procedure to complete.
2. STEs (pre)fetched after this point will interpret STE.EATS according to the new ATSCHK value.
3. Unexpected Translated traffic that is associated with an STE with EATS == 0b00 will now be terminated.
4. ATS can be enabled on an STE as described here:

a. Note: The STE update procedure invalidates the STE, which will invalidate any old ATSCHK
value cached with it.

To clear ATSCHK to O:

1. Ensure that the ATS is disabled for all STEs that were using EATS == 0b10, flushing ATCs and
transitioning through EATS == 0b0O.

a. Note: After this point, there will be no relevant caches of ATSCHK.
Set SMMU_CRO0.ATSCHK == 0 and wait for the Update procedure to complete.
STEs (pre)fetched after this point will interpret STE.EATS according to the new ATSCHK value.
Translated traffic now bypasses the SMMU without additional checks.
Split-stage ATS cannot be enabled on an STE, meaning EATS == 0b10 must not be used.

a bk~ wnN

Referring to section 13.6.3 and 13.6.4, it is possible to configure ATS for a stream where only requests made from
substreams (PASIDs) return actual translations, and non-substream Translation Requests return an identity-
mapped response that might be cached at the endpoint. Substream configuration (STE.S1DSS and
STE.S1CDMax) therefore affects the contents of ATS Translation Completion responses and any change of this
configuration must also invalidate endpoint ATCs.

3.10 Support for two Security states

The ARM architecture provides support for two Security states, each with an associated physical memory address
space:

e Secure state (NS == 0).
e Non-secure state (NS == 1).

SMMU_S_IDR1.SECURE_IMPL indicates whether an SMMU has been configured to support the ARM Security
model.

When SMMU_S_IDR1.SECURE_IMPL == 0:
e The SMMU supports only a single Security state, the Non-secure state.
e SMMU_S *registers are RAZ/WI to all accesses.
e The SMMU can only generate Non-secure (NS == 1) transactions to the memory system.
e Support for stage 1 translation is OPTIONAL.

When SMMU_S_IDR1.SECURE_IMPL == 1:
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e The SMMU supports two Security states, Secure state and Non-secure state.

e SMMU_S_*registers configure a Secure Command queue, Secure Event queue and a Secure Stream
table.

e The SMMU supports stage 1 translation.

e The SMMU can generate both Secure (NS == 0) and Non-secure (NS == 1) transactions to the memory
system, where permitted by SMMU configuration.

With the exception of SMMU_S_INIT, SMMU_S_* registers are Secure access only, and RAZ/WI to Non-secure
accesses.

Note: ARM does not expect a single software driver to be responsible for programming both the Secure and Non-
secure interface. However, the two programming interfaces are intentionally similar.

When a stream is identified as being under Secure control by the Secure State Determination process, see 3.10.1
below, its configuration is taken from the Secure Stream table or from the global bypass attributes that are
determined by SMMU_S_GBPA. Otherwise, its configuration is taken from the Non-secure Stream table or from
the global bypass attributes that are determined by SMMU_GBPA. The Secure programming interface and Non-
secure programming interface have separate global SMMUEN translation-enable controls that determine whether
bypass occurs. See section 3.10.1 below for more information about the Secure State Determination process.

A transaction that belongs to a Stream that is under Secure control can generate Secure (NS == 0) and Non-
secure (NS == 1) transactions to the memory system. A transaction that belongs to a Stream that is under Non-
secure control can only generate Non-secure (NS == 1) transactions to the memory system.

3.10.1 Secure State Determination (SSD)

Secure State Determination (SSD) determines whether a given transaction stream is under the control of the
Secure or the Non-secure programming interface.

The association between a device and the Secure or Non-secure programming interface is a system-defined
property.

When SMMU_S_IDR1.SECURE_IMPL == 1, incoming transactions have a StreamID and a SEC_SID flag:
e When SEC_SID == 1, the stream is a Secure stream, and indexes into the Secure Stream table.
e When SEC_SID == 0, the stream is a Non-secure stream, and indexes into the Non-secure Stream table.

The system contains two StreamID namespaces, one for Non-secure StreamIDs and one for Secure StreamIDs.
As indicated in this section, the assignment of a client device to either a Secure StreamID or a Non-secure
StreamID, and moving StreamID namespaces, is system-defined.

In this document, the terms Secure StreamID and Secure stream refer to a stream that is associated with the
Secure programming interface, as determined by the SSD. The terms Non-secure StreamID and Non-secure
stream refer to a stream that is associated with the Non-secure programming interface, as determined by the
SSD.

Note: Whether a stream is under Secure control or not is a different property to the NS attribute of a transaction if
a stream is Secure, it means that it is controlled by Secure software through the Secure Stream table. Whether a
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transaction on that stream results in a transaction with NS == 0 depends on the translation table attributes of the
configured translation, or, for bypass, the incoming NS attribute.

3.10.2 Secure commands, events and configuration

In this document, the term Event queue and the term Command queue refer to the queue that is appropriate to
the Security state of the relevant stream. Similarly, the term Stream table and Stream table entry (STE) refer to
the table or table entry that is appropriate to the Security state of the stream as indicated by SSD.

For instance:
e An event that originates from a Secure StreamID is written to the Secure Event queue.
¢ An event that originates from a Non-secure StreamID is written to the Non-secure Event queue.

e Commands that are issued on the Non-secure Command queue only affect streams that are configured
as Non-secure.

e Some commands that are issued on the Secure Command queue can affect any stream or data in the
system.

e The stream configuration for a Non-secure StreamID X is taken from the X" entry in the Non-secure
Stream table.

e Stream configuration for a Secure StreamID Y is taken from the Y" entry in the Secure Stream table.

The Non-secure programming interface of an SMMU with SMMU_S _IDR1.SECURE_IMPL == 1 is identical to the
interface of an SMMU with SMMU_S_IDR1.SECURE_IMPL == 0.

Note: To simplify descriptions of commands and programming, this document refers to the Non-secure
programming interface registers, Stream table, Command queue and Event queue even when
SMMU_S_IDR1.SECURE_IMPL == 0.

The register names associated with the Non-secure programming interface are of the form SMMU_x. The register
names associated with the Secure programming interface are of the form SMMU_S_x. In this document, where
reference is made to a register but the description applies equally to the Secure or Non-secure version, the
register name is given as SMMU_(S_)x. Where an association exists between multiple Non-secure, or multiple
Secure registers and reference is made using the SMMU_(S_)x syntax, the registers all relate to the same
Security state unless otherwise specified.

The two programming interfaces operate independently as though two logical and separate SMMUSs are present,
with the exception that some commands issued on the Secure Command queue and some Secure registers might
affect Non-secure state, as indicated in this document. This independence means that:

e The Command and Event queues that are associated with a programming interface operate
independently of the Command and Event queues that are associated with the other programming
interface. The operation of one does not affect the other programming interface, for example when:

0 The queues are full.
0 The queues overflow.

0 The queues experience an error condition, for example a Command queue that stops processing
because of a command error, or an abort on queue access.

e Translation through each programming interface can be separately enabled and disabled using the
SMMUEN field that is associated with the particular programming interface. This means that one
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interface might bypass transactions in which case the behavior is governed by the respective
SMMU_(S_)GBPA and the other programming interface might translate transactions.

e Error conditions in SMMU_(S_)GERROR apply only to the programming interface with which the register
is associated.

e Each interface has its own ATOS interface, where ATOS is implemented.

e Interrupts are configured and enabled separately for the Secure and Non-secure programming interface
interrupt sources.

When SMMU_S_IDR1.SECURE_IMPL == 1, ARM expects that the SMMU will be hosted by a PE implementing
two Security states. The host PE might:

e Implement ARMv7-A.
e Implement ARMv8-A, with EL3 using AArch64 state.
e Implement ARMv8-A, with EL3 using AArch32 state.

StreamWorld differentiates the Secure EL1 translation regime from the EL3 translation regime, allowing TLB
entries to be maintained separately for each of these two translation regimes. Secure EL1 TLB entries might be
tagged with an ASID, whereas EL3 TLB entries are not. In this case, ARM expects that the Secure SMMU
interface is either:

e Managed by Secure EL1, with no SMMU usage by EL3.

e Managed by EL3 with any EL1 usage brokered to EL3 using a software interface, which is outside the
scope of this document.

ARM recommends that Secure EL1 and EL3 do not attempt to both access the Secure Command queue. ARM
further recommends that Secure EL1 does not configure streams to cause TLB entries to be marked as EL3.

When the SMMU is controlled by a PE that implements ARMv8-A and uses AArch32 in EL3 or a PE that
implements ARMv7-A, there is only one privileged Secure translation regime. No separation is made between
Secure OS and Secure monitor TLB entries. When used with this type of system, ARM recommends that the
StreamWorld is configured so that TLB entries that are associated with this Secure translation regime are ASID-
tagged. In this case, ARM recommends that StreamWorld is not configured to insert EL3 TLB entries, because
broadcast TLB invalidation from the PE would not be able to affect these TLB entries. For more information, see
section 3.17.

A client device that is SSD Secure provides an attribute called NSPROT that indicates whether an access is
intended to be Secure or Non-secure. A Secure STE might override the NSPROT attribute of a stream.

In bypass configurations of a Secure stream, overriding the NSPROT attribute allows a client device to issue
Secure accesses even if the device is not able to control its NSPROT attribute. If the NSPROT attribute is not
overridden, the client device can control whether it makes Secure or Non-secure accesses.

When a Secure STE is configured for stage 1 translation, the stage 1 translation table descriptor (in conjunction
with intermediate NSTable bits) determines the output NS attribute if the TTD is fetched from Secure memory, in
the same way as in a PE and in the SMMUv2 architecture. See section 13.

A Non-secure STE does not override NSPROT, which is treated as 1 (Non-secure) for all transactions belonging

to a Non-secure stream.
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Access to the Secure Stream table, CDs and L1CDs located through Secure STEs, the Secure Event queue and
the Secure Command queue are made with NS == 0.

Some SMMU commands take a StreamID parameter. When issued from the Secure Command queue, an
additional parameter that is equivalent to SEC_SID indicates whether the command interprets the StreamID as
Secure or Non-secure.

The SMMU_S_CRQO.SIF flag provides a mechanism to terminate transactions from a Secure stream when they
are marked as an instruction fetch and are assigned an NS attribute of Non-secure.

3.11 Reset, Enable and initialization

The SMMU can reset to a disabled state in which traffic bypasses the SMMU without translation or checking of
any kind. The SMMU appears transparent to transactions from client devices, which are given attributes
according to the disabled bypass configuration (see section 13). The SMMU can also optionally reset to a
disabled state that aborts all transactions for a Security state. This behavior is controlled by the reset state of
SMMU_GBPA.ABORT or SMMU_S_GBPA.ABORT.

Note: When an SMMU resets to a bypass configuration, it enables client devices that are connected to an SMMU
to be used by legacy system software that lacks awareness of the SMMU.

Translation of Non-secure Streams is enabled using SMMU_CR0.SMMUEN. When
SMMU_S_IDR1.SECURE_IMPL == 1, the Secure programming interface also contains an enable flag,
SMMU_S_CRO0.SMMUEN, which controls translation of Secure streams.

When translation is not enabled for a Security state, an SMMU:
e When SMMU_(S )GBPA.ABORT == 1, aborts all transactions:

e When SMMU_(S_)GBPA.ABORT == 0, applies attributes to a transaction as determined by
SMMU_(A)GBPA or SMMU_S (A)GBPA. See section 13.2.

e Never accesses the Stream table so SMMU_(S )STRTAB_* register content is ignored.

e Denies PRI Page Requests as though SMMU_CRO0.PRIQEN == 0, regardless of the value of
SMMU_CRO.PRIQEN. See section 8.

e Does not perform ATOS operations. See 6.3.37.
e Does not perform ATS translations. See 3.9.1.1.
e Allows registers to be accessed and updated in the normal manner.

e Can process commands after the relevant queue pointers are initialized and SMMU_(S_)CR0.CMDQEN
is enabled.

e Does not record new translation events. However, if SMMU_(S_)CRO.EVENTQEN is enabled and the
gueue pointers are set up, the SMMU might continue to write out buffered events that were generated by
earlier translations from when translation was still enabled.

See section 6.3.9.6 for a full description of the operation of, and the effect of changes to, the SMMUEN flag.

The SMMU_(S_)STRTAB_BASE register and the SMMU_(S_)CR1 table attributes must be configured before
enabling an SMMU interface using SMMU_(S_)CRO0.SMMUEN.

Note: This avoids the possibility of incoming traffic attempting a lookup through uninitialized configuration
structure pointers.
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When translation is disabled for a Security state, transactions on streams that are associated with that Security
state are not translated, and take attributes from the appropriate Global Bypass Attribute registers,
SMMU_(A)GBPA or SMMU_S_(A)GBPA.

When translation is enabled for a Security state, transactions on streams that are associated with that Security
state follow the SMMU translation flow determined by the appropriate Stream table entry.

SMMU_CRO0.SMMUEN  SMMU_S_CR0.SMMUEN

0 Unimplemented All traffic bypasses SMMU/aborts (as determined by
SMMU_GBPA.ABORT).

Always outputs NS == 1.

1 Unimplemented Traffic follows the SMMU translation flow.
Always outputs NS == 1.

0 0 Secure and Non-secure streams are controlled by
SMMU_(S_)(A)GBPA. SSD determines the Security
state of a given stream. Bypass/abort configuration
and attributes, including NS, are provided by the
Global Bypass Attribute register (GBPA) appropriate
to the Security state.

0 1 SSD determines the Security state:
e Secure traffic follows SMMU translation flow

e Non-secure traffic bypasses the SMMU
(attributes taken SMMU_GBPA), or aborts

1 0 SSD determines Security state:

e Secure traffic bypasses the SMMU (attributes
taken from SMMU_S_GBPA), or aborts

e Non-secure traffic follows the SMMU
translation flow

1 1 SSD determines the Security state, follows usual
SMMU translation flow.

The state of the caches and TLBs at reset is implementation specific.

To avoid UNPREDICTABLE behavior, software must perform the following steps before enabling translation:
e Invalidate all configuration and TLB caches
e When SMMU_S IDR1.SECURE_IMPL == 1, ensure Secure software fully invalidates any Secure cached
configuration or TLB entries in the SMMU through the Secure programming interface before handover to
Non-secure software.

The SMMU is not required to invalidate cached configuration or TLB entries when a change to
SMMU_(S_)CR0.SMMUEN occurs.
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ARM recommends that software initializing the SMMU performs the following steps:
1. Allocate and initialize Stream table memory and base pointers.
2. Allocate and initialize Command queue and Event queue memory, base pointers and indexes.
3. Enable command processing through SMMU_(S_)CR0.CMDQEN, and if applicable, Event queue through
the relevant EVENTQEN.
4. Issue commands to invalidate all cached configuration and TLB entries (see sections 4.3 and 4.4).
5. Enable translation by setting SMMU_(S_)CR0.SMMUEN.

Note: These steps are a summary, and do not show the required register update procedure or DSB operations
ensuring correct memory and register access ordering.

SMMU_S_INIT invalidates SMMU caches and TLBs without issuing commands using the Command queue.
Caches and TLBs are invalidated using this register with the following sequence:

e Perform a write to SMMU_S_INIT, setting INV_ALL.
e Poll SMMU_S_INIT.INV_ALL until it returns to 0, at which point the invalidation is complete.

When SMMU_S_IDR1.SECURE_IMPL == 1, ARM expects Secure software to initialize the SMMU using the
steps above. If Secure software is not guaranteed to initialize the SMMU in accordance with the steps above,
ARM recommends that the system provides an IMPLEMENTATION DEFINED mechanism to allow Non-secure software
to access SMMU_S_INIT. This is an exception to the general rule that only Secure software can access
SMMU_S_* registers.

Note: For example, a system might allow Non-secure access to SMMU_S_INIT from reset, but might provide a
means for Secure software to disable this access.

Note: ARM expects Non-secure initialization to use SMMU commands to perform configuration cache and TLB
invalidation. Non-secure access to SMMU_S_INIT is not guaranteed, so the INV_ALL feature must not be relied
on by the Non-secure state.

If an SMMU implementation creates TLB entries when bypass is selected with SMMUEN == 0, these entries are
not visible to software. An implementation does not require TLB entries inserted to support transaction bypass to
be explicitly invalidated by software, such as when SMMUEN is transitioned from 0 to 1.

3.12 Fault models, recording and reporting

An incoming transaction goes through several logical stages before continuing into the system. If the transaction
is of a type or has a property that an SMMU cannot support for IMPLEMENTATION DEFINED reasons, an Unsupported
Upstream Transaction fault event is recorded and the transaction is terminated with an abort.

Otherwise, configuration is located for the transaction, given its StreamID (and SubstreamID, if supplied). If all of
the required STE and CD structures cannot be located or are invalid, a configuration error event is recorded, if
there is a free location in the Event queue, and the transaction is terminated with an abort.

If a valid configuration is located so that the translation tables can be accessed, the translation process begins,
other faults can occur during this phase. See section 7.2 for more information about the individual events that are
recorded for configuration errors and faults.

When a transaction progresses as far as translation, or during the process of fetching a CD from IPA space
through stage 2 translation, the behavior on encountering a fault becomes configurable, if this is supported by the
implementation.

There are four fault types that constitute Translation-related faults when they are generated at either stage 1 or
stage 2:

e F_TRANSLATION
e F_ADDR_SIZE
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e F_ACCESS
e F_PERMISSION

Behavior for these faults can be switched between the Terminate and Stall model as determined by the
CD.{AR,S} flags for stage 1 and the STE.{S2R,S2S} flags for stage 2.

All other faults (including F_WALK_EABT and F_TLB_CONFLICT) and configuration errors terminate the
transaction with an abort.

Note: An F_ADDR_SIZE can also arise from a transaction that bypassed stage 1 but that has an out-of-range
IPA, see section 3.4. In this case the transaction is always terminated with an abort.

Note: An F_PERMISSION can also arise as a result of an instruction fetch transaction on a Secure stream that
bypasses stage 1, is determined to be Non-secure and that is prevented with SMMU_S_CRO0.SIF == 1, see
section 6.3.47. In this case the transaction is always terminated with an abort.

The fault behavior configuration at stage 1 is at a per-substream granularity when substreams are used, that is
where an STE points to multiple CDs. When substreams are not configured, that is where an STE points to one
CD, the fault behavior configuration at stage 1 is at a per-stream granularity. Use of the Stall model at stage 1
can be disabled by setting STE.S1STALLD ==1.

The stage 2 fault behavior is configured using STE.{S2R,S2S}; that is, at a per-stream granularity.

When a fault occurs at either stage 1 or stage 2, then when the fault is detected it is known at which stage it
occurred, and the SMMU performs the action configured for that stage. For example:

e Atwo-stage configuration that encounters a translation fault in the stage 1 translation tables is a stage 1
fault.

e Atransaction that progresses through stage 1 to an IPA and then faults when it is translated using the
stage 2 translation tables is a stage 2 fault.

e A stage 2 translation fault that occurs during a stage 1 translation table walk counts as a stage 2 fault.
The event that is recorded differentiates this access from a transaction that access a faulting IPA post-
stage 1 translation table walk, so that hypervisor software can inform the VM of the correct event type (a
simulated external abort on TTD fetch).

e A Stage 2 translation fault that occurs fetching a CD from an IPA address is a stage 2 fault. The event
that is recorded shows that a CD was being fetched.

Note: The Hypervisor might fix the cause of the fault and retry the stalled transaction, or if the transaction
is terminated, inform the VM of the correct event type (a simulated external abort on CD fetch).

After a transaction progresses through the SMMU into the system, certain system-specific transaction aborts
might occur on the path to the memory system. Whether, and how, these are reported to the client device is
interconnect-specific. The SMMU does not record any faults for these events. The SMMU only records fault
events that are generated by its own accesses or by client device accesses that encounter an internal translation
issue.

When an incoming transaction is immediately terminated, for any reason, an order is not enforced between the
response to the client device and the event that is recorded into the Event queue. However, if an event is to be
recorded, a CMD_SYNC ensures that the event record is visible in the Event before the CMD_SYNC is
considered complete. See section 4.6.3.

The SMMU treats a transaction as being independent of all other transactions (regardless of whether the
transaction originates from the same traffic stream or from different streams) and the fault behavior of one
transaction has no direct effect on any other transaction. Section 3.12.2 below describes interconnect ordering
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issues and recommendations for the presentation of grouped fault information to software. Whether an external
agent makes an association between different transactions is outside the scope of the SMMU architecture.

When a transaction causes a Translation related fault at stage 1, the transaction might be:
e Terminated with an abort (CD.S ==0 and CD.A ==1)
e Terminated with RAZ/WI behavior (CD.S == 0 and CD.A == 0)
e Stalled (CD.S == 1 and STE.S1STALLD does not prevent stalling)

When a transaction Translation related fault at stage 2, the transaction might be:
e Terminated with an abort (STE.S2S == 0)
e Stalled (STE.S2S ==1)

Support for stalling or terminating a transaction is IMPLEMENTATION DEFINED, indicated by
SMMU_(S_)IDRO.STALL_MODEL.

When SMMU_S_IDR1.SECURE_IMPL == 1:
e SMMU_S_IDRO.STALL MODEL indicates the physical capabilities of the SMMU implementation,
¢ SMMU_IDRO.STALL MODEL indicates the capabilities that Non-secure software is permitted to use.

0 This field is generated from SMMU_S_IDRO.STALL_MODEL and affected by the
SMMU_S_CRO0.NSSTALLD flag which, when set on an SMMU implementation supporting both
the Stall model and the Terminate model, prevents Non-secure use of stalling faults.

0 Note: This can be used to guarantee Non-secure software cannot stall transactions where doing
so might cause external problems in certain system topologies.

When SMMU_S_IDR1.SECURE_IMPL == 0, SMMU_IDRO.STALL MODEL reflects the physical capabilities of
the SMMU implementation.

SMMU_S_IDRO. SMMU_S_CRO. SMMU_IDRO. Notes:
STALL_MODEL NSSTALLD STALL_MODEL

0bO0O0 (Stall and 0 (do not filter NS use  0bO0O (Stall and NS usage reflects physical reality
Terminate models of stall) Terminate model

supported) supported for NS)

Ob0O0 (Stall and 1 (NS cannot use stall) 0bO1 (Terminate NS usage limited to terminate-only,
Terminate models model supported for even though physically the SMMU
supported) NS) supports stall too.

0b01 (Terminate model X (No stall to filter) Ob01 (Terminate NSSTALLD irrelevant, no stall to
supported) model supported) prevent

0b10 (Stall model X (No alternative to 0b10 (Stall model NSSTALLD irrelevant, no
supported) stall) supported) alternative to stall so cannot disable

The SMMU_IDRO.TERM_MODEL field indicates the termination models provided by an implementation, globally.
An implementation might, for a stage 1 fault, offer the choice of terminate with abort or RAZ/WI behavior, or an
implementation might only allow termination by abort, in which case the CD.A bit must be set.

Note: A transaction faulting at stage 2 is, when terminated, always aborted.
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It is IMPLEMENTATION DEFINED Whether the SMMU supports the Stall model, the Terminate model, or both. Where
system usage cannot be anticipated, ARM recommends that both fault models (SMMU_IDRO.STALL_MODEL ==
0) and both termination models (SMMU_IDRO.TERM_MODEL == 0) are implemented.

If there is a risk that the stability of the system is compromised when the stall configuration is used for a set of
client devices you can consider the following countermeasures:

e Animplementation that supports both the Stall and Terminate models is permitted, but not required, to
treat a stalling configuration for these devices as a terminating configuration.

o0 For these devices, CD.S and STE.S2S are always taken to be zero, regardless of the value of the
field.

e These devices are not required to be defined by the SMMU implementation, but are an IMPLEMENTATION
DEFINED system property.

Note: For faulting transactions that are associated with client devices that have been configured to stall, but
where the system has not explicitly advertised the client devices to be usable with the stall model, ARM
recommends for software to expect that events might be recorded with Stall == 0.

Note: If CD.S and STE.S2S are treated as zero, the CD.R, CD.A and STE.S2R fields apply as specified in this
section and section 5.5.

3.12.1 Terminate model

When stage 1 is configured to terminate faults, a transaction that faults at stage 1 is either terminated with an
abort reported to the client device that is making the access, or the transaction completing successfully with reads
returning O and writes being ignored (RAZ/WI), depending on the setting of CD.A and
SMMU_IDRO.TERM_MODEL. See section 5.5.

When stage 2 is configured to terminate faults, a transaction that faults at stage 2 is terminated with an abort.

The behavior of the client device after termination is specific to the device.

If a stage that is configured to terminate faults is also configured with CD.R == 1 or STE.S2R == 1, as appropriate
to the stage of the fault, the SMMU records the details of the access into one Event record in the Event queue,
supplying information including:

e Address

e Syndrome

e Attributes (Read/Write, Inst/Data, Privileged/Unprivileged, NS)

o Type (S1/S2 Translation, Permission, Address Size, Access flag fault)
If the Event queue is full, the event record is lost.

Note: In some interconnects, stalling the transaction until its fault can be recorded might trigger interconnect
timeouts or deadlocks from which it might be more difficult to recover than from a lost fault record. ARM expects
that such fault records arise from programming errors and that software will not implement any mechanism that
depends on the delivery of terminate fault records.

Streams that originate from PCle subsystems must not stall and must be configured to use the Terminate model
at all enabled stages of translation. This is enforced at stage 1 through the STE.S1STALLD flag, see section
16.4.
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3.12.2 Stall model

When a stage is configured to stall transactions on a fault, and a transaction experiences a Translation-related
fault as described in 3.12, the faulting transaction does not progress and no response is reported to the client
device. The transaction is buffered in a stalled state until subsequent resolution. The SMMU always records the
details of the access into the Event queue. A stalled transaction is retried or terminated by issuing a
CMD_RESUME or CMD_STALL_TERM command.

If retry is chosen, the transaction is handled as though it had just arrived at the SMMU. This means that the
transaction will be affected by any configuration or translation changes that occurred since it originally stalled.

Note: This means a transaction can stall and later when it is retried, use a configuration that causes it to
immediately terminate, for example, a change to stall configuration in the meantime. This property can safely
clean up stalled transactions on a stream by ensuring that a new configuration for transactions that are retried
causes them to be terminated.

If a stalled transaction is terminated by a CMD_RESUME command, a command parameter determines whether
an abort is reported, or if SMMU_IDRO.TERM_MODEL == 0, whether the transactions completes with RAZ/WI
behavior.

To ensure that no transaction is stalled indefinitely, software must ensure that every stall event has a
corresponding CMD_RESUME command, is subjectto a CMD_STALL_TERM command, or that stalled
transactions are terminated because translation is disabled by clearing SMMU_(S_)CR0.SMMUEN to 0.

When an event record is generated for a stalled transaction, a Stall Tag (STAG) is supplied by the SMMU as part
of the record to uniquely identify the transaction. The SMMU uses the combination of StreamID and STAG
parameters to CMD_RESUME to identify the stalled transaction. A CMD_RESUME command has no effect on
any stalled transaction other than on the transaction that is uniquely identified by the combination of STAG and
StreamiD.

Note: This identification is required for virtualization correctness, where a CMD_RESUME from a guest VM is
trapped and reinterpreted by a hypervisor and generates a CMD_RESUME to the SMMU. The hypervisor
validates the correctness of the StreamID parameter, but the STAG parameter is passed directly from the guest,
and cannot be trusted to be correct and cannot be the sole selector of a stalled transaction.

The format of the STAG field is implementation specific, with the restriction that a value cannot be re-used until
the transaction it was last associated with has been acknowledged through a CMD_RESUME or a
CMD_STALL_TERM command, or translation is disabled by clearing SMMU_(S_)CR0.SMMUEN to 0.

If the Event queue is not writable at the time when the fault record of a stall is to be written, the stalled transaction
is retried as though it had just arrived when the queue is next writeable and a new fault record is generated. For
more information about recording faults and events, see section 7.2.

Software can depend on the delivery of fault records from stalled transactions, see section 3.12.4.

Note: Retrying the stalled transaction when the queue becomes writable might lead to the transaction succeeding
or experiencing a different type of fault, if the configuration or translations were changed before the queue
became writable. Therefore, an event can be written that is different to the originally-attempted event.

If the client device and interconnect rules allow it, a later transaction might pass through the SMMU and complete
before an earlier stalled transaction that is associated with the same stream. The SMMU does not require any
additional ordering between transactions from different streams beyond that required by the interconnect rules.

Note: The following cases are all considered to be from different streams:
e Transactions with different StreamIDs,
e Transactions with the same StreamID but different SubstreamIDs,
e Two transactions with the same StreamID but where only one transaction has a SubstreamID.
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3.12.2.1 Suppression of duplicate Stall event records

If a transaction faults and then stalls, and a subsequent transaction belonging to the same stream also faults and
then stalls, the SMMU is permitted but not required to suppress the generation of a new stall fault record for the
new transaction if all of the following apply:

e The transactions require access to the same page.

e The transactions have the same privilege.

e The transactions have the same data/instruction attribute.

e The transactions have the same type, that is they are both reads or both writes.
e The transactions are associated with the same SubstreamID, if present.

e The first stalled transaction is still stalled when a subsequent transaction stalls.

ARM recommends that an implementation suppresses additional fault records where possible.

Note: It is not guaranteed that event records are suppressed in all possible scenarios. Software must ensure
correctness where a transaction records a fault that duplicates a previous fault that was recorded for an earlier
transaction.

When a stall fault record is acknowledged by a CMD_RESUME command, any related suppressed stalled
transaction are retried by the SMMU as though they had just arrived.

Note: A series of faults for one page might result in a single stall fault record, with a single CMD_RESUME
command enabling all stalled transactions for that page to progress. If the CMD_RESUME command terminates
the stalled transaction that is specified by the stall fault record, the re-trying of the other stalled transactions might
cause new fault records to be recorded.

Note: For example, transactions A,B,C,D from the same stream that fault for the same reason might cause a
single stall record for A to be recorded, and those for B,C,D to be suppressed. If software decides that the
address was an error and terminates A, transactions B,C,D retry and fault again. A stall for B is recorded (and
C,D might be suppressed). Software terminates B and the process repeats. Ultimately, A, B, C, D are all visible
to software (rather than some being silently terminated), which can aid debug.

Stall fault records are not merged, see section 7.3.1.

Note: The suppression of identical stall fault records as described in this section is not the same as non-stall
events being merged. When a stall record is suppressed, a stalled transaction still might exist and can affect
future behavior, whereas the act of merging non-stall events completes the delivery of those events.

If a new transaction stalls for a reason that is unrelated to that of an existing stalled transaction, a new fault is
recorded, — that is, it is not suppressed by dissimilar prior stalls even for the same StreamID and SubstreamiID.
ARM recommends that the new fault is recorded without being delayed by prior unrelated faults or
CMD_RESUME activities where possible.

The SMMU does not record more than one fault for each incoming transaction, with the exception of the scenario
in which a transaction stalls, and is explicitly retried with CMD_RESUME(Retry). After this command it is
considered to be a new transaction and might again encounter a fault.

3.12.2.2 Early retry of Stalled transactions
The SMMU is permitted to speculatively retry a stalled transaction without first receiving a CMD_RESUME (Retry)
command that matches the stalled transaction, this is referred to as early retry. If this occurs:
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e An early retry is similar in function to the retry caused by an explicit CMD_RESUME(Retry). The
transaction undergoes the full translation procedure and does not use any stale cached configuration or
translation data that was invalidated since the time of the stall.

e Arecorded stalled transaction causes a single fault record. An early retry of the stalled transaction does
not cause additional faults to be recorded. When a retry is directly caused by a matching CMD_RESUME
that indicates a retry, it is not considered to be an early retry, and this rule does not apply. This rule is in
keeping with the behavior that an explicit retry command causes the transaction to be retried as though it
had just arrived at the SMMU.

Note: This rule includes the case where configuration has been changed to terminate faults after the
transaction stalls then, under the new configuration, the transaction retries successfully by termination.
Alternatively, if a retry occurs under stall fault configuration, the transaction remains stalled. Neither of
these cases result in the reporting of a new event record.

e The progress of a transaction and the device-specific behavior are the only indications that an early retry
has occurred that is visible to software.

e A successful early retry does not remove the requirement for software to acknowledge the stall fault
record, see section 3.12.2. A successful early retry does not remove the restriction on re-using STAG
values, see section 3.12.2. If targeted by CMD_RESUME(Terminate) or CMD_STALL_TERM, a stalled
transaction is eventually terminated, if the transaction does not early-retry and successfully progress into
the system before the termination can take place. If the transaction early-retries and fails to successfully
translate, it remains stalled until the termination action takes effect, or a successive early-retry enables
the transaction to progress successfully.

A CMD_RESUME(Retry) guarantees that the stalled transaction will be retried at a future point, unless it is
terminated by CMD_STALL_TERM command or an SMMUEN transition before the retry. A stalled transaction is
only guaranteed to be retried by the use of a CMD_RESUME(Retry) command.

A CMD_RESUME(Terminate) does not prevent a stalled transaction from being retried after the CMD_RESUME
is consumed by the SMMU, but guarantees that the transaction will be terminated if the transaction cannot
successfully early-retry.

Note: For example, if translations have not changed from the time that a fault was generated, a transaction
cannot successfully early-retry.

Note: ARM does not expect software to modify a TTD from a faulting or invalid state into a valid state, and then
terminate a transaction that has previously stalled because of the initial state of the TTD. The transaction could
early-retry, observe the valid state and then progress into the system.

If the SMMU is able to successfully early-retry a stalled faulting transaction before the original stall event is
committed to be written to the Event queue, the SMMU is permitted to discard the fault event or to continue on
and commit to the event write.
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Note: To software, this race condition is indistinguishable from a temporally-later transaction that translates
successfully the first time so a stall event record is not required. If an implementation records the event, the
behavior described in this section applies.

If a stalled faulting transaction is retried before the original stall event is committed to be written to the event
gueue and experiences a fault that is different to the previous fault, the most recent fault is recorded, provided that
it is possible to do so and that the previous fault is invisible.

Note: This scenario is permitted to occur when the Event queue is writable.

See section 7.2.1 for retry behavior requirements when the Event queue is not writable.

3.12.2.3 Miscellaneous Stall considerations

The number of transactions that can be stalled before the ingress port cannot accept any more transactions, from
the same stream or from other streams, is implementation specific. Stalling traffic can therefore cause
backpressure that affects the flow of traffic for other devices behind the SMMU.

If a stall blocks other traffic and resolving the fault condition that caused the stall involves transferring data using
another device, the system architecture must ensure that the act of fetching the data will not itself stall behind the
original transaction.

Note: STE.SISTALLD == 1 prevents a guest VM from using the Stall model. This guarantees that stalled
transactions cannot affect other parts of the system, such as a different guest VM, where stalls could cause
deadlocks. ARM expects that hypervisor software uses the virtualization of SMMU_IDRO.STALL_MODEL to
report to the guest VM that the Stall model was not supported.

If a transaction experiences a fault during an IPA to PA translation of a stage 1 translation table walk or CD fetch,
it is not required to be terminated and might stall, depending on the stage 2 fault configuration provided by
STE.S2S. Software might address the cause of the stage 2 fault and retry the transaction, which will re-fetch the
configuration and translation structures as necessary.

3.12.3 Considerations for client devices using the Stall fault model

If a transaction from a client device experiences a fault that stalls and is terminated by software issuing
CMD_RESUME(Terminate), the transaction is marked and guaranteed to terminate at some point in the future if
translations do not change so as to allow an early-retry to succeed in the meantime. The SMMU does not
guarantee when a stalled transaction is terminated.

Note: A situation might arise in which software is required to reconfigure translations so that a previously-marked
stalled transaction might now succeed if it were to retry. For example, a transaction that is made to an unmapped
address causes an initial fault, and then a terminate operation is performed. Later software creates a legitimate
mapping at that address and, if the original transaction was a write that retries and now succeeds, data corruption
might result. Software might need a mechanism to ensure that previous transactions have all completed, both
terminated stalls and transactions that are progress that the SMMU is not yet aware of.

The system, or client devices, must provide a mechanism to enable software to wait for these previous
transactions to complete before changing configuration to a state that might let them proceed. This might be an
explicit indication from the client device that its outstanding transactions have all been terminated or completed,
an interconnect ordering guarantee that prior transactions are all visible, or another mechanism.

Page 70 of 427 Copyright © 2016-2017 ARM or its affiliates. All rights reserved. ARM I[HI 0070B
Non-Confidential



3.12.4 Virtual Memory paging with SMMU

The SMMU architecture supports three models of usage with respect to translation-related faults that occur during
translation of client device accesses:

1. A fault that occurs due to a device access might always be considered to be an error by the system and is
terminated.

Note: This might be the result of a programming error.

2. Afault that occurs due to a device access might be considered permanent due to a programming error, or
temporary due to particular page state resulting from use of virtual memory with the address space, and
one of the following is configured to occur:

a. The device transaction is stalled, the fault is reported to software and then the transaction is
resumed after the virtual memory system resolves the cause of the fault. Or, if the virtual memory
system determines that the access was invalid, the transaction is terminated. This model can
only be used with a device and interconnect that can support stalls.

b. For PCle devices, for which transactions cannot safely be stalled, the PCle specification provides
ATS and PRI. ATS enables an endpoint to ascertain whether a page can be accessed without
causing a fault in the SMMU before accessing it. PRI provides a mechanism for a page fault to
be resolved if 