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Preface

This preface introduces the Arm® CoreLink™ MMU-600AE Memory Management Unit Technical
Reference Manual.

It contains the following:

*  About this book on page 8.
» Feedback on page 11.
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Preface
About this book

About this book
This book is for the Arm® CoreLink™ MMU-600AE System Memory Management Unit.

Product revision status

The rmpn identifier indicates the revision status of the product described in this book, for example, r1p2,
where:

rm Identifies the major revision of the product, for example, rl.

pn Identifies the minor revision or modification status of the product, for example, p2.

Intended audience

This book is written for system designers, system integrators, and programmers who are designing or
programming a System on Chip (SoC) that uses the MMU-600AE.

Using this book
This book is organized into the following chapters:

Chapter 1 Introduction
This chapter provides an overview of the MMU-600AE.

Chapter 2 Functional description
This chapter describes the functionality of the MMU-600AE.

Chapter 3 Programmer's model
This chapter describes the MMU-600AE programmer's model.

Chapter 4 Functional Safety
This chapter describes the Functional Safety (FuSa) detection features unique to MMU-600AE.

Appendix A Signal descriptions
This appendix describes the MMU-600AE external signals.

Appendix B Software initialization examples
This appendix provides examples of how software can initialize and enable the MMU-600AE.

Appendix C Revisions
This appendix describes the technical changes between released issues of this book.

Glossary

The Arm® Glossary is a list of terms used in Arm documentation, together with definitions for those
terms. The Arm Glossary does not contain terms that are industry standard unless the Arm meaning
differs from the generally accepted meaning.

See the Arm™ Glossary for more information.

Typographic conventions

italic
Introduces special terminology, denotes cross-references, and citations.

bold
Highlights interface elements, such as menu names. Denotes signal names. Also used for terms
in descriptive lists, where appropriate.

monospace
Denotes text that you can enter at the keyboard, such as commands, file and program names,
and source code.
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Preface
About this book

monospace
Denotes a permitted abbreviation for a command or option. You can enter the underlined text
instead of the full command or option name.

monospace 1italic
Denotes arguments to monospace text where the argument is to be replaced by a specific value.

monospace bold
Denotes language keywords when used outside example code.

<and>
Encloses replaceable terms for assembler syntax where they appear in code or code fragments.
For example:
MRC p15, ©, <Rd>, <CRn>, <CRm>, <Opcode_2>
SMALL CAPITALS

Used in body text for a few terms that have specific technical meanings, that are defined in the
Arm® Glossary. For example, IMPLEMENTATION DEFINED, IMPLEMENTATION SPECIFIC, UNKNOWN, and
UNPREDICTABLE.

Timing diagrams

The following figure explains the components used in timing diagrams. Variations, when they occur,
have clear labels. You must not assume any timing information that is not explicit in the diagrams.

Shaded bus and signal areas are undefined, so the bus or signal can assume any value within the shaded
area at that time. The actual level is unimportant and does not affect normal operation.

Clock
HIGH to LOW

Transient

HIGH/LOW to HIGH

Bus stable

Bus to high impedance

Bus change

T

High impedance to stable bus
Figure 1 Key to timing diagram conventions

Signals
The signal conventions are:

Signal level
The level of an asserted signal depends on whether the signal is active-HIGH or active-LOW.
Asserted means:
* HIGH for active-HIGH signals.
+ LOW for active-LOW signals.

Lowercase n

At the start or end of a signal name denotes an active-LOW signal.
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Additional reading

Preface
About this book

Arm publications
This book contains information that is specific to this product. See the following documents for
other relevant information:

Arm® System Memory Management Unit Architecture Specification, SMMU architecture
version 3.0 and version 3.1 (ARM IHI 0070).

Arm® Architecture Reference Manual, ARMVvS, for ARMvS-A architecture profile

(ARM DDI 0487).

Arm® AMBA® Distributed Translation Interface (DTI) Protocol Specification (Arm 100225).
Arm® AMBA® APB Protocol Specification (ARM IHI 0024).

Arm® AMBA® AXI and ACE Protocol Specification, AXI3, AXI4, AX15, ACE and ACES
(ARM IHI 0022).

Arm® AMBA® 4 AXI4-Stream Protocol Specification (ARM IHI 0051).

Arm® AMBA® Low Power Interface Specification, Arm® Q-Channel and P-Channel
Interfaces (ARM IHI 0068).

Arm® CoreLink™ LPD-500 Low Power Distributor Technical Reference Manual

(ARM 100361).

Arm® Server Base System Architecture (ARM DEN 0029).

Arm® Reliability, Availability, and Serviceability (RAS) Architecture Extension
(PRDO03-PRDC-010953).

The following confidential books are only available to licensees:

Arm® CoreLink™ MMU-600AE System Memory Management Unit Configuration and
Integration Manual (Arm 101413).

Arm® CoreLink™ MMU-600AE System Memory Management Unit Safety Manual (Arm
101414).

Arm® CoreLink™ MMU-600AE System Memory Management Unit Development Interface
Report (Arm 101415).

Arm® CoreLink™ MMU-600AE System Memory Management Unit Failure Modes and Effects
Analysis Report (Arm PIDOC-1779577084-12336).

Arm® CoreLink™ MMU-600AE System Memory Management Unit Dependent Fault Analysis
Report (Arm PJDOC-1779577084-12315).

Arm® CoreLink™ ADB-400 AMBA® Domain Bridge User Guide (ARM DUI 0615).
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Feedback

Feedback

Feedback on this product

If you have any comments or suggestions about this product, contact your supplier and give:

* The product name.

* The product revision or version.

* An explanation with as much information as you can provide. Include symptoms and diagnostic
procedures if appropriate.

Feedback on content
If you have comments on content then send an e-mail to errata@arm.com. Give:

* The title Arm CoreLink MMU-600AE Memory Management Unit Technical Reference Manual.
*  The number 101412 0000 01 en.

+ If applicable, the page number(s) to which your comments refer.

* A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

Note

Arm tests the PDF only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the quality of the
represented document when used with any other PDF reader.
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Chapter 1

Introduction

This chapter provides an overview of the MMU-600AE.

It contains the following sections:

1.1 About the MMU-600AE on page 1-13.

1.2 Compliance on page 1-14.

1.3 Features on page 1-15.

1.4 Interfaces on page 1-17.

1.5 Configurable options on page 1-18.

1.6 Product documentation and design flow on page 1-19.
1.7 Product revisions on page 1-21.

1.8 Functional Safety (FuSa) on page 1-22.
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1 Introduction
1.1 About the MMU-600AE

1.1 About the MMU-600AE

The MMU-600AE is a Functional Safety (FuSa) variant of the MMU-600 System-level Memory
Management Unit (SMMU) that translates an input address to an output address. This translation is based
on address mapping and memory attribute information that is available in the MMU-600AE internal
registers and translation tables.

The MMU-600AE implements the Arm SMMU architecture version 3.1, SMMUV3.1, as the Arm®
System Memory Management Unit Architecture Specification, SMMU architecture version 3.0 and
version 3.1 defines.

An address translation from an input address to an output address is described as a stage of address
translation. The MMU-600AE can perform:

» Stage 1 translations that translate an input virtual address (VA) to an output physical address (PA) or
intermediate physical address (IPA).

+ Stage 2 translations that translate an input IPA to an output PA.

+ Combined stage 1 and stage 2 translations that translate an input VA to an IPA, and then translate that
IPA to an output PA. The MMU-600AE performs translation table walks for each stage of the
translation.

In addition to translating an input address to an output address, a stage of address translation also defines
the memory attributes of the output address. With a two-stage translation, the stage 2 translation can
modify the attributes that the stage 1 translation defines. A stage of address translation can be disabled or
bypassed, and the MMU-600AE can define memory attributes for disabled and bypassed stages of
translation.

The MMU-600AE uses inputs from the requesting master to identify a context. Configuration tables in
memory define how the MMU-600AE is to translate each context, such as which translation tables to
use.

The MMU-600AE can cache the result of a translation table lookup in a Translation Lookaside Buffer
(TLB). It can also cache configuration tables in a configuration cache.

The MMU-600AE contains the following key components:
» Translation Buffer Units (TBUs) that use a TLB to cache translation tables.
* A Translation Control Unit (TCU) that controls and manages address translations.

» Distributed Translation Interface (DTI) interconnect components that connect multiple TBUs to the
TCU.

101412_0000_01_en Copyright © 2018, 2019 Arm Limited or its affiliates. All rights 1-13
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1 Introduction
1.2 Compliance

1.2 Compliance
The MMU-600AE complies with, or implements, the specifications that this section describes. This
Technical Reference Manual (TRM) complements architecture reference manuals, architecture
specifications, protocol specifications, and relevant external standards. It does not duplicate information
from these sources.

1.21 Arm architecture
The MMU-600AE implements parts of the ARMv8 Virtual Memory System Architecture (VMSA), as the
Arm® Architecture Reference Manual, ARMVvS, for ARMvS-A architecture profile defines. The SMMUv3
architecture describes the parts of VMSA that apply to the MMU-600AE.

1.2.2 SMMU architecture
The MMU-600AE implements the SMMUv3.1 architecture, as the Arm® System Memory Management
Unit Architecture Specification, SMMU architecture version 3.0 and version 3.1 defines.
Related information
2.4.1 SMMUv3 support on page 2-51

1.2.3 AMBA Distributed Translation Interface protocol
The MMU-600AE implements the Distributed Translation Interface (DTI) protocol, as the Arm® AMBA®
Distributed Translation Interface (DTI) Protocol Specification defines.
The DTI interfaces use an AXI4-Stream interface, as the Arm® AMBA® 4 AXI4-Stream Protocol
Specification defines.
Related information
2.3.1 DTI overview on page 2-37

1.2.4 AMBA ACE5-Lite and AMBA® AXI5 protocol
The MMU-600AE complies with the AMBA ACES-Lite protocol.
See the Arm® AMBA® AXI and ACE Protocol Specification, AXI13, AXI4, AXI5, ACE and ACE5 for more
information.
Related information
2.4.2 AMBA support on page 2-54

1.2.5 AMBA APB protocol
The MMU-600AE complies with the AMBA APB4 protocol, as the Arm® AMBA® APB Protocol
Specification defines.
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1 Introduction
1.3 Features

1.3 Features

The MMU-600AE provides the following features:

Compliance with the SMMUV3.1 architecture:

— Support for Stage 1 translation, Stage 2 translation, and Stage 1 followed by Stage 2 translation.

— Support for ARMv8 AArch32 and AArch64 translation table formats.

— Support for 4KB, 16KB and 64KB granule sizes in AArch64 format.

— Support for PCI Express (PCle) integration, including Address Translation Services (ATS) and
Process Address Space IDs (PASIDs).

— Support for Page Request Interface (PRI), as SMMUv3 defines. PRI is an optional PCle ATS
extension that enables support for unpinned memory in PCle.

— Support for ACES-Lite atomic transactions in the TBU.

— Masters can be stalled while a processor handles translation faults, enabling software support for
demand paging.

— Configuration tables in memory can support millions of active translation contexts.

— Queues in memory perform MMU-600AE management. There is no requirement to stall a
processor when it accesses the MMU-600AE.

— Support for Generic Interrupt Controller (GIC) integration, with Message Signaled Interrupts
(MSIs) supported for common interrupt types.

— A Performance Monitoring Unit (PMU) in each TBU and TCU that enables MMU-600AE
performance to be investigated.

— Reliability, Serviceability, and Availability (RAS) features for cache corruption detection and
correction.

Support for AMBA interfaces, including:

— ACE5-Lite TBU transaction interfaces that support cache stash transactions, deallocating
transactions, and cache maintenance.

— Option to disable cache maintenance operations on a TBU, a sideband channel protection feature.

— An architected AXI5 extension that communicates per-transaction translation stream information.

— An ACES5-Lite + Distributed Virtual Memory (DVM) TCU table walk interface that enables
ARMVS.2 processors to perform shared TLB invalidate operations without accessing the
MMU-600AE directly.

— An ACES5 Low Power extension that enables the TCU to subscribe to DVM TLB invalidate
requests on powerup and powerdown without reprogramming the DTI interconnect.

— AMBA DTI communication between the TCU and TBUs, enabling masters to request translations
and implement TBU functionality internally.

— Support for the AMBA Low-Power Interface (LPT) Q-Channel so that standard controllers can
control power and clock gating.

— AXIS5 WAKEUP signaling on all interfaces, including DTI and APB interfaces.

Split/Lock functionality. The MMU-600AE employs full logic duplication and can be used in Lock

mode for safety redundancy, or Split mode for separate core execution. See the Fault Detection and

Control mechanisms chapter in the Arm® CoreLink™ MMU-600AE System Memory Management Unit

Safety Manual for more information.

Support for flexible integration:

— You can place a configurable number of TBUs close to the masters being translated.

— Communication between TBU and TCU over AXI4-Stream, supported using the supplied DTI
interconnect components, or any other AXI4-Stream interconnect.

— DTI interconnect components support hierarchical topologies, and control of the tradeoff between
the number of wires and the DTI bandwidth.

Support for high-performance translation:

— Scalable configurable micro TLB and Main TLB (MTLB) in the TBU can reduce the number of
translation requests to the TCU.

— TBU direct indexing and MTLB partitioning enable the use of MTLB entries to be managed
outside the TBU, improving real-time translation performance.
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1 Introduction
1.3 Features

— Optimization to store all architecturally defined page and block sizes, including contiguous page
and block entries, as a single entry in the TBU and TCU TLBs.

— Per-TBU prioritization in the TCU enables high-priority transaction streams to be translated
before low-priority streams.

— TCU prefetch of translation tables, which can be enabled on a per-context basis, improving
translation performance for real-time masters that access memory linearly.

— Hit-Under-Miss (HUM) support in the TBU enables transactions with different AXI IDs to be
propagated out of order, when a translation is available.

— TBU detection of multiple transactions that require the same translation so that only one TBU
request to the TCU is required.

— TCU detection of multiple translations that require the same table in memory so that only one
TCU memory request is required.

— Multi-level, multi-stage walk caches in the TCU reduce translation cost by performing only part
of the table walk process on a miss.

— A configurable number of concurrent translations in the TBU and TCU promotes high translation
throughput.
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1.4

Interfaces
Both the TCU and TBU support the following common interfaces:

 DTL

* Tie-offs.

e Interrupts.

*  PMU snapshot.

* Test and debug.

* LPI clock gating.
* LPI powerdown.

The TCU also supports the following interfaces:

* Programming.
* System coherency.
*  Queue and Table Walk (QTW)/DVM.

The TBU also supports the following interfaces:

* Transaction slave (TBS).
* Transaction master (TBM).

Related information
2.2 Interfaces on page 2-30

1 Introduction
1.4 Interfaces

101412_0000_01_en

reserved.

Non-Confidential

Copyright © 2018, 2019 Arm Limited or its affiliates. All rights



1 Introduction
1.5 Configurable options

1.5 Configurable options
The MMU-600AE is highly configurable and provides configuration options for each of the main blocks.
For the TCU, you can configure the following:

» Size of each cache.

» Data width of the QTW/DVM interface.

* Number of translations that can be performed at the same time.

* Number of translation requests that can be accepted from all DTI masters.

For the TBU, you can configure the following:

*  Write data buffer depth.

» Size of each cache.

* Number of transactions that can be translated at the same time.

*  Number of outstanding read and write transactions that the TBM interface supports.

* Width of data, ID, user, StreamID, and SubstreamID signals on the TBS and TBM interfaces.

Note

Depths are specified as a discrete number of entries.

You can also configure the DTI interconnect components to meet your system requirements.
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1 Introduction
1.6 Product documentation and design flow

1.6 Product documentation and design flow

This section describes the MMU-600AE documentation in relation to the design flow.

1.6.1 Documentation
The MMU-600AE documentation is as follows:

Technical Reference Manual

The Technical Reference Manual (TRM) describes the functionality and the effects of functional
options on the behavior of the MMU-600AE. It is required at all stages of the design flow. The
choices that are made in the design flow can mean that some behaviors that are described in the
TRM are not relevant. If you are programming the MMU-600AE, then contact:
* The implementer to determine:

— The build configuration of the implementation.

— The integration, if any, that was performed before implementing the MMU-600AE.
* The integrator to determine the pin configuration of the device that you are using.

Configuration and Integration Manual
The Configuration and Integration Manual (CIM) describes:
* The available build configuration options and related issues in selecting them.
* How to integrate the MMU-600AE into an SoC. This section describes the pins that the
integrator must tie off to configure the macrocells for the required integration.
* The processes to sign off the configuration, integration, and implementation of the design.

The Arm product deliverables include reference scripts and information about using them to
implement your design. Reference methodology flows that Arm supplies are example reference
implementations. Contact your EDA vendor for EDA tool support.

The CIM is a confidential book that is only available to licensees.

1.6.2 Design flow

The MMU-600AE is delivered as synthesizable RTL. Before it can be used in a product, it must go
through the following processes:

Implementation
The implementer configures and synthesizes the RTL to produce a hard macrocell. This process
might include integrating RAMs into the design.

Integration
The integrator connects the implemented design into an SoC. Integration includes connecting
the design to a memory system and peripherals.

Programming
The system programmer develops the software to configure and initialize the MMU-600AE, and
tests the required application software.

Each process is separate, and can include implementation and integration choices that affect the behavior
and features of the MMU-600AE.

The operation of the final device depends on:

Build configuration
The implementer chooses the options that affect how the RTL source files are pre-processed.
These options usually include or exclude logic that affects one or more of the following:
* Area.
*  Maximum frequency.
* Features of the resulting macrocell.
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1 Introduction
1.6 Product documentation and design flow

Configuration inputs
The integrator configures some features of the MMU-600AE by tying inputs to specific values.
These configurations affect the start-up behavior before any software configuration is made.
Software configuration

The programmer configures the MMU-600AE by programming particular values into registers.
This configuration affects the behavior of the MMU-600AE.

Related information
1.2 Compliance on page 1-14
1.5 Configurable options on page 1-18
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1.7 Product revisions

1.7 Product revisions
This section describes the differences in functionality between product revisions:

rOp0 First release.
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1.8 Functional Safety (FuSa)

1.8 Functional Safety (FuSa)

Functionality includes:

1. Description of the Fault Management Unit (FMU) PV and APB interface used to program Safety
Mechanisms (SMs), inject errors, read fault status information, and clear fault status Error Recovery
Interrupt (ERI) and Fault Handling Interrupt (FHI) interrupts.

2. Additional FuSa configurations options.

3. Safety Mechanism descriptions and configuration.

4. FuSal/Os, reset, and clocking.

Chapter 4 Functional Safety on page 4-93 describes the functionality in detail.
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Chapter 2
Functional description

This chapter describes the functionality of the MMU-600AE.

It contains the following sections:

» 2.1 About the functions on page 2-24.

» 2.2 Interfaces on page 2-30.

* 2.3 Operation on page 2-37.

» 2.4 Constraints and limitations of use on page 2-51.
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2 Functional description
2.1 About the functions

About the functions

The major functional blocks of the MMU-600AE are the TBU, TCU, and DTI interconnect.
The following figure shows an example system that uses the MMU-600AE.

1/0 coherent Other PCle master with
masters master ATS

GPU CoreLink
MMU-600AE

———

I I
Processor J Processor

DTI-TBU  DTI-ATS  DTI-TBU

DTI interconnect

CoreLink Cache Coherent Interconnect

Figure 2-1 Example system with the MMU-600AE
The MMU-600AE contains the following key components:

Translation Buffer Unit (TBU)
The TBU contains Translation Lookaside Buffers (TLBs) that cache translation tables. The
MMU-600AE implements at least one TBU for each connected master, and these TBUs are
local to the corresponding master.

Translation Control Unit (TCU)
The TCU controls and manages the address translations. The MMU-600AE implements a single
TCU. In MMU-600AE-based systems, the AMBA DTI protocol defines the standard for
communicating with the TCU.

DTI interconnect
The DTI interconnect connects multiple TBUs to the TCU.

When an MMU-600AE TBU receives a transaction on the TBS interface, it looks for a matching
translation in its TLBs. If it has a matching translation, it uses it to translate the transaction and outputs
the transaction on the TBM interface. If it does not have a matching translation, it requests a new
translation from the TCU using the DTT interface.

When the TCU receives a DTI translation request, it uses the QTW interface to perform:

» Configuration table walks, which return configuration information for the translation context.
» Translation table walks, that return translation information that is specific to the transaction address.

The TCU contains caches that reduce the number of configuration and translation table walks that are to
be performed. Sometimes no walks are required.

When the TBU receives the translation from the TCU, it stores it in its TLBs. If the translation was
successful, the TBU uses it to translate the transaction, otherwise it terminates it.
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2.1 About the functions

A processor controls the TCU by:

*  Writing commands to a Command queue in memory.
* Receiving events from an Event queue in memory.
»  Writing to its configuration registers using the programming interface.

See the Arm® System Memory Management Unit Architecture Specification, SMMU architecture version
3.0 and version 3.1 for more information about the following:

* Translation.
« How software communicates with the TCU.

This section contains the following subsections:

» 2.1.1 Translation Buffer Unit on page 2-25.
» 2.1.2 Translation Control Unit on page 2-26.
» 2.1.3 DTI interconnect on page 2-28.

211 Translation Buffer Unit

A typical SMMUv3-based system includes multiple Translation Buffer Units (TBUs). Each TBU is
located close to the component that it provides address translation for.

A TBU intercepts transactions and provides the required translation from a Translation Lookaside Buffer
(TLB) if possible. If a TLB does not contain the required translation, the TBU requests translations from
the TCU and then caches the translation in one of the TLBs.

The following figure shows the TBU.

| AcE-Lite

MMU-600AE TBU

Slave interface

Write data buffer Micro TLB

Main TLB

DTI

c|ock and power LiciiEeE [ DTI over AXI4-Stream

Q-Channel control

Translation

Transaction manager

tracker

Master interface

lACE—Lite

Figure 2-2 MMU-600AE TBU
The TBU consists of:

Master and slave interfaces
These interfaces manage the TBS and TBM interfaces.

Micro TLB
The TBU compares incoming transactions with translations that are cached in the micro TLB
before looking in the Main TLB (MTLB). The micro TLB is a fully associative TLB that
provides configuration cache and TLB functionality. You can use a tie-off signal to configure the
cache replacement policy as either round-robin or Pseudo Least Recently Used (PLRU).
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2.1 About the functions

Main TLB
Each TBU includes an optional Main TLB (MTLB) that caches translation table walk entries
from:
» Stage 1 translations.
+ Stage 2 translations.
+ Stage 1 combined with stage 2 translations.

The MTLB is a configurable four-way set associative cache structure that uses a random cache
replacement policy.

If multiple translation sizes are in use, a single transaction might require multiple lookups.
Lookups are pipelined to permit a sustained rate of one lookup per cycle.

TBU direct indexing enables the MMU-600AE to manage MTLB entries externally to the TBU.
Direct indexing improves the predictability of TBU performance, for bus masters that have real-
time performance requirements.

Translation manager
The translation manager manages translation requests that are in progress. Each transaction
occupies a translation slot until it is propagated downstream through the master interface. All
transactions are hazard-checked to reduce the possibility of duplicate translation requests being
sent to the TCU.
There is no restriction on the ordering of transactions with different AXI IDs. Transactions with
different AXI IDs can be propagated downstream out-of-order.
All transactions with a given AXI ID value must remain ordered. The translation manager
propagates such transactions when the translation is ready, provided no other transaction with
the same AXI ID is already waiting.
See the Arm® AMBA® AXI and ACE Protocol Specification, AXI3, AXI4, AXI5, ACE and ACES
for more information about AXI transaction identifiers.

Write data buffer

The optional write data buffer enables write transactions with different AXI IDs to progress
through the TBU out-of-order. It reorders the data to match the downstream transaction order.

PMU
The PMU counts TBU performance-related events.

Clock and power control
The TBU has its own clock and power control, that the Q-Channel provides.

DTI interface
The master DTI interface uses the DTI protocol, typically over AXI4-Stream, to enable the TBU
to communicate with a slave component. For the MMU-600AE, the slave component is the
TCU. Although you can implement DTI over different transport protocols, the MMU-600AE
interfaces use AXI4-Stream.

Transaction tracker
The transaction trackers manage outstanding read and write transactions, permitting invalidation
and synchronization to take place without stalling the AXI interfaces.

Related information

2.3.3 TBU direct indexing and MTLB partitioning on page 2-44

3.2 SMMU architectural registers on page 3-60

2.1.2 Translation Control Unit

A typical SMMUVv3-based system includes a single Translation Control Unit TCU. The TCU is usually
the largest block in the system, and performs several roles.
The TCU:

* Manages the memory queues.
e Performs translation table walks.
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2.1 About the functions

* Performs configuration table walks.
+ Implements backup caching structures.
* Implements the SMMU programmers model.

The following figure shows the TCU.

MMU-600AE TCU

Translation Configuration
request buffer cache
RAM-based logic Walk caches and TLB

S2L0 || S2L1 [] S2L2 || S2L3
Translation
manager
Clock and power Queue manager
control 9

QTW/DVM
interface

DTI over AXI4-Stream

DTI
mterface

Q-Channel

Reglster f||e

APB

*ACE-Lite +DVM

Figure 2-3 MMU-600AE TCU
The TCU consists of:

Walk caches
The TCU includes separate four-way set-associative walk caches to store results of translation
table walks. During MMU-600AE configuration, the cache line entries are split to create
separate walk caches that are reserved for:
+ Stage 1 level 0 table entries.
+ Stage 1 level 1 table and block entries.
» Stage 1 level 2 table and block entries.
+ Stage 1 level 3 table entries.
+ Stage 2 level 0 table entries.
+ Stage 2 level 1 table and block entries.
+ Stage 2 level 2 table and block entries.
+ Stage 2 level 3 table entries.

To enable and disable the walk cache for a particular stage and level of translation, use the
TCU_CTRL register. If an error occurs for a cache line entry, the TCU _ERRSTATUS register
identifies the affected entry.

The walk cache is useful in cases where a translation request results in a miss in other TCU
caches. A subsequent hit in the walk cache requires only a single memory access to complete
the translation table walk and fetch the required descriptor.

Configuration cache
The configuration caches are 4-way set-associative cache structures that store configuration
information. Each entry stores the Context Descriptor (CD) and Stream Table Entry (STE)
contents for a translation context.
Note

The configuration cache does not cache the contents of intermediate configuration tables.
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2.1 About the functions

Translation manager
The translation manager manages translation requests that are in progress. All translation table
walks and configuration table walks are hazard-checked to reduce the possibility of multiple
transactions requesting duplicate walks.

Translation request buffer
The translation request buffer stores translation requests from TBUs when all translation
manager slots are full. The translation request buffer supports more slots than the translation
manager. When correctly configured, this buffer has enough space to store all translation
requests that TBUs can issue simultaneously. This buffer therefore prevents the DTI interface
from becoming blocked.

PMU
The PMU counts TCU performance-related events.

Clock and power control
The TCU has its own clock and power control, that the Q-Channel provides.

Queue manager
The queue manager manages all SMMUv3 Command queues and Event queues that are stored
in memory.

QTW/DVM interface
The Queue and Table Walk (QTW)/Distributed Virtual Memory (DVM) interface is an ACE-Lite
+DVM master interface.

Register file
The register file implements the SMMUvV3 programmers model, as the Arm® System Memory
Management Unit Architecture Specification, SMMU architecture version 3.0 and version 3.1
defines.

DTI interface
The slave DTI interface uses the DTI protocol, typically over AXI4-Stream, to enable the TCU
to communicate with a master component. For the MMU-600AE, the master component is
either a TBU or a PCle master.

Related information

2.2 Interfaces on page 2-30

2.3.7 TCU transaction handling on page 2-46
2.3.8 TCU prefetch on page 2-47

3.2 SMMU architectural registers on page 3-60

21.3 DTI interconnect

The TBU and TCUs use a DTI interface to communicate. The DTI interconnect enables the DTI
interface to use the AXI4-Stream transport protocol.

The DTI interconnect can connect any components that conform to the AXI4-Stream protocol, as the
Arm® AMBA® Distributed Translation Interface (DTI) Protocol Specification defines.

The DTI interconnect contains internal components that are hierarchically composable, that is, they can
be connected in different ways to suit your system requirements. For example, within an MMU-600AE
system, you can use the switch component to combine the DTT interfaces of multiple TBUs into a single
DTI interface. You can then connect the combined DTT interface to another DTI interconnect that is
closer to the TCU.

The DTI interconnect includes switch and register slice components.
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2 Functional description
2.1 About the functions

The switch connects multiple DTI masters, such as TBUs, to a DTI slave such as a TCU. The

switch implements the following parallel networks:

» For TBU to TCU traffic, a network that connects multiple AXI4-Stream slave interfaces to a
single AXI4-Stream master interface.

* For TCU to TBU traffic, a network that connects a single AXI4-Stream slave interface to
multiple AXI4-Stream master interfaces.

Note

The switch does not store any data, and therefore does not require a Q-Channel clock-gating
interface.

Register slice

Use the register slice to improve timing. The register slice includes a Q-Channel interface to
provide clock-gating control.

The MMU-600AE DTTI interconnect components do not include a component to connect
different clock and power domains. You can connect DTI interfaces in different clock and power
domains by using the Bidirectional AXI4-Stream (BAS) configuration of the ADB-400 AMBA
Domain Bridge.

Related information

2.3 Operation on page 2-37
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2.2 Interfaces

2.2 Interfaces
The MMU-600AE includes interfaces for each of the TCU, TBU, and DTI interconnect components.

The DTI interconnect consists of switch and register slice components that you can connect separately,
and these components therefore have their own interfaces.

The PMU snapshot interface is common to both TCU and TBU.

This section contains the following subsections:

o 2.2.1 TCU interfaces on page 2-30.
» 2.2.2 TBU interfaces on page 2-32.
o 2.2.3 DTI interconnect interfaces on page 2-35.

2.21 TCU interfaces
The MMU-600AE TCU includes several master and slave interfaces.
The following figure shows the TCU interfaces.

Clock and reset =———pp
LPI_PD =——————Q-Channe|=———| MMU-600AE TCU
LP|_CG =——————Q-Channe|=—1p>

A

DTI

A
Coherency
connection ACE-Lite+DVM APB4
signaling
v
SYSCO QTW/DVM PROG

Figure 2-4 TCU interfaces

TCU Queue and Table Walk/Distributed Virtual Memory interface

The Queue and Table Walk/Distributed Virtual Memory (QTW/DVM) interface is an ACE-Lite+tDVM
master interface.

The QTW/DVM interface issues the following transaction types:
* ReadNoSnoop.

*  WriteNoSnoop.

* ReadOnce.

*  WriteUnique.

*+ DVM Complete.

The QTW/DVM interface uses the write address transaction ID signal awid_qtw, and the read address
transaction ID signal, arid_qtw. The value of awid_qtw is always 0, and the value of arid_qtw depends
on the transaction type. The following table shows the possible values of arid_qtw.
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Table 2-1 Possible arid_qgtw values

Transaction type | arid_qtw[n:1] arid_qtw[0]

Translation table walk | Indicates the slot that is requesting the translation table walk | 1

Command queue read | All bits = 0. 0

DVM Complete All bits = 1. 0

To support 16-bit Virtual Machine IDentifiers (VMIDs), the interface provides DVMvS.1 support.
The interface does not issue cache maintenance operations or exclusive accesses.

Related information

2.3.6 Distributed Virtual Memory (DVM) messages on page 2-45
2.3.9 Error responses on page 2-47

AXI5 support on page 2-56

A.2 TCU QTW/DVM interface signals on page Appx-A-139
TCU PROG interface

The PROG interface is an AMBA APB4 slave interface. It enables software to program the
MMU-600AE internal registers and read the Performance Monitoring Unit (PMU) registers and the
Debug registers.

This interface runs synchronously with the other TCU interfaces.
The applicable address width for this interface is 21 bits, corresponding to TCUCFG_NUM_TBU = 14.

Transactions are Read-As-Zero, Writes Ignored (RAZ/WI) when any of the following apply:

* Anunimplemented register is accessed.
*  PSTRBJ3:0] is not @b1111 for write transfers.
« PPROT(1] is not set to 0 for Secure register accesses.

See the Arm® AMBA® APB Protocol Specification for more information.
Related information

A.3 TCU programming interface signals on page Appx-A-142

TCU LPIL_PD interface

This Q-Channel slave interface manages LPI powerdown for the TCU.

See the AMBA® Low Power Interface Specification, Arm® Q-Channel and P-Channel Interfaces for more
information.

Related information

A.6 TCU LPI PD interface signals on page Appx-A-145

TCU LPI_CG interface

This Q-Channel slave interface enables LPI clock-gating for the TCU.

See the AMBA® Low Power Interface Specification, Arm® Q-Channel and P-Channel Interfaces for more
information.

Related information
A.7 TCU LPI_CG interface signals on page Appx-A-146
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TCU DTI interface

The DTI interface manages communication between the TBUs and the TCU, using the DTI protocol.
The DTI protocol can be conveyed over different transport layer mediums, including AXI4-Stream.

The TCU includes a slave DTI interface and each TBU includes a master DTI interface. To permit
bidirectional communication, each DTI interface includes one AXI4-Stream master interface and one
AXI4-Stream slave interface.

See the Arm® AMBA® Distributed Translation Interface (DTI) Protocol Specification and the Arm®
AMBA® 4 AXI4-Stream Protocol Specification for more information.

Related information

2.3.1 DTI overview on page 2-37

A.8 TCU DTI interface signals on page Appx-A-147

TCU interrupt interfaces

This interface provides global, per-context, and performance interrupts.
Related information

A.9 TCU interrupt signals on page Appx-A-148

TCU SYSCO interface

The MMU-600AE provides a hardware system coherency interface. This master interface permits the
TCU to remove itself from a coherency domain in response to an LPI request.

The SYSCO interface uses the syscoreq and syscoack handshake signals to enter or exit a coherency
domain.

If the sup_btm signal is tied LOW, the syscoreq signal is always driven LOW and syscoack is ignored.
Related information
A.4 TCU SYSCO interface signals on page Appx-A-143
TCU tie-off signals
The TCU tie-off signals enable you to initialize various operating parameters on exit from reset state.
At reset, the value of each tie-off signal controls the respective bits in the SMMU_IDRO Register.
Related information
A.10 TCU tie-off signals on page Appx-A-149

2.2.2 TBU interfaces
Each MMU-600AE TBU includes several master and slave interfaces.

The following figure shows the TBU interfaces:
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2.2 Interfaces
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Figure 2-5 TBU interfaces

TBU TBS interface

The t