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Preface

Document status

Beta release.

The information contained in this manual is at Beta quality. Beta quality means that all major features of the
specification are described in the manual, some details might be missing.

In case of any apparent discrepancy or missing information, please contact Arm Limited.
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About this book

This manual describes the Armv8-A RAS Extension and RAS System Architecture.

This release of the Arm® RAS Supplement represents a major rewrite of the manual. The most significant
change is to use the rules-based writing approach. There are also some changes to the order and flow of the
manual, compared to previous releases.

Release notes for issue D.a summarizes the main changes and clarifications in the manual.
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Using this book

This manual is intended to be read in conjunction with [1].
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Conventions

Typographical conventions

The typographical conventions are:
italic
Introduces special terminology, and denotes citations.
bold
Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace
Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in
assembler syntax descriptions, pseudocode, and source code examples.

SMALL CAPITALS

Used for some common terms such as IMPLEMENTATION DEFINED.

Used for a few terms that have specific technical meanings, and are included in the Glossary.
Red text

Indicates an open issue.
Blue text

Indicates a link. This can be

¢ A cross-reference to another location within the document
* A URL, for example http://developer.arm.com

Numbers

Numbers are normally written in decimal. Binary numbers are preceded by 0b, and hexadecimal numbers by 0x.
In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000. To
improve readability, long numbers can be written with an underscore separator between every four characters,
for example 0xFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.

Pseudocode descriptions

This book uses a form of pseudocode to provide precise descriptions of the specified functionality. This
pseudocode is written in a monospace font. The pseudocode language is described in the Arm Architecture
Reference Manual.

Assembler syntax descriptions

This book contains numerous syntax descriptions for assembler instructions and for components of assembler
instructions. These are shown in a monospace font.


http://developer.arm.com

Rules-based writing

Identifiers

Examples

U

This specification consists of a set of individual rules. Each rule is clearly identified by the letter R.

Rules must not be read in isolation, and where more than one rule relating to a particular feature exists, individual
rules are grouped into sections and subsections to provide the proper context. Where appropriate, these sections
contain a short introduction to aid the reader. An implementation which is compliant with the architecture must
conform to all of the rules in this specification.

Some architecture rules are accompanied by rationale statements which explain why the architecture was
specified as it was. Rationale statements are identified by the letter X.

Some sections contain additional information and guidance that do not constitute rules. This information and
guidance is provided purely as an aid to understanding the architecture. Information statements are clearly
identified by the letter 1.

Implementation notes are identified by the letter U.
Software usage descriptions are identified by the letter S.

Arm strongly recommends that implementers read all chapters and sections of this document to ensure that an
implementation is compliant.

Rules, rationale statements, information statements, implementation notes and software usage statements are
collectively referred to as content items.

Each content item may have an associated identifier which is unique within the context of this specification.
When the document is prior to beta status:

» Content items are assigned numerical identifiers, in ascending order through the document (0001, 0002,
L)

* Identifiers are volatile: the identifier for a given content item may change between versions of the
document.

After the document reaches beta status:

» Content items are assigned random alphabetical identifiers (HJQS, PZWL, ...).
* Identifiers are preserved: a given content item has the same identifier across versions of the document.

Below are examples showing the appearance of each type of content item.

This is a rule statement.

This is a rule statement.

This is an information statement.
This is a rationale statement.

This is an implementation note.

X1
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Rules-based writing

S This is a software usage description.
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Additional reading

This section lists publications by Arm and by third parties.
See Arm Developer (http://developer.arm.com) for access to Arm documentation.
[1] Arm® Architecture Reference Manual for ARMvS-A architecture profile. (ARM DDI 0487) Arm Limited.

[2] Basic Concepts and Taxonomy of Dependable and Secure Computing. Algirdas AviZienis, Jean-Claude
Laprie, Brian Randell, and Carl Landwehr.
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Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, send an e-mail to errata@arm.com. Give:

* The title (Arm® RAS Supplement).

¢ The number (ARM DDI 0587 D.a-00bet0).

* The page numbers to which your comments apply.

* The rule identifiers to which your comments apply, if applicable.
* A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or behavior
of any document when viewed with any other PDF reader.
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Chapter 1
Introduction to RAS

T mapD Reliability, Availability, Serviceability (RAS) are three aspects of the dependability of a system:

* Reliability, the continuity of correct service.
* Availability, the readiness for correct service.
* Serviceability, the ability to undergo modifications and repairs.

T awaou RAS techniques reduce unplanned outages because:

* Transient errors can be detected and corrected before they cause application or system failure.
* Failing components can be identified and replaced.
* Failure can be predicted ahead-of-time to allow replacement during planned maintenance.

ARM DDI 0587 Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved.
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Chapter 1. Introduction to RAS
1.1. Faults, errors, and failures

1.1 Faults, errors, and failures

Ryspay

R YRDDR

Ranepx

Correct service is delivered when the service implements the system function.

Correct service might include:

* Producing correct results.
* Producing results within the time allotted to the task.
* Not divulging secret or secure information.

For the purpose of describing the RAS Extension and RAS System Architecture, deviation from correct service
is defined using the following terms:

* A failure is the event of deviation from correct service. This includes data corruption, data loss, and
service loss.

* An error is the deviation from correct service. An incorrect value that has an error is corrupt.
* A fault is the cause of the error.
Errors that are present but not detected are latent errors or undetected errors.

In a system with no error detection, all errors are latent errors and are silently propagated by components until
they are either masked or cause failure.

The severity of a failure can range from minor to catastrophic:

* The harmful consequences of a minor failure are of a similar cost to the benefits provided by correct
service delivery.

¢ The harmful consequences of a catastrophic failure are orders of magnitude, or even incommensurably,
higher than the benefit provided by correct service delivery.

There are many sources of faults in a system, including both software and hardware faults:

* Hardware faults originate in, or affect, hardware.
» Software faults affect software, that is programs or data.

The RAS Extension and RAS System Architecture primarily address errors produced from hardware faults.
These fall into two main areas:

¢ Transient faults.
* Non-transient or persistent faults.

ARM DDI 0587 Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved. 16
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Chapter 1. Introduction to RAS
1.2. General taxonomy of errors

1.2 General taxonomy of errors

1.2.1 Error detection

5
R HXWP

I WKPVR

When a component accesses memory or other state, an error might be detected in that memory or state.

The error might be corrected or deferred by the component, or signaled to another component as either a deferred
error or a detected error.

1.2.2 Error propagation

Rrrzpn A transaction occurs when a producer of the transaction passes a value or other signal to a consumer of the
transaction.

Ivy Transactions are part of the service provided by the producer for the consumer.

TrueoL In many protocols and service interface definitions, a high-level transaction consists of a sequence of operations,
for instance between a Requester and a Completer.

For the purposes of this manual, the most basic form of a unidirectional transfer between a producer and
consumer is considered as a transaction.

That is, each one of the sequence of operations is considered a separate transaction. For some operations, such
as a request, the Requester is producer and the Completer is the consumer. For other operations, such as a
response, the Completer is producer and the Requester is the consumer.

Rskzze An error is propagated by the producer of a transaction when the service interface is incorrect because of the
error. The error is propagated to the consumer.

An error is propagated by deviations from correct service, including when any of the following occurs that
would not have been permitted to occur had the fault not been activated:

Ry * A corrupt value is passed from producer to consumer.

Rzenxe * A transaction or other operation occurs that should not have occurred.

Rerzke * A transaction or other operation that should have occurred does not occur.

Ruzvnr * A loss of uniprocessor semantics or any other loss of coherency in a multiprocessor coherent system is

observed.

Rker * Changing the timing and/or order of transactions or other operations such that the timing and/or order of
those transactions or operations is incorrect. In this case the service interface defines acceptable timings
and/or orders for transactions and other operations.

The service interface for a transaction might include means to signal that the transaction is propagating:

Ryvry * A detected error.

Res * A deferred error.

Rex An error is silently propagated by the producer of a transaction if the consumer of the transaction cannot detect
the error and consumes an undetected error because of the transaction. This might be because of one of the
following:

* The error is present on the transaction, but was not detected by the producer. The error is silently
propagated by the producer.
ARM DDI 0587 Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved. 17

D.a-00bet0

Non-confidential



Chapter 1. Introduction to RAS
1.2. General taxonomy of errors

* The error is present on the transaction, but was not signaled to the consumer as an error. For example, a
corrupt value was passed in the transaction with no indication that it was corrupt. The error is silently
propagated by the producer.

Rrppys A latent, possibly detectable, error is silently propagated by the consumer of an otherwise correct transaction if
the transaction causes the error to become undetectable.

Txyvee For example, a partial write to a protection granule that removes poison, leaving the unchanged portion of the
location corrupt. To implement a partial write, the consumer logically reads the current value of the location,
modifies the value, and then writes the modified value back. These are internal transactions in the consumer that
silently propagate the error. In this example there was no error at the producer nor on the transaction.

Errors might be propagated by components in a system until one of the following occurs:

Tyzrpy * They are masked and do not affect the outcome of the system.

The error might be masked because a corrupt value is discarded or overwritten, or the error is detected and
removed.

Iyvoze » They affect the service interface of the system and possibly cause failure. If the error has been silently
propagated to the service interface then:

— This is a Silent Data Corruption (SDC).
— The rate of such failures, measured as the number of failures per billion device-hours of operation, is
called the SDC Failure-in-Time (FIT) rate.

Alternatively, the error might have been detected, causing the system to invoke error handling and recovery.
See Error handling and recovery.

1.2.3 Infected and poisoned

Riknnwe The state of a component becomes infected when the component consumes an uncorrected error that updates
the state.
Rrzesw A value is poisoned in the state of a component if it is marked as being in error, such that a subsequent access of

the state will detect the value is so marked and is treated as a detected error.

TypurK Poison is used to defer an error.

1.2.4 Containable and uncontainable

Rpxorp An undetected error is uncontained at the component that failed to detect it.
Rravro A silently propagated error is uncontained at the component that silently propagated it.
Reaonr A detected uncorrected error is uncontainable at the component if it might be uncontained at the component.

A detected uncorrected error is containable at the component if it is not uncontainable at the component. If
the component cannot determine whether a detected uncorrected error is uncontainable or containable at the
component, it treats it as uncontainable at the component.

I vroMR An error that is uncontainable at a component might be containable at the system level.

Note

Reporting an error as containable allows software to contain the error. It does not mean that hardware has
contained the error.

ARM DDI 0587 Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved. 18
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1.3. Techniques for improving reliability, availability, and serviceability

1.3 Techniques for improving reliability, availability, and serviceability

Irpck

I

1.3.1 Fau

IeaaLc

Each device sets its own targets for reliability, availability, and serviceability, and uses different techniques to
achieve these targets, including:

* Fault prevention and fault removal.
* Error handling and recovery.
e Fault handling.

The level of reliability, availability, and serviceability in any implementation, and which parts of the system
include RAS, are IMPLEMENTATION DEFINED. The RAS Extension and RAS System Architecture do not
prescribe the level of reliability, availability, and serviceability in any implementation, or which parts of the
system include RAS.

It prevention and fault removal

Fault prevention and fault removal are two techniques for handling faults. Fault prevention and fault removal
mechanisms are IMPLEMENTATION DEFINED.

Fault prevention techniques are outside the scope of the architecture.

A fault that is removed is a corrected error and might be recorded and generate a fault handling interrupt, but it
is not propagated. This means that it is not consumed and does not cause service failure.

A common technique to detect and correct errors is the use of an Error Detection and Correction Code (EDAC),
more commonly referred to as simply an Error Correction Code (ECC). ECC schemes use mathematical codes
to detect and correct an error in a value in memory. The size of the value is the protection granule for the ECC
scheme.

The RAS Extension and RAS System Architecture do not require implementation any fault removal schemes,
including ECC.

1.3.2 Error handling and recovery

R}{L‘J_ VT

RyTxyy

Tpceyx

ARM DDI 0587
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A fault that is not removed gives rise to an uncorrected error.

Error recovery is the process by which software and hardware minimize the impact of an uncorrected error.

Error recovery methods include:

* Deferring an error from a fault. An error is deferred by hardware if hardware can make forward progress
without consuming the error. Deferring the error means:

— The fault might become masked later (fault removal). For example, because the corrupt value is
overwritten before it is consumed.

— If the deferred error is later consumed, then the error is reported at the point of consumption. For
example, if the deferred error is consumed by a Processing element (PE) then the consumer PE
generates an error exception. This can give better results in terms of error recovery in the case where
the original producer of the data is not known when the error was deferred. For example because a
latent error was detected.

A common technique to defer an error is to replace the corrupt value with a poisoned value, for example in
memory or in a transaction.

» Preventing further propagation of the error, that is containing the error. In particular, preventing silent
propagation of the error.

Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved. 19
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1.3. Techniques for improving reliability, availability, and serviceability

T,\LL‘LLTLJ

I TLDCY

» Reducing the severity of a failure by invoking a service failure mode:

— This is a Detected Uncorrected Error (DUE).
— The rate of such failures gives the DUE FIT rate.
— The type of service failure mode depends on what is acceptable to the service.

A software error recovery agent is typically invoked when hardware detects an error it cannot correct, defer, or
remove.

An error recovery agent also provides information to the operator through error logs to improve serviceability,
for example to help with the identification of a Field Replaceable Unit (FRU).

The RAS Extension and RAS System Architecture provide optional common programmers’ models to record
information about an error in an error record.

The RAS Extension describes the behavior of a PE when an error is signaled to it by the system, including
invoking a service failure mode by taking an error exception, and optional mechanisms to limit propagation of
an error.

The RAS Extension and RAS System Architecture do not require systems to implement error recovery
mechanisms, including poison, and do not require systems to limit the silent propagation of errors.

1.3.3 Fault handling

Tsurr

Tceepn

IRTN

T: QRSC
ARM DDI 0587
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Fault handling by software is the process by which software diagnoses and responds to faults to improve
availability.

Fault handling methods include:
* Predictive Failure Analysis (PFA), using information recorded by hardware to trigger pre-emptive action.

The RAS Extension and RAS System Architecture provide optional mechanisms to allow the reporting of errors
and warnings to a fault handling agent, and to record information about the fault in an error record. It is the
responsibility of the error recovery and fault handling processes to collate the error record data and write it to an
error log.

The detailed nature of the fault handling agent is outside the scope of this architecture. Fault handling and error
recovery might be independent agents.

See also:

e Standard error record

Copyright © 2017-2020 Arm Limited or its affiliates. All rights reserved. 20
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Chapter 2
Armv8-A RAS Extension

Tinen The Reliability, Availability, Serviceability (RAS) Extension is identified as FEAT_RAS.

Ty The RAS Extension is a mandatory extension to the Armv8.2 architecture, and it is an optional extension to the
Armv8.0 and Armv8.1 architectures.

Is ID_AA64PFRO_EL1.RAS in AArch64 state, and ID_PFRO.RAS in AArch32 state, indicate whether the RAS
Extension is implemented.

Tip The RAS Extension extends the exception syndrome registers to include fields that allow the Processing element
(PE) to report a PE error state when an error exception is taken.

Ipwxkzs The RAS Extension adds the Error synchronization event and Error Synchronization Barrier instruction, ESB.

I rncHE The RAS Extension defines System registers that are specific to RAS, including to access optional error records
defined by the RAS System Architecture. The System register instructions are described in [1]. The format of
the error record registers is defined in Error record System register view.

Txpy The FEAT_IESB feature provides controls to insert an implicit Error synchronization event at exception entry
and exception return.

Ik, The FEAT _RASvIipl feature extends the RAS System registers to include support for RAS System Architecture
vl.1.

Tew The FEAT_DoubleFault feature provides EL3 controls to change the routing of synchronous External abort
exceptions and treat SError interrupts as nonmaskable. FEAT_DoubleFault is defined in [1].

Ryy The RAS Extension does not prescribe the level of reliability, availability, and serviceability in the PE. The RAS
features that the PE includes, for example to detect, correct, contain, or defer errors, are IMPLEMENTATION
DEFINED. The RAS Extension defines a framework for building RAS features in a PE.
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2.1 PE error handling

2.1.1 PE error detection

Tkryow When a PE accesses memory or other state, an error might be detected in that memory or state, and corrected,
deferred, or signaled to the PE as a detected error as an in-band error response.

Note

An error might also be signaled to a PE by means other than an in-band error response. See Rgyyv.

The response from memory or other state is defined by Detecting and consuming errors in the RAS System
Architecture:

Ipwwog * When an error is detected by a component on a read or a cache maintenance operation from the PE:

— If the error can be corrected, it is corrected and corrected data is returned.

— If the error cannot be corrected and can be deferred, it is deferred.

— Otherwise, if enabled at the component, the detected error is signaled to the PE as an in-band error
response.

The component might record the error and generate a fault handling interrupt and/or error recovery
interrupt.

Tpkvop * When an error is detected by a component consuming a write from the PE:

If the error can be corrected, it is corrected.

If the error cannot be corrected and can be deferred, it is deferred to the consumer. For example, by
poisoning the location being written.

If enabled at the consumer, the detected error is signaled to the PE as an in-band error response.

If enabled at the consumer, the consumer generates an error recovery interrupt.

IyryFr If the component implements the RAS System Architecture, its behavior is defined by RAS System Architecture,
and depends on the nature of the error and IMPLEMENTATION DEFINED properties of the component. In each
of these cases, the component might be a part of the processor, such as a cache, or might be outside of the
processor.

The component might also report the error to a RAS System Architecture node, which records the error and
might generate one or more of a fault handling interrupt, error recovery interrupt, or critical error interrupt
depending on the features and configuration of the node.

See also Other errors.

Note

An in-band error response is sometimes referred to as an External abort. To avoid confusion with the External
abort exception, this manual uses in-band error response to describe the response to the PE for a memory
access.

See In-band error response signaling (external aborts).

RoTREF The features that the system and PE include to detect, correct, or defer errors are IMPLEMENTATION DEFINED.
Ruvte The size of the protection granule for any implemented error detection mechanism in memory is

IMPLEMENTATION DEFINED.
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Lsgs6w A system might implement multiple error detection mechanisms with differing protection granule sizes.

Rengvmw The mechanism for clearing an error or poison from a memory protection granule is IMPLEMENTATION
DEFINED, and it is IMPLEMENTATION DEFINED whether any such mechanism exists.

Note

For some systems, a single-copy atomic write of at least the whole protection granule can reset the state of
the granule and clear any error or poison. In other systems, a DC ZVA operation might also clear the error.
However, the protection granule might be larger than the bCc zva block size and/or the largest single-copy
atomic access that the PE can perform.

Systems might require software to stop using the protection granule, for example by not using the physical
page containing the granule, until the system can be purged of errors, for example at a system reset. The
architecture does not set any limit on the size of a protection granule and it might be larger than a translation
granule.

Any mechanism for purging the system of errors is also IMPLEMENTATION DEFINED.

2.1.2 PE error propagation
Tyrxk The program-visible architectural state of the PE, referred to as the PE state, includes:

¢ General-purpose, SIMD&FP, and SVE registers.
* System registers.

* Special-purpose registers.

» PSTATE.

Rxmenw An error is consumed by the PE by any of the following:

* An instruction commits the corruption into the PE state.
* The error is on an instruction fetch and the corrupt instruction is committed for execution.
e The error is on a translation table walk for a committed load, store, or instruction fetch.

Tuvrkw For a PE, Error propagation applies to the propagation of detected errors by the PE between the PE state, and
any other PE state or memory.

Note

Memory includes structures that cache the contents of memory, such as an instruction cache, data cache, or
TLB.

An error is propagated by the PE by one or more of the following occuring that would not have been permitted
to occur had the fault not been activated:

Rporar » Consumption of the corrupt value by any instruction, propagating the error to the target(s) of the instruction.
This includes:

— A store of a corrupt value.
— A write of a corrupt value to a System register, Special-purpose register, or PSTATE. Infecting a
System register state might mean that the PE generates transactions that would not otherwise be

permitted.
Rakeck * Any operation occuring that should not have occurred, including:
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A load, translation table walk, or instruction fetch that would not have been permitted, including those
from hardware speculation or prefetching.

A store to an incorrect address or a store that would not have been made or not permitted.

A direct or indirect write to a Special-purpose or System register that would not have been made or
not permitted.

Assertion of any signal, such as an interrupt, that would not have been asserted.

Rrrxve ¢ Any operation not occurring that should have occurred.

Rpznnc * Causing the PE to take an imprecise exception, other than an error exception in response to the error itself.
See the section Definition of a precise exception in [1].

Remvp * The PE discarding data that it holds in a modified state.
Rpprxy * Any other loss of required uniprocessor semantics, ordering, or coherency.
Ryopws The error propagated by the PE is silently propagated by the PE only if all of the following are true:

* The propagation is not part of the required operation of the PE in taking an error exception generated by
the error.

* The propagation is not part of the required operation of the PE executing an ESB instruction that
synchronizes the error.

* The error is not signaled to the consumer as a detected error or deferred error.
* Any of the following are true:
— The corrupt value is held in other than the general-purpose, SIMD&FP, or SVE registers.

— The error is propagated by an instruction in program order before either taking an error exception
generated by the error or executing an ESB instruction that synchronizes the error, and is propagated
to outside of the general-purpose, SIMD&FP, or SVE registers.

— The error is propagated other than by an instruction that consumes the corrupt value as an input
operand but otherwise behaves correctly.

Note

This means that after taking the error exception generated by the error, or an ESB, propagating an error by, for
example, storing it to memory, is not considered as silent propagation of the error by the PE.

For example, the PE takes an error exception in response to a load that returns a corrupt value to a
general-purpose register. The error is not silently propagated to outside of the general-purpose registers
before the error exception is taken. However:

» Taking the error exception causes the ESR_ELx, ELR_ELx, and SPSR_ELXx registers to be updated.
This is part of the required operation of the PE.

» After taking the error exception, software stores the contents of the general-purpose register to memory,
and this is not signaled to memory as a deferred error. This happens in program order after the exception
is taken.

Neither of these actions are considered silent propagation of the error by the PE.

Rprrrg The features that a PE includes to prevent silent propagation of an error are IMPLEMENTATION DEFINED.

Twopts For example, an implementation might ensure that a corrupt value in a general-purpose or SIMD&FP register is
not silently propagated, by signaling a deferred error on any write of data to any memory location so that the
memory location is poisoned.
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2.1.3 Other errors

I KROMR

TH\T;' QZ

The RAS Extension deals mostly with errors detected by components outside of the PE, such as memory, and
consumed by the PE.

Other errors might be detected from within the processor itself. If these are not errors in the PE state they might
be treated like errors detected by another component.

For example:

* A processor cache detects an error in the cache state that cannot be corrected. The cache can be treated
as a component outside the PE. If the error is detected in dirty cache data being evicted from the cache
when the PE makes an access, it might be deferred by the cache writing poison in the evicted cache data.
If the PE is performing a partial write that does not completely overwrite the protection granule, it might
be deferred by the cache writing poison to the cache location, and/or evicting the cache line with poison.
Deferring the error means the error is not consumed by the PE. Otherwise, the cache component generates
the in-band error response to the PE.

* A processor detects a corrupt or poisoned value being returned from memory that is not being signaled as
an in-band error response and cannot be corrected or deferred. For example in response to an non-cacheable
read or a cache refill. The interface to memory can be treated as a component outside the PE. The memory
interface component generates the in-band error response to the PE.

In each of these cases, the component reports these errors to a RAS System Architecture node that implements
error records and records the errors, and might generate one or more of a fault handling interrupt, error recovery
interrupt, or critical error interrupt depending on the features and configuration of the node.

An example implementation might include error detection logic within the PE state itself. When the PE
detects an error in the PE state, the instruction that uses that state consumes the error, and the PE generates an
IMPLEMENTATION DEFINED SError interrupt exception. See Reyyyg.

In this case, the processor that implements the PE includes a RAS System Architecture node that implements
error records that record these errors.

An example implementation might support poisoning within the PE state. When the PE consumes a deferred
error, for example a poisoned value, from memory into the PE state, the PE state becomes poisoned. Subsequent
operations that read the poisoned value can continue to defer the error by poisoning the result of the operation.

However, if the PE attempts to execute an operation that reads the poisoned value and cannot defer the error
further, the PE generates an IMPLEMENTATION DEFINED SError interrupt exception. See Reyyy.

In this case, the processor that implements the PE includes a RAS System Architecture node that implements
error records that record these errors.

Components outside of the PE might detect errors that are not consumed by the PE. These components might
report such errors to a PE using error recovery interrupts.

For implementations that include the Statistical Profiling Extension, the Statistical Profiling Extension behaves
like a separate component.

Errors from software faults are outside the scope of the RAS Extension.

See also:

* RAS System Architecture
* Software faults
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2.2 Generating error exceptions

Ry
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An error exception is generated when a detected error is signaled to the PE as an in-band error response
to an architecturally-executed memory access or cache maintenance operation. This includes any explicit
data access, instruction fetch, translation table walk, or hardware update to the translation tables made by an
architecturally-executed instruction.

Error exception is a term used in this manual to describe a collection of exception types. See Taking error
exceptions for more information.

It is IMPLEMENTATION DEFINED whether an error exception can be generated for an error that is consumed by
hardware speculation or prefetching by a PE, but that is not committed to the architecturally visible state of the
PE.

It is IMPLEMENTATION DEFINED whether an error exception can be generated for a detected error that is
deferred.

It is IMPLEMENTATION DEFINED whether an error exception can be generated for a detected error that is
corrected.

An SError interrupt exception can also be generated for IMPLEMENTATION DEFINED causes.

For example, when an error is detected and neither corrected nor deferred, and signaled to the PE by means
other than an in-band error response, or when an error detected by the PE in the PE state or in the result of a
calculation.
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2.3 Taking error exceptions
Rvxrys If FEAT_DoubleFault is implemented, an error exception is taken as a synchronous External abort exception for
all non-speculative:
¢ Instruction fetches.
* Translation table walks and hardware updates of translation tables on instruction fetches.

It is IMPLEMENTATION DEFINED whether an error exception is taken as a synchronous External abort exception
or as an asynchronous SError interrupt exception for each non-speculative:

* If FEAT_DoubleFault is not implemented, instruction fetch.
 Explicit access to memory made by an instruction.
¢ Cache maintenance operation.

* Translation table walk or hardware update of translation tables, other than for on an instruction fetch when
FEAT_DoubleFault is implemented.

» If FEAT_MTE is implemented, access to an Allocation Tag in memory made by an instruction.

All error exceptions other than those explicitly mentioned in this rule are taken as an asynchronous SError
interrupt exception.

Rurnac When an error exception is taken as an asynchronous SError interrupt exception, the exception is taken in finite
time.

Recxkn When any of the following exceptions are taken, the PE records the PE error state in the exception syndrome
register:

* A synchronous External abort taken to AArch64 state.
* An SError interrupt exception taken to either AArch32 or AArch64 state.

See PE error state classification.
Rryvyr When a synchronous External abort is taken to AArch32 state, the PE does not record the PE error state.

Taeeac The exception type and target execution state determines the set of PE error state values the PE can record. See
PE error state recording in the exception syndrome.

Tusvxs The recorded PE error state informs software whether it can recover execution and, if so, whether any action by
the recovery software to locate and repair the error is necessary first.

Inrpsu Software is only able to successfully recover execution and make progress from a restart address for the
exception by executing an Exception Return instruction to branch to the instruction at this restart address if all
of the following are true:

 The error has not been silently propagated by the PE.

* At the point when the Exception Return instruction is executed, the PE state and memory system state are
consistent with the PE having executed all of the instructions up to but not including the instruction at the
restart address, and none afterwards. That is, at least one of the following restart conditions is true:

— The error has been not architecturally consumed by the PE and infected the PE state.
— Executing the instruction at the restart address will not consume the error and will correct any corrupt
state by overwriting it with the correct value or values.

Rpckng On taking an error exception, the PE determines that software is able to recover execution at the point where the
exception is taken, with no additional action from software, if and only if all of the following are true:
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* The error has not been silently propagated by the PE.
* The restart conditions are met because all of the following are true:

— Either the error does not remain latent or executing the instruction at the restart address will not
consume the error and will correct any corrupt PE state.
— The restart address is the preferred return address for the exception.

* The PE has not elected to determine that software is not able to recover execution, and has not elected to
determine that software is able to recover execution if software takes action to locate and repair the error.

Ropany On taking an error exception, the PE determines that software is able to recover execution if software takes
action to locate and repair the error, to get the PE state and memory system state into this consistent state before
attempting recovery, if and only if all the following are true:

* The error has not been silently propagated by the PE.

* The restart conditions can be met because the restart address is the preferred return address for the
exception and at least one of the following is true:

— The error remains latent and executing the instruction at the restart address will access the corrupt
state. If the error is removed then executing the instruction at the restart address will correct any
corrupt PE state and/or corrupt memory state. For example, the instruction at the restart address is a
load that will consume the error and corrupts PE state.

— The error does not remain latent and the PE has elected to determine that software is able to recover
execution if software takes action to locate and repair the error.

— Executing the instruction at the restart address will not consume the error and the PE has elected to
determine that software is able to recover execution if software takes action to locate and repair the
error.

e The PE has not elected to determine that software is not able to recover execution.

Reaoun On taking an error exception, the PE determines that software is not able to recover execution if and only if one
or more of the following are true:

* The error has been silently propagated by the PE.

* The restart conditions cannot be met even if software takes action to locate and repair the error. This is
because at least one of the following is true:

— The error remains latent and executing the instruction at the restart address will consume the error
and corrupt PE state. Either the error cannot be removed or executing the instruction at the restart
address will not correct any corrupt PE state.

— The restart address is not the preferred return address for the exception.

¢ The PE has elected to determine that software is not able to recover execution.

Txmccr That the PE determines that software is able to recover execution if software takes action to locate and repair the
error does not mean that software can locate and repair. For example, the error in memory might be one which
cannot be located or cannot be repaired.

Note

Error recovery software might instead make the PE state and memory system state consistent with an
alternative execution of the program.

For example, if the error is located in a clean page of memory and the error exception is generated by a load
from the location infected with the error, then software might be able to repair the error by:
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* Reloading the page from a backing store. This makes the memory system state consistent with the
uncorrupted view. Executing the instruction at the restart address will load the uncorrupted value into
the PE state.

* Invalidating the clean page and marking it page as inaccessible. Executing the instruction at the restart
address will result in a Translation fault being generated when the program tries to access the page. The
target of the load will contain an UNKNOWN value, which is permitted by the architecture. The MMU
fault handler can then reload the page from the backing store, as it would for a page that has not been
previously accessed or has been paged out.

Either approach might result in the virtual address to physical address mapping for the page being changed
by software, meaning the memory system state is not consistent with the previously executed instructions.
However, the memory system state is consistent with a valid alternative view of the execution of the program
that allows software to recover execution.

Iruppy A PE might include additional IMPLEMENTATION DEFINED mechanisms to aid software locate and repair the
erTor.

If software has to use IMPLEMENTATION DEFINED mechanisms to locate and repair the error, then the PE reports
that it has determined that software is not able to recover execution. The PE might use IMPLEMENTATION
DEFINED additional syndrome registers to report that software is able to recover execution if software takes
action to locate and repair the error using the IMPLEMENTATION DEFINED mechanisms.

2.3.1 PE error state recording in the exception syndrome

Rupkym When an asynchronous SError interrupt exception is taken to AArch64 state, the PE records the PE error state
in the exception syndrome register as the applicable one of:

* An applicable one of the following, in ESR_ELX.AET, setting ESR_ELx.IDS to 0b0 and ESR_ELx.DFSC
to the applicable nonzero fault status code:
— Uncontainable (UC).
Unrecoverable state (UEU).
Recoverable state (UER).
Restartable state (UEO).
Corrected (CE).
* Uncategorized error, by setting ESR_ELX.ISS to all zeros.
* IMPLEMENTATION DEFINED syndrome, by setting ESR_ELx.IDS to 0b1.

Rrxans When a synchronous External abort exception is taken to AArch64 state, the PE records the PE error state in
ESR_ELX.SET as the applicable one of:

¢ Uncontainable (UC).
* Recoverable state (UER).
* Restartable state (UEO).

Other values for the PE error state are not supported by synchronous External abort exceptions taken to AArch64
state.

RpwksL When an asynchronous SError interrupt exception is taken to AArch32 state, the PE records the PE error state
in DFSR.AET or HSR.AET as appropriate, as the applicable one of:

¢ Uncontainable (UC).

¢ Unrecoverable state (UEU).
¢ Recoverable state (UER).

¢ Restartable state (UEO).

Other values for the PE error state are not supported by asynchronous SError interrupt exceptions taken to
AArch32 state.
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Tovvsm Table 2.1 summarizes the supported PE error state syndrome values for each type of error exception.

Table 2.1: Summary of error exception types and supported PE error state syndrome values

PE error state

External abort to  SError interrupt  External abort to  SError interrupt
AArch64 state to AArch64 state  AArch32 state to AArch32 state

Recorded in: ESR_ELx.SET ESR_ELx.AET No syndrome DFSR.AET
Uncategorized error No Yes (ISS==0) - No
IMPLEMENTATION DEFINED  No Yes (IDS==1) - No
syndrome

Uncontainable (UC) Yes Yes - Yes
Unrecoverable state (UEU) No Yes - Yes
Recoverable state (UER) Yes Yes - Yes
Restartable state (UEO) Yes Yes - Yes
Deferred (DE) No No - No
Corrected (CE) No Yes - No

2.3.2 PE error state classification

Tccrwx The PE determines which PE error state to record based on the following criteria:

* The PE error state syndrome values supported by the type of error exception being taken. See PE error
state recording in the exception syndrome.

* The following implementation-specific properties and behaviors of the PE on taking the exception:

Whether the error has been silently propagated by the PE.

Whether the PE determines that software is able to recover execution at the point where the exception
is taken.

If the PE determines that software can recover execution, whether software needs locate and repair
the error before attempting to recover. If software does not locate and repair the error, then attempting
to recover execution might cause the error exception to be generated again.

If the PE determines that software cannot recover execution, whether the error is synchronized by
Error synchronization events.

* Whether the implementation elects to record the PE error state as another state. The PE only does this
when the criteria for the other, recorded state are met. The conditions under which the PE elects to record
the PE error state as another state are IMPLEMENTATION DEFINED.

The recorded PE error state is defined by the rules in this section.

Rokzis If and only if all of the following are true, then on taking an error exception the PE error state is recorded as
Uncontainable (UC):

* One or more of the following are true:

The error has been silently propagated by the PE.

The PE determines that software is not able to recover execution from the preferred return address of
the exception and the error is not synchronized by Error synchronization events.

The PE determines that software is not able to recover execution from the preferred return address
of the exception and the error exception is taken as a synchronous External abort to AArch64 state.
(That is, the type of error exception does not support reporting the PE error state as Unrecoverable
state (UEU).)

The implementation has elected to record the PE error state as Uncontainable (UC).

* The error exception is not taken as a synchronous External abort to AArch32 state.
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* The implementation has not elected to record the PE error state as IMPLEMENTATION DEFINED syndrome
or Uncategorized error, or the type of error exception does not support reporting the PE error state as
IMPLEMENTATION DEFINED syndrome or Uncategorized error.

Roenyp If and only if all of the following are true, then on taking an error exception the PE error state is recorded as
Unrecoverable state (UEU):

 The error has not been silently propagated by the PE.
* The error exception is taken as an SError interrupt exception.
* One or more of the following are true:

— The PE determines that software is not able to recover execution from the preferred return address of
the exception and the error is synchronized by Error synchronization events.
— The implementation has elected to record the PE error state as Unrecoverable state (UEU).

* The implementation has not elected to record the PE error state as Uncontainable (UC), IMPLEMENTATION
DEFINED syndrome, or Uncategorized error.

Trgczp Error synchronization event defines synchronized by Error synchronization events.

Rannvr If and only if all of the following are true, then on taking an error exception the PE error state is recorded as
Recoverable state (UER):

* The error has not been silently propagated by the PE.
* The error exception is not taken as a synchronous External abort to AArch32 state.

* The PE determines that software is able to recover execution from the preferred return address of the
exception.

* One or more of the following are true:

— The PE determines that software must take action to locate and repair the error to successfully
recover execution. This might be because the exception was taken before the error was architecturally
consumed by the PE, at the point when the PE was not be able to make correct progress without either
consuming the error or otherwise making the state of the PE unrecoverable.

— The implementation has elected to record the PE error state as Recoverable state (UER).

* The implementation has not elected to record the PE error state as Unrecoverable state (UEU),
Uncontainable (UC), IMPLEMENTATION DEFINED syndrome, or Uncategorized error.

Rupver If and only if all of the following are true, then on taking an error exception the PE error state is recorded as
Restartable state (UEO):

* The error has not been silently propagated by the PE.
* The error exception is not taken as a synchronous External abort to AArch32 state.

* The PE determines that software can recover execution from the preferred return address of the exception
without the need for software to take action to locate and repair the error first.

* One or more of the following are true:

— The error is an uncorrected error. This includes a deferred error.

— The error is a corrected error and the error exception is not taken as an SError interrupt taken to
AArch64 state.

— The implementation has elected to record the PE error state as Restartable state (UEO).

e The implementation has not elected to record the PE error state as any of Recoverable state
(UER), Unrecoverable state (UEU), Uncontainable (UC), IMPLEMENTATION DEFINED syndrome, or
Uncategorized error.
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If and only if all of the following are true, then on taking an error exception the PE error state is recorded as
Corrected (CE):

* The error has been corrected and not silently propagated by the PE.
* The error exception is taken as an SError interrupt taken to AArch64 state.

» Software can recover execution from the preferred return address of the exception. Because the error has
been corrected, software does not need to take action to locate and repair the error.

* The implementation has not elected to record the PE error state as any other type.

If and only if all the following are true, then on taking an error exception the PE error state is recorded as an
Uncategorized error:

* The error exception is taken as an asynchronous SError interrupt taken to AArch64 state.

* The implementation has elected to record the PE error state as an Uncategorized error.

If and only if all the following are true, then on taking an error exception the PE error state is recorded as an
IMPLEMENTATION DEFINED syndrome

* The error exception is taken as an asynchronous SError interrupt taken to AArch64 state.

» The implementation has elected to record the PE error state as an IMPLEMENTATION DEFINED syndrome.

The IMPLEMENTATION DEFINED syndrome type might provide additional IMPLEMENTATION DEFINED
syndrome recorded in the exception syndrome register. Software might be able to determine the state of
the PE from this syndrome, or other IMPLEMENTATION DEFINED syndrome registers.

Uncategorized error and IMPLEMENTATION DEFINED syndrome are defined for backwards compatibility with
previous versions of the architecture. Arm does not recommend use of these PE error state values in new
implementations that include other RAS features.

The PE error states are summarized by Figure 2.1. Figure 2.1 assumes the type of error exception supports the
resulting PE error state, never elects to record an error as a different PE error state when permitted, and does not
show Uncategorized error or IMPLEMENTATION DEFINED syndrome.
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Figure 2.1: PE error states

If the PE error state reports that software can recover execution, or that software isolation might be possible
because the error is synchronized by Error synchronization events, this does not necessarily mean that the error
can be recovered from because the error in the system might be one which does not allow software to recover
the operation. Rather, software might be able to recover if it can repair the error and continue.

For example, the component that originally detected the error and signaled it to the PE might record in a RAS
System Architecture node that the error is uncontainable at the component, meaning the system has to be shut
down to avoid catastrophic failure. The in-band error response to the PE is not required to signal the severity of
the error to the PE. The recorded PE error state refers only to the PE, not the system error state.

If the in-band error response can signal the severity of the error to the PE, the PE might use this information
to elect to report the PE error state as other than Recoverable state (UER). For example, if a processor cache
detects an uncontainable tag RAM error, the PE might report the PE error state as Uncontainable (UC), even
though the state of the PE itself is recoverable. However, this is not required, and software must not rely on this
behavior and should determine from the system whether the error is recoverable at the system level.

See also:
* PE error propagation
* Error synchronization event
Using the PE error state classification
When the PE error state is recorded as Uncontainable (UC):

¢ Software must assume that either:
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— The error has been silently propagated by the PE.
— Software is not able to recover execution from the preferred return address of the exception and the
error was not synchronized by Error synchronization events.

* If the error cannot be otherwise isolated to an application or VM, or both, the system must be shut down
by software to avoid catastrophic failure.

SHYWFL When the PE error state is recorded as Unrecoverable state (UEU):

» Software can assume the error has not been silently propagated by the PE.

» Software cannot safely recover execution from the preferred return address of the exception, even if it
takes action to locate and repair the error. The state of the affected software, or both, is unrecoverable.
However, if the software includes Error synchronization events, software can use the properties of the
Error synchronization event to determine which software is affected by the error.

* The affected software cannot continue and must be isolated by software.

S1sFyM When the PE error state is recorded as Recoverable state (UER):
* The uncorrected error might remain latent in the system.

* If the exception handler takes action to locate and repair the uncorrected error, it can safely recover
execution from the preferred return address of the exception. Otherwise on restart of the affected software
the PE might attempt to consume the error again, causing a further error exception. If software cannot
locate and repair the error, the affected software must be isolated by software.

Screzy When the PE error state is recorded as Restartable state (UEO):
e The error might remain latent in the system.

* Software might take action to locate and repair the error before it is consumed. However, the affected
software can be safely restarted by the exception handler without software taking any action to locate and
repair the error.

For example, the error was signaled when the PE speculatively accessed corrupt data.

SGrzos When the PE error state is recorded as IMPLEMENTATION DEFINED syndrome or Uncategorized error, if
software is not able to determine the actual state of the PE and memory, it should treat IMPLEMENTATION
DEFINED syndrome and Uncategorized error as Uncontainable (UC).

2.3.3 Multiple SError interrupts

Lcporw Multiple SError interrupt conditions might be pending together. The architecture does not define relative
priorities for asynchronous exceptions.

Rprxkoz If multiple SError interrupt conditions are pending, it is IMPLEMENTATION DEFINED whether the multiple
pending SError interrupt conditions are taken as a single SError interrupt exception.

LsBosc On taking an SError interrupt exception for more than one SError interrupt condition:

* If the exception is taken to AArch64 state and one or more pending SError interrupt conditions would
be reported as IMPLEMENTATION DEFINED syndrome, then the syndrome recorded in ESR_ELXx.ISS is
IMPLEMENTATION DEFINED.

¢ Otherwise, the recorded PE error state applies recorded by combined effect of the errors.

Ton Any pending SError interrupt conditions that are not taken with other SError interrupts as a single SError
interrupt exception remains pending after the SError interrupt exception is taken.
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2.3.4 Target Exception level for External abort and SError interrupt exceptions taken to
A