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This document is protected by copyright and other related rights and the practice or
implementation of the information contained in this document may be protected by one or more
patents or pending patent applications. No part of this document may be reproduced in any form
by any means without the express prior written permission of Arm. No license, express or implied,
by estoppel or otherwise to any intellectual property rights is granted by this document unless
specifically stated.

Your access to the information in this document is conditional upon your acceptance that you
will not use or permit others to use the information for the purposes of determining whether
implementations infringe any third party patents.

THIS DOCUMENT IS PROVIDED “AS IS". ARM PROVIDES NO REPRESENTATIONS AND NO
WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION,
THE IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY, NON-
INFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE
DOCUMENT. For the avoidance of doubt, Arm makes no representation with respect to, and has
undertaken no analysis to identify or understand the scope and content of, patents, copyrights,
trade secrets, or other rights.

This document may include technical inaccuracies or typographical errors.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL ARM BE LIABLE FOR

ANY DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND
REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF ANY USE OF THIS
DOCUMENT, EVEN IF ARM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

This document consists solely of commercial items. You shall be responsible for ensuring that
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and regulations to assure that this document or any portion thereof is not exported, directly
or indirectly, in violation of such export laws. Use of the word “partner” in reference to Arm’s
customers is not intended to create or refer to any partnership relationship with any other
company. Arm may make changes to this document at any time and without notice.

This document may be translated into other languages for convenience, and you agree that if there
is any conflict between the English version of this document and any translation, the terms of the
English version of the Agreement shall prevail.

The Arm corporate logo and words marked with ® or ™ are registered trademarks or trademarks
of Arm Limited (or its affiliates) in the US and/or elsewhere. All rights reserved. Other brands and
names mentioned in this document may be the trademarks of their respective owners. Please
follow Arm'’s trademark usage guidelines at https:/www.arm.com/company/policies/trademarks.
Copyright © 2023 Arm Limited (or its affiliates). All rights reserved.
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Confidentiality Status

This document is Non-Confidential. The right to use, copy and disclose this document may be
subject to license restrictions in accordance with the terms of the agreement entered into by Arm
and the party that Arm delivered this document to.

Unrestricted Access is an Arm internal classification.

Product Status

The information in this document is Final, that is for a developed product.

Feedback

Arm welcomes feedback on this product and its documentation. To provide feedback on the
product, create a ticket on https:/support.developer.arm.com

To provide feedback on the document, fill the following survey: https:/developer.arm.com/
documentation-feedback-survey.
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Abstract

1. Abstract

Keil Studio (Keil Studio Cloud and Keil Studio Visual Studio Code extensions) in MDK vé supports
a wide variety of debug probes based on CMSIS-DAP v2.x and ST-LINK/V2 and above. Some
development boards require an update of the on-board firmware to work with Keil Studio.

This application note points to update information for on-board debug probes.
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2. CMSIS-DAP 2.x

Keil Studio supports debug probes that run the CMSIS-DAP protocol.
See the CMSIS-DAP documentation for general information.

The following implementations are available:

e Arm Keil ULINKplus (firmware version 2)

e Arm Mbed DAPLink: boards form various vendors are supported.
e Nuvoton Nu-Link2

e« NXP development boards

2.1 NXP development boards

This section explains the different CMSIS-DAP-based options for various NXP development boards.

MCU-Link
The latest debug probe from NXP is the MCU-Link. It is based on the LPC55569 microcontroller to

provide high-performance debug over high-speed USB. Download the latest firmware from the link
above and make sure that you flash a version 3.x onto the development board.

Refer to MCU-Link.

i.MXRT10xx development boards

i.MXRT10xx-based development boards contain an on-bard debug adapter that is based on the
LPC4322 device.

The application note Modifying Debug Firmware on i.MX RT10xx Boards Featuring An LPC4322-
based Debug Probe explains how to update the on-board debug adapter firmware for i. MXRT10xx-
based development boards.

OpenSDA

Many NXP boards can be flashed with a CMSIS-DAP 2.x-based OpenSDA firmware (OpenSDA2.x
is required). The page for each board explains how to flash the firmware image onto it. Note that
additional command line tools might be required.

Board list:

FRDM-K20D50M, FRDM-K22F, FRDM-K28F, FRDM-K32L2A4S, FRDM-K32L2B3, FRDM-
K32L3A6, FRDM-K64F, FRDM-K66F, FRDM-K82F, FRDM-KEO2Z, FRDM-KEO4/Z, FRDM-
KEO6Z, FRDM-KE15Z, FRDM-KLO5Z, FRDM-KL25Z, FRDM-KL26Z, FRDM-KL27Z, FRDM-
KL28Z, FRDM-KL43Z, FRDM-KL46Z, FRDM-KL82Z, FRDM-KLO2Z, FRDM-KLO3Z, FRDM-
KV10Z, FRDM-KV31F, FRDM-KW24D512, FRDM-KW36, FRDM-KW38, FRDM-KW40/Z,
FRDM-KW41Z, FRDM-KW019032, HVP-KE18F, MIMXRT1010-EVK, MIMXRT1015-EVK,
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MIMXRT1020-EVK, MIMXRT1024-EVK, MIMXRT1050-EVK, MIMXRT1060-EVK, MIMXRT1064-
EVK, MIMXRT1170-EVK, TRK-KEAS8, TRK-KEA64, TRK-KEA128, TWR-K22F120M, TWR-
Ké64F120M, TWR-K65F180M, TWR-K80F150M, TWR-KE18F, TWR-KL25748M, TWR-
KL28Z72M, TWR-KL43Z248M, TWR-KL46248M, TWR-KL82272M, TWR-KM34Z50M, TWR-
KM35Z275M, TWR-KV10232, TWR-KV11Z75M, TWR-KV31F120M, TWR-KV46F150M, TWR-
KV58F220M, TWR-KW21D256, TWR-KW24D512, USB-KW38, USB-KW40Z, USB-KW41/Z,
USB-KW0192032

2.2 Linux

The Linux subsystem udev supplies the computer with device events. In order to access USB
devices, it is common to specify udev rules.

Here are some sample rules files for different CMSIS-DAp implementations:
o DAPLink:

SUBSYSTEM=="usb", ATTR{idVendor}=="0d28", ATTR{idProduct}=="0204", MODE:="666"
e LPC-Linkll:

SUBSYSTEM=="usb", ATTR{idVendor}=="1fc9", ATTR{idProduct}=="0090", MODE:="666"
e Nu-Link:

ACTION!="add|change", GOTO="openocd nuvoton rules end"
SUBSYSTEM!="usb|tty|hidraw", GOTO="openocd nuvoton rules end"

# Nuvoton NuLink VID:PID

ATTRS{idProduct}=="511b", ATTRS{idVendor}=="0416", MODE="660", GROUP="plugdev",
TAGt+="uaccess"

ATTRS{idProduct}=="511c", ATTRS{idVendor}=="0416", MODE="660", GROUP="plugdev",
TAGt+="uaccess"

ATTRS{idProduct}=="511d", ATTRS{idVendor}=="0416", MODE="660", GROUP="plugdev",
TAGt+="uaccess"

ATTRS{idProduct}=="5200", ATTRS{idVendor}=="0416", MODE="660", GROUP="plugdev",

TAGt+="uaccess"

LABEL="openocd nuvoton rules end"

e ULINKplus:

SUBSYSTEM=="usb", ATTR{idVendor}=="c251", ATTR{idProduct}=="2750", MODE:="666"

If you share your Linux system with other users, or just don'’t like the
idea of write permission for everybody, you can replace MODE:="0666"
with OWNER:="yourusername" to create the device owned by you, or with
GROUP:="somegroupname" and mange access using standard unix groups.
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3. STMicroelectronics ST-LINK

Keil Studio supports ST-LINK debug adapters starting with V2. Some issues might arise around
drivers and host operating system specific rules.

The recommended versions of the ST-LINK firmware are:
e For ST-LINK/VZ2 and ST-LINK/V2-1 probes: J36 and later.
e For STLINK-V3 probes: J6 and later.

See “Firmware naming rules” in Overview of ST-LINK derivatives for more details on naming
conventions.

3.1 Firmware update

Before using an ST-LINK with Keil Studio, consider upgrading the probe’s firmware.

Use the STSW-LINKOO/ firmware upgrade application to update the debug adapter firmware on
your development board to the latest version.

3.2 Windows

STMicroelectronics devices may require a driver to be installed on Windows before they can be
discovered.

Please find the drivers here:
e STSW-LINKOO9

3.3 Linux

The Linux subsystem udev supplies the computer with device events. In order to access USB
devices, it is common to specify udev rules.

Here are some sample rules files for different ST-LINK hardware:
e STM32-Discovery boards with on-board ST-LINK/V2:

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="3748",
MODE:="0666", SYMLINK+:"StlinkV2_%n"

e STM32-NUCLEO boards with on-board ST-LINK/V2-1:

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="374b",
MODE:="0666", SYMLINK+="stlinkv2-1 %n"
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SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="3752",
MODE:="0666", SYMLINK+="stlinkv2-1 %n"

e STLINK-V3-based boards (standalone and embedded) in usbloader mode and standard (debug)
mode:

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="3744d",
MODE:="0666", SYMLINK+="stlinkv3loader %n"

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="374e",
MODE:="0666", SYMLINK+="stlinkv3 %n"

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="374f",
MODE:="0666", SYMLINK+="stlinkv3 %n"

SUBSYSTEMS=="usb", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="3753",
MODE:="0666", SYMLINK+="stlinkv3 %n"

If you share your Linux system with other users, or just don't like the
idea of write permission for everybody, you can replace MODE:="0666"
with OWwNER:="yourusername" to create the device owned by you, or with
GROUP:="somegroupname" and mange access using standard unix groups.
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