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Proprietary Notice

This document is protected by copyright and other related rights and the practice or
implementation of the information contained in this document may be protected by one or more
patents or pending patent applications. No part of this document may be reproduced in any form
by any means without the express prior written permission of Arm. No license, express or implied,
by estoppel or otherwise to any intellectual property rights is granted by this document unless
specifically stated.

Your access to the information in this document is conditional upon your acceptance that you
will not use or permit others to use the information for the purposes of determining whether
implementations infringe any third party patents.

THIS DOCUMENT IS PROVIDED “AS IS”. ARM PROVIDES NO REPRESENTATIONS AND NO
WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION,
THE IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY, NON-
INFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE
DOCUMENT. For the avoidance of doubt, Arm makes no representation with respect to, and has
undertaken no analysis to identify or understand the scope and content of, patents, copyrights,
trade secrets, or other rights.

This document may include technical inaccuracies or typographical errors.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL ARM BE LIABLE FOR
ANY DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND
REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF ANY USE OF THIS
DOCUMENT, EVEN IF ARM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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This document consists solely of commercial items. You shall be responsible for ensuring that
any use, duplication or disclosure of this document complies fully with any relevant export laws
and regulations to assure that this document or any portion thereof is not exported, directly
or indirectly, in violation of such export laws. Use of the word “partner” in reference to Arm’s
customers is not intended to create or refer to any partnership relationship with any other
company. Arm may make changes to this document at any time and without notice.

This document may be translated into other languages for convenience, and you agree that if there
is any conflict between the English version of this document and any translation, the terms of the
English version of the Agreement shall prevail.

The Arm corporate logo and words marked with ® or ™ are registered trademarks or trademarks
of Arm Limited (or its affiliates) in the US and/or elsewhere. All rights reserved. Other brands and
names mentioned in this document may be the trademarks of their respective owners. Please
follow Arm’s trademark usage guidelines at https://www.arm.com/company/policies/trademarks.
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Confidentiality Status

This document is Non-Confidential. The right to use, copy and disclose this document may be
subject to license restrictions in accordance with the terms of the agreement entered into by Arm
and the party that Arm delivered this document to.

Unrestricted Access is an Arm internal classification.

Product Status

The information in this document is Final, that is for a developed product.

Feedback

Arm welcomes feedback on this product and its documentation. To provide feedback on the
product, create a ticket on https://support.developer.arm.com

To provide feedback on the document, fill the following survey: https://developer.arm.com/
documentation-feedback-survey.
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Inclusive language commitment

Arm values inclusive communities. Arm recognizes that we and our industry have used language
that can be offensive. Arm strives to lead the industry and create change.

We believe that this document contains no offensive language. To report offensive language in this
document, email terms@arm.com.
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Version 2.2-74

Target platform
Linux AArch64

Date published
28 February 2023

MD5
eb7b53663ab3612b4526a7631cfdb683

SHA-256
47fc592af36f6ed9c71a132010126e60c3c7c512eff43c19b1e3f33c838c3ed6

Description
The Morello Instruction Emulator (Morello IE) is a tool for software developers and researchers
who are interested in the Morello architecture. It allows running userspace Morello applications
on AArch64 Linux systems in a non-Morello environment and provides a number of analysis and
debugging tools. It can be used to help with porting software to Morello, to experiment with
capabilities and Morello compartments as well as measure and analyse performance of Morello
applications.

System requirements
System requirements are as follows:

• Arm v8.2 64-bit hardware (v8.0 supported with limitations).

• Existing userspace GNU/Linux environment (for example, Debian 10 or Ubuntu 18.04).

• The host system must have Glibc 2.28 or above.

Install
To install, run the downloaded installer in a Bash shell. Use --help option for the usage details.
More information can be found in:

• https://developer.arm.com/documentation/102270

• https://developer.arm.com/morello

• https://community.arm.com/support-forums/f/morello-forum

Feedback
Feedback and questions can be sent to morello-emulator-support (at) arm.com.

Highlights
Highlights in this release:
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• Emulation of pure capability kernel user Linux ABI (PCuABI).

• Support for Musl-based (static and dynamic) and Glibc-based (only static) purecap binaries.

• Improved debugger.

• Updated system requirements.

• Added example purecap applications.

New functionality
New functionality in this release:

• PCuABI emulation added: the emulator will now run purecap Morello binaries targeting Linux
systems with PCuABI Morello kernel.

• Morello IE will run purecap applications based on both Glibc and Musl C library (with the
exception that dynamically linked and multi-threaded Glibc-based programs may not work
correctly).

• Whenever kernel would write to userspace buffers using non-capability writes, the emulated
capability tags will be cleared.

• When a memory mapping is created, corresponding capability tags in memory are cleared.

• Emulated capability registers are now synchronised with hardware aliased registers immediately
after updating.

• Added -strace command line option to provide verbose output related to system calls and its
arguments.

• Added -stack-limit option to allow setting custom CSP limit for purecap programs.

• Added disassembly debugger command.

• Morello IE now requires host system to have Glibc of version 2.28 or above.

Fixed in this release
Fixed in this release:

• Fixed ignoring breakpoints in shared libraries in debugger.

• Fixed ignoring the MREMAP_DONTUNMAP flag in mremap wrapper.

• Fixed error in debugger where incorrect values of capability registers could be printed by the
print register command.

• Fixed showing memory in the debugger: the layout of data has been improved to represent
data and memory tags as well as offsets and addresses.

• Fixed crash in debugger when remote debugger host was not an IP address.

• Fixed endless loop in debugger when using Ctrl+D to exit debugger.

• Fixed problem in debugger with resolving function names with upper case symbols.
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