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About this book

The Revere-AMU System Architecture defines a new system component for device assignment, the Accelerator
Management Unit (AMU). The AMU supports message passing between software and hardware tasks using
architected interfaces described in this document: a memory-mapped device for software and a pin-level interface
for hardware.

This manual has the following parts:
Part A
Specification of Revere-AMU System Architecture.
Part B
Pin-level interface for hardware agents.
Part C

Use cases.
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Using this book

The information in this manual is organised into parts, as described in this section.

Part A: Revere-AMU System Architecture

Part A describes the architecture of Revere—-AMU System. It contains the following chapters:
Chapter A1 Scope
Provides a description of the scope of the Revere-AMU System architecture.
Chapter A2 Introduction
Provides an introduction of the Revere-AMU System Architecture.
Chapter A3 Architecture
Specifies Revere-AMU architecture.
Chapter A4 Management Commands and Responses
Describes the format and behaviour of management commands and responses.
Chapter AS Exceptions

Describes the format and behaviour of exceptions generated by the AMU.

Part B: Pin-level interface for hardware agents

Part B describes the optional pin-level interface for hardware agents.
Chapter B1 Scope

Provides a description of the scope of the optional pin-level interface for hardware agents.
Chapter B2 AMU AHA Interface protocol

Specifies the AMU AHA Interface (AAI) protocol and describes the components of an AAI-compliant
implementation.

Chapter B3 AHA DMA Transport Layer
Provides a description of the optional DMA interface to access out-of-band data.
Chapter B4 Power control

Describes pin-level interface power control.

Part C: Use cases

Part C describes some use cases of Revere—-AMU System. It contains the following chapters:
Chapter C1 Null accelerator.
Provides a description of a basic use case for the use of Revere-AMU.

Chapter C2 VM Live Migration
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Describes a use case where a Virtual Function is migrated between two physical machines.

Chapter C3 Overprovisioning

Describes a use case where more AMIs are presented to software than what is effectively implemented.

Chapter C4 AHA chaining
Describes a use case where two accelerator contexts are chained.
Chapter C5 Lightweight

Provides a description of an use case leveraging the Revere-AMU capabilities targeted at a lightweight
implementation.

Chapter C6 Virtualization offload
Provides a description of an use case where out-of-band data is transported across Virtual Machines.
Chapter C7 Networking SoC

Provides a description of a complex use case involving several AHA targeted at networking-specific
applications.

Chapter C8 Wake-on-LAN

Provides a description of a complex use case involving a network interface AHA, which is used to wake
up the system from low power mode in response to an incoming network packet.

Copyright © 2017-2019 Arm Limited or its affiliates. All rights reserved.
Non-confidential

XV



Conventions

Typographical conventions

Numbers

The typographical conventions are:
italic
Introduces special terminology, and denotes citations.
bold
Denotes signal names, and is used for terms in descriptive lists, where appropriate.
monospace
Used for assembler syntax descriptions, pseudocode, and source code examples.

Also used in the main text for instruction mnemonics and for references to other items appearing in
assembler syntax descriptions, pseudocode, and source code examples.

SMALL CAPITALS

Used for some common terms such as IMPLEMENTATION DEFINED.

Used for a few terms that have specific technical meanings, and are included in the Glossary.
Red text

Indicates an open issue.
Blue text

Indicates a link. This can be

¢ A cross-reference to another location within the document
* A URL, for example http://infocenter.arm.com

Numbers are normally written in decimal. Binary numbers are preceded by 0b, and hexadecimal numbers by 0x.
In both cases, the prefix and the associated value are written in a monospace font, for example 0xFFFF0000. To
improve readability, long numbers can be written with an underscore separator between every four characters, for

example OxFFFF_0000_0000_0000. Ignore any underscores when interpreting the value of a number.

Pseudocode descriptions

This book uses a form of pseudocode to provide precise descriptions of the specified functionality. This pseudocode
is written in a monospace font. The pseudocode language is described in the Arm Architecture Reference Manual.

Assembler syntax descriptions

This book contains numerous syntax descriptions for assembler instructions and for components of assembler

instructions. These are shown in a monospace font.

XVi


http://infocenter.arm.com

Additional reading

This section lists publications by Arm and by third parties.

See Arm Infocenter (http://infocenter.arm.com) for access to Arm documentation.

[1]1 ARM Architecture Reference Manual for ARMvS-A architecture profile. (ARM DDI 0487 A.i) ARM Ltd.
[2] PCI Express Base Specification. (Rev. 4.0 Version 1.0) PCI-SIG.

[3] Arm Server Base System Architecture. (ARM DEN 0029A 3.1) ARM Ltd.

[4] AMBA® AXI and ACE Protocol Specification. (ARM IHI 0022F) ARM Ltd.

[S] ARM® AMBA® 5 CHI Architecture Specification. (ARM THI 0050B) ARM Ltd.

[6] Arm Arm System Memory Management Unit Architecture Specification. (ARM THI 0070A 3.0, 3.1 and 3.2)
ARM Ltd.

[7]1 MPAM Extension Architecture vi.0. (ECM-0485919 11.0-EAC4.0) ARM Ltd.

[8] AMBA 4 AXI4-Stream Protocol Specification. (ARM THI 0051) ARM Ltd.

[9] SMC CALLING CONVENTION, System Software on ARM® Platforms. (ARM DEN 0028B) ARM Ltd.
[10] ARM® Power State Coordination Interface, Platform Design Document. (ARM DEN 0022D) ARM Ltd.

Xvii



Feedback

Arm welcomes feedback on its documentation.

Feedback on this book

If you have comments on the content of this book, send an e-mail to errata@arm.com. Give:

* The title (Revere-AMU System Architecture).

¢ The number (ARM-IHI-0078 A ALP-03_b).

* The page numbers to which your comments apply.

* The rule identifiers to which your comments apply, if applicable.
* A concise explanation of your comments.

Arm also welcomes general suggestions for additions and improvements.

Note

Arm tests PDFs only in Adobe Acrobat and Acrobat Reader, and cannot guarantee the appearance or behavior
of any document when viewed with any other PDF reader.

Xviii



Part A
Architecture Specification



Chapter A1

Scope

This section is informative.
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Chapter A1. Scope
A1.1. Assigned and mediated devices

A1.1 Assigned and mediated devices

Computing systems increasingly include devices (for example: accelerators, I/0) that are assigned to the software
that is using them. Device assignment means that the software using the device directly reads/writes memory
mapped registers on the device, and/or directly reads/writes data structures that are accessed by the DMA facilities
of the device.

The alternative to device assignment is mediation by a single device driver that has exclusive access to the physical
device resources. Conventionally, the mediating device driver runs at a higher privilege level to other software, and
implements a software abstraction of the device based on system calls. In the case of virtualization, the software
abstraction is either based on hypercalls (known as para-virtualization) or trapping and emulating device accesses
for other software using the device.
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Chapter A1. Scope
A1.2. Motivation for assignment of devices

A1.2 Motivation for assignment of devices

Device assignment is motivated by a combination of system level requirements that are difficult or impossible
to meet using mediating software. One such requirement is low latency access to the accelerator, where the cost
of a system call is high relative to the granule of work offloaded to the accelerator. Another such requirement is
isolation, where failure or compromise of the mediating software creates safety and/or security concerns.

Examples of devices where assignment is motivated include:

 Packet processing accelerators in a networking system, where the packet lifetime is short (1000s of cycles)
and might involve several look-aside accelerators and packet I/O.

* Accelerators and CPUs that form a computer vision pipeline. The accelerator must have multiple directly
assigned interfaces to meet safety requirements.

Generic device assignment is where software can manage device assignment without specific knowledge of that
device. Generic assignment requires sufficient system architecture to define assignment controls such as address
translation scheme and resets.

A small number of devices provide services to the operating system (for example: networking and storage 1/0).
With generic assignment, the majority of devices that do not provide an operating system service, do not require an
operating system device driver.
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Chapter A1. Scope
A1.3. Supporting device assignment on Arm systems

A1.3 Supporting device assignment on Arm systems

Device assignment is supported in Arm systems using existing capabilities of the Arm CPU architecture and
associated system architecture. For example, the virtual memory architecture for a PE [1] allows privileged
software to enforce exclusive access of assigned software to a subset of device memory mapped registers at a page
granule. The SMMU architecture allows device DMA to be translated to the virtual address space of the assigned
software.

Y

Device Assignment > To Virtual Machine VM Live Migration

-l Overprovisioning using trapping
g Non-pinned memory

To userspace

Y

Profiling/tracing

Y

Accelerator Chaining

Y

PPA Optimization Pipelining
Power control
Cache stashing

QoS controls

Figure A1.1: Requirements and derived requirements for a hardware/software interface, that can be met using
the Revere-AMU system architecture

However, device assignment is complex and the requirements list is growing. Figure Al.1 summarises requirements
for a HW/SW interface, including derived requirements, that can be met using tools provided in the Revere-AMU
architecture.

Virtualization is increasingly used in systems, in which case device assignment to a virtual machine is required
for performance and to avoid the need for device specific code in the hypervisor. To make use of the device as
low-friction as possible, it’s beneficial to support live migration of virtual machines. This requires the hypervisor
to quiesce the device, and save/restore it’s state.

Userspace device driver frameworks are also commonly used for performance and to enable the simpler
development and deployment story of userspace drivers. Overprovisioning is beneficial to support many userspace
processes, where an operating system driver dynamically swaps a finite number of accelerator contexts using a
trapping scheme. Supporting non-pinned memory removes the burden on the userspace software to register needed
buffers with the operating system.

Accelerator chaining supports direct interaction between accelerators without intermediation of software. Software
must have controls to ‘orchestrate’ the chains of accelerators. It is highly beneficial for debug and performance
tuning to have visibility of accelerator to accelerator communication, which requires profiling and tracing
capabilities.

The need for power, performance and area optimization generates other requirements, for example:

¢ Pipelining: the ability to have multiple outstanding requests to/from the device in order to hide latency. This
requires a data structure with multiple entries (such as a ring buffer) to be shared between software and the
device.

» Data movement optimizations, such as cache stashing.

* QoS control in cases of multiple assignment, or virtualization.

* Power control.
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Chapter A1. Scope
A1.4. Revere and device assignment

A1.4 Revere and device assignment

Revere-AMU is a system architecture to support device assignment. The Revere-AMU architecture modularises
the device data-path (that implements the special functionality of the device) from the hardware/software interface
(the ‘plumbing’ that communicates with software).

This architecture defines a new AMU system component (Accelerator Management Unit). An AMU
implementation provides a generic HW/SW interface with the above (and other) direct assignment features. The
Revere-AMU architecture uses ordered and credited message channels as the abstraction between the generic
HW/SW interface provided by the AMU and accelerator or I/O devices.

The AMU transports messages between contexts in the system. Contexts can be either software-based (a thread
running on a CPU) or hardware-based (such as a stream of work on an IO device or an accelerator).

The Revere-AMU architecture provides standardization that reduces costs and time-to-market by:

* advancing the feature set for generic device assignment (as opposed to device specific, therefore reducing the
instances where a specific operating system device driver is needed).

* increasing the amount of software that can be reused.

An AMU implementation allows reuse of hardware components, where components can leverage the AMU in
providing a HW/SW interface that supports direct assignment, rather than designing the necessary complexity for
each accelerator or I/O device.

The Revere-AMU architecture is intended to enable accelerated and differentiated systems: Arm will not require
compliance to the Revere-AMU architecture. However, compliance will bring benefits such as an ecosystem
that supports reuse of common HW/SW components. Revere enables implementations to optimize movement of
control and data messages under that standard interface, improving performance and efficiency.

Revere supports isolation using virtual memory with minimal software complexity and overhead.
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Chapter A2
Introduction

This section is informative.
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Chapter A2. Introduction
A2.1. Overview

A2.1 Overview

The Revere-AMU system architecture defines an AMU system component, which supports exchanging messages
between software threads and hardware agents in the system (for example, an accelerator). Hardware agents in
the system support multiple contexts, have a shared, coherent view of memory and support virtual memory (for
example, by using an MMU or SMMU).

A device is logically separated into an AMU and multiple hardware agents (AHAs). The AMU provides the
hardware/software interface and AHAs implement device specific functionality, for example accelerator datapaths,
work distribution/scheduling and IO.

The messaging provided by the AMU supports a standard device assignment model where multiple independent
software components (VMs, processes, threads) have direct (or passthrough) access to a dedicated context on that
device for reasons of performance and isolation.

This section describes the device assignment model supported by Revere-AMU and how the Revere-AMU features
are used to implement that model. The device assignment model supports simultaneous assignment of multiple
device contexts to multiple software agents, including virtualization using a hypervisor.

device

Revere-AMU memory mapped

- Management Interface

(registers, management AMI + . . .
command/response) Optional pin-level interface
- AMI-SW send/receive interface - Packet formats

(registers, rings structure, messages/ AMU - Flow control

descriptor format, ...)

Ring Buffer Control

] { Arbitration

| l Qos
VM1 MMIO Routing / Security
Driver >
Optimisations
- Stashing Accelerator
- ACP/PP FSM + Data
- Digests Path

PCI Express Registers
(ECAM)

SMMU

DMA:

Figure A2.1: Scope of Revere System Architecture and AMU implementation. This architecture document

describes a memory mapped device architecture and an optional Accelerator Message Interface for HW.

A2.1.1 Revere Messages

A message combines a descriptor with associated data. Except for a small set of architected message types, the
semantics of a message is IMPLEMENTATION DEFINED. The purpose of architecting message passing is to enable
hardware implementations of the AMU that optimize for performance and efficiency. Messages contain in-line
data but can also contain references to data in the virtual address space relating to a context.

Note

ARM-IHI-0078A Copyright © 2017-2019 Arm Limited or its affiliates. All rights reserved. 26

ALP-03_b

Non-confidential



Chapter A2. Introduction
A2.1. Overview

The intention is that bulk data transfer still occurs using coherent shared memory and not as the payload of
Revere-AMU messages.

A2.1.2 Accelerator Message Interface

Messages are sent and received using an architected Accelerator Message interface (AMI). This architecture
defines two separate AMIs:

1. An Accelerator Message Interface (AMI-SW) to enable software running on an Armv8 PE to send and
receive messages.

2. An Accelerator Message Interface for Hardware (AMI-HW) so that hardware accelerators (AHA) can send
and receive messages.

The AMI-SW is a device assignable context of a memory-mapped device that allows software to send and receive
messages by writing to and reading from ring buffer data structures managed by the AMU.

The AMI-HW is a logical source and destination for messages, associated with a context within an AHA.

This document describes an implementation for AMI-HW as credited streams of messages over a hardware
FIFO and a pin-level interface for communicating between the AMU and an AHA. The pin-level interface and
implementation for an AMI-HW is not visible to software and is an optional part of this specification.

A2.1.3 Accelerator Session (ASN) and management

An Accelerator Session (ASN) is a unidirectional, ordered stream of messages. Sessions (ASNs) are established to
transport messages between a sender and receiver. Privileged software (a Physical Function driver) is responsible
for establishment of ASNs and enforcing a security/safety policy by determining which ASNs can be created.

The common case is for a session (ASN) to be from an AMI-SW to an AMI-HW, or an AMI-HW to an AMI-SW.
In the case of AMI-SW to AMI-HW, the AMU reads messages from a ring buffer and presents them to an hardware
agents (AHA), according to a hardware flow-control scheme. In the case of AMI-HW to AMI-SW, the AMU
receives messages from an AHA and writes them to a ring buffer. Sessions (ASNs) between AMI-SW and
AMI-HW provide the hardware/software interface for an AHA.

For a session (ASN) created between two AMI-HWs, the AMU forwards messages between hardware agents
(AHAs). ASN between AMI-HW are used for chaining of AHA or otherwise autonomous interaction between
AHA that does not involve software.

For a session (ASN) created between two AMI-SWs, the AMU copies messages between two ring buffers. Sessions
(ASNs) between AMI-SW are typically used for communication of configuration messages between software
drivers.

An Accelerator Interface (AMI) is specific to a context with associated state and a view of memory.
An AMI-SW is typically specific to a thread running on a PE.

An AMI-HW is specific to a context in an AHA. In the general case an hardware agent (AHA) supports multiple
contexts each with an associated AMI-HW and a PE is switching between multiple threads in multiple exception
levels, each thread with a unique AMI-SW.

Note

For use-cases where offload is to software, we expect messages to go via an intermediate AHA such as a DMA
engine.

The endpoint of a session (ASN) within an interface (AMI) is referred to as an AMU Message Socket (AMS).
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Chapter A2. Introduction
A2.2. Device and I/O Virtualization Model

A2.2 Device and I/0 Virtualization Model

This section is informative.

The Revere-AMU System Architecture supports a standard device assignment model, that supports virtualization,
which is explained in this section. This section should be considered background information and not part of the
architecture. This section is included to help explain how system software is expected to use Revere-AMU System

Architecture features.

A2.2.1 Background to device assighment and virtualization

Virtual User-space User-space
machine Driver Driver
OS Driver OS Driver OS Driver OS Driver
A 1 l
\ 4 \ 4
Context 0 Context 1 Context 2 Context 3

Device arbitration

Device implementation

Global
State

Context 0 Context 1 Context 2
State State State

Figure A2.2: Device assignment example showing a device with four contexts. Each context communicates with
a driver using memory mapped 10 (MMIO) and DMA. A shared device implementation sits behind all contexts
and has some global configuration state the affects all contexts. Each context has associated local state
maintained in the device implementation.

Devices (I/O or accelerators) support assignment to software within a VM (also known as virtualization
pass-through) where the device has one or more contexts (registers, data structures) that can be independently
assigned to one or more virtual machines. Device assignment to a VM is also commonly referred to as
virtualization pass through. An example implementation of device assignment to a VM is SR-IOV, from the PCI
standard. Refer to the PCI Express Base Specification [2].

A device has a common, shared, hardware implementation. For example: a data-path in the case of an accelerator
or a physical network port in the case of a network device. This hardware is multiplexed between multiple contexts
visible to software.

A device context comprises memory-mapped registers that are accessed by software and/or shared data structures
that are accessed by software and by the device. Accesses by software are translated by an MMU. Registers
specific to an interface are arranged in the system memory map at a page offset so that the MMU can police access
to the interface. Accesses by the device are translated by an SMMU, which allows software to share pointers with
the device that reference virtual memory locations.
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Chapter A2. Introduction
A2.2. Device and I/O Virtualization Model

Each device context must be independent, which means that it must not be possible for software operating on one
interface to observe the effect of operations on another interface, except for:

* Where this is desired for correct operation of the device (for example, a network device with multiple
interfaces that are all connected using a switch: a send on one can result in a receive event on another).

* Where time multiplexing of hardware may be observable by measuring timing or performance (for example,
the device throughput available through one interfaces decreases because of activity on another interface).

To make contexts independent requires replication of state held on the device. The state that needs to be replicated
per-interface is device specific.

One context should not be able to block another context, except where this is desired for operation of the device.

Contexts must also have the ability to be reset, so that when it is reassigned to different software, it is in a known
state and also leaking of state is prevented.

A device also has global state that is shared between all virtual interfaces. For example a network device might
have forwarding rules or a port configuration that affects all interfaces associated with the device.

A common optimization is to replicate only the components needed for high performance per context. For example,
each context for a network device only needs to be able to send and receive packets with high performance,
which means that only memory-mapped registers and data structures associated with packet send/receive must be
replicated per context. The benefit is simplification of the hardware device.

Virtual User-space User-space
machine Driver Driver
. . . . Privileged
OS Driver OS Driver OS Driver OS Driver ]
Driver
! i i 1
\ 4 Y
Context 0 Context 1 Context 2 Context 3 Sy
Interface
A A A A
LI Y o Y ... .

Configuration Patt

Device arbitration

Device implementation

Global
State

Context 0 Context 1 Context 2 Context 3
State State State State

Figure A2.3: Device assignment example showing a device with four contexts. Each context provides a
performance path to a shared device implementation and a configuration path to a suitably privileged software

driver. The software driver maintains the global configuration state visible to all device contexts.

If each context only replicates the performance path, then the device must provide a separate path for other
components of the interface, for example those used for configuration that have a more relaxed performance
requirement. A common approach shown in Figure 3 is to delegate management of configuration to a software
driver running in an appropriately privileged state. This driver controls all device configurations through a suitable
interface and has a messaging path to each of the software drivers using the device. The benefit (in addition to
simplification of the device, as described above) is that potentially complex arbitration rules, that may be essential
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A2.2. Device and I/O Virtualization Model

for security and safety of the system, can be implemented in a software driver. If system software supports a
paravirtualised path between drivers, or all required controls are replicated per context then the messaging path
through the device is not used and can be disabled.

A2.2.2 Device assignment in the Revere-AMU System Architecture

In the Revere-AMU architecture, a device is a combination of a single AMU and zero or more AHA (AMU
Hardware Agents) that participate in sending and receiving messages using that AMU. The AHAs implement
the shared, application specific data-path of a particular device and the AMU implements a generic interface to
software that supports device assignment.

The AMU represents a device as multiple separate interfaces to software. This specification uses the PCI SR-IOV
terminology to refer to software that uses the AMU interfaces.

A single PF (Physical Function) driver in the system controls the global configuration of the AMU and also any
AHA (Accelerator Hardware Agent) associated with the AMU.

Multiple VF (Virtual Function) drivers in the system each control the configuration of the AMU relating to a single
virtual machine. The VF driver is responsible for controlling device assignment within a virtual machine. The VF
driver can be generic (able to control assignment without any knowledge of the particular device) or specific. A
specific VF driver can incorporate the user driver.

In addition to managing the global configuration of the AMU (which is PF specific), the PF driver is also equivalent
to a VF driver for the purposes of I/O and device assignment. This part of the PF driver can be generic part.

This document refers to Functions and Function drivers when a particular behaviour applies to both, PF and VE.

Multiple User drivers in the system send and receive messages only. The user driver is the software that actually
uses the I/O or accelerator managed by the AMU and is device specific.

Table A2.1: Summary of software that uses interfaces provided by the AMU

Number in

Software  system Privilege level AMU interfaces Responsibilities

PF driver 1 >= VF driver Management Interface &  Global configuration and send/receive
AMI-SW messages

VF driver 0-N >= User driver Management Interface &  Configuration of a VF and send/receive
AMI-SW messages

User 0-N AMI-SW Send/receive messages

driver

The AMU presents Accelerator Message Interfaces for software (AMI-SW). Each AMI-SW is independently
assignable to a software driver. An AMI-SW can provide the high-performance path for the driver to communicate
with another context. This includes a context running on a hardware agent (offload to an accelerator) or a context
running on another PE (offload to software).

The AMU also presents a Management Interface per PCI Express Function. The Management Interface includes a
small set of management registers and one management AMI, allowing the discovery and configuration path for
both the PF and VF drivers to send configuration management requests to the AMU, and for the VF driver to send
configuration management requests to the PF driver, used to manage configuration state.

The configuration includes allocation of resources across the system (for example, the AMI-SW available to each
software entity) and setting up of ASNs (Accelerator Sessions) (for example, connecting a device driver thread to a
corresponding AMI on an AHA).
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Each hardware agent (AHA) that participates in sending/receiving messages using the AMU optionally presents a
configuration interface as memory mapped registers (outside the scope of this architecture) which the PF Driver
uses to manage configuration specific to that AHA implementation.

The single PF driver, that is specific to the device, is responsible for managing the device configuration as well as
the AMU configuration. A typical life cycle of a PF driver is:

1.

Perform device specific initialization.

2. Configure the AMU, apportioning software visible AMI-SWs across the system. This setup depends on the

software make-up of the system (for example: many VMs vs many containers) and the needs of the device
(for example: the number of sessions needed per logical interface to the device).

Set up needed sessions (ASNs) from the AMI-SWs visible to software and corresponding AMIs on the
device.

. (Optionally) Receive device specific configuration messages from a VF driver and use to modify the global

state of the device.
(Optionally) Dynamically set up/tear down ASNs in response to device configuration messages. The VF
driver is responsible for managing the AMU configuration for a single virtual machine.

A typical life cycle of a VF driver is:

1.
2.

Configure the assignment of AMI-SW to a user driver.
(Optionally) Dynamically reassign AMI-SW between user drivers.

The mechanisms that the user driver can use to interact with the device are intentionally limited to:

Sending a message to the device (subject to privileged software setting up an appropriate session)
Receiving a message from a device (subject to privileged software setting up an appropriate session)
Reading/writing buffers in the virtual address space of software that are referenced by a message (including
other memory operations that may be supported by the underlying memory system, such as atomics).
Making a system call to the VF driver, which then sends a device-specific configuration message to the
device-specific PF driver. The PF driver then modifies a device-specific set of memory mapped registers or
data structures.

It is the responsibility of Function drivers and other system software to modify page tables and/or the SMMU
configuration in order to restrict DMA operations by the AMU or devices. Revere-AMU messages simply provide
a convenient abstraction for linking memory operations to stream/substream ids for the SMMU.

Some operating systems/hypervisors provide a software (para-virtualized) mechanism between privileged and
non-privileged drivers, in which case it is not necessary to use the AMU to exchange configuration messages
between the PF and VF drivers. The PF driver can disable the configuration messaging feature in this instance.
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Virtual .
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Figure A2.4: Device virtualization example in the Revere-AMU System Architecture. In this example, the AMU
provides a performance path and configuration path for four virtual interfaces (AMI-SW). The performance path
and configuration path are abstracted as sending and receiving messages through the AMU.
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Placement

A2.3 System Placement

The AMU has a management interface, exposed to software through the PF/VF Memory Space aperture defined by
its BARO, for:

* Enumeration, configuration and maintenance.
* Sending and receiving of messages by software.

In addition, the AMU initiates its own accesses for the purpose of reading/writing data structures shared with
software. These accesses must be translated by an SMMU.

An AMU is associated with zero or more Accelerator Hardware Agents (AHA) that also send and receive messages.
These AHAs optionally initiate direct memory accesses. Direct memory accesses from AHAs must also be
translated by an SMMU. These AHAs optionally receive accesses from software for configuration.

Each AMU and all associated AHAs must use the same SMMU to provide translations.

¢ Y
AHA 2 AHA 3 PE
AHA 1
AMU 1
—> AMU 2 —
Y Y
A SMMU
SMMU MMIC MMIO |
| DMA
DMA
¢ Y
S M M M M S S

System Interconnect

Figure A2.5: Example system with two AMUs. AMU1 is integrated in the same functional block as a single AHA.
AMU2 is implemented as a separate functional block from AHAs 2 and 3. An IMPLEMENTATION DEFINED pin-level

interface connects AHA2 and AHA3 to AMU2. AHA3 has a separate DMA master interface into the system and
must use the same SMMU as AMU2 for translations. Messages can be exchanged between software running on

any PE in

the system and any of the AHAs. AHA2 and AHA3 can exchange messages. AHA1 cannot exchange
messages with AHA2 or AHA3
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AHA 1 AHA 2 AHA 3 PE
AMU 1 AMU 2 AMU 3
Y
SMMU MMIO
DMA
+ Y
S M S

System Interconnect

Figure A2.6: Example system with three AMUs. Each AMU has a single AHA and all are implemented in the same
functional block. Messages can be exchanged between software running on any PE in the system and any of the
AHAs. No AHA can exchange messages with another AHA.
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PE
AHA 1 <«——>» AHA-Bridge (—|_) <_|—) PE-Bridge <€
Implementation Peripheral
] Defined port
Network On
Chip
AHA 2 <> AHA-Bridge l<«—T 7]
AMU-Central
AMU
YVY
SMMU
Y Y
S M S

System Interconnect

Figure A2.7: Example system with a single AMU. The AMU is disaggregated into multiple functional blocks using
an IMPLEMENTATION DEFINED network on chip. AHA1 and AHA2 both have separate DMA master interfaces and
must use the same SMMU as the AMU for translations. The AMU implements certain registers relating to an

AMI-SW local to a PE in an IMPLEMENTATION DEFINED way.

The implementation of an AMU may be centralised or distributed.
An AMU might be contained in a single functional block with zero or more hardware agents.

An AMU itself may be physically disaggregated, for example to distribute the management of AMI-SW close
to the PE running the software thread. How to disaggregate the AMU in this way is outside the scope of the
architecture.

An AMU may be a separate functional block from the one or more hardware agents that send/receive messages.
This specification provides an optional pin-level interface between the AMU and associated hardware agents.

Multiple AMUs may be implemented using the same functional block, or the same set of physically disaggregated
functional blocks. How to use the same functional blocks to implement multiple AMUs is outside the scope of the
architecture.

An AMU represents a device that is independently managed by system software. The number of AMUs in the
system and the number of AHAs per AMU depends on the nature of the device and how it needs to be viewed by
system software.

Hardware agents (AHAs) that need to exchange messages directly (for example, to chain operations) must be
managed by a common AMU.

AHA s that are unrelated, and need to be managed separately by system software (separate Physical Function
drivers), should be managed by different AMUs.

Separate AHAs may share resources, or be implemented as a single functional block.
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This chapter provides a description of Revere-AMU System Architecture.
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A3.1 Overview

A3.1.1 Agents and contexis

In the Revere-AMU System Architecture, a system is composed of AMU Hardware Agents (AHAs). Examples of
AHAs include an accelerator and an I/O device.

Hardware agents (AHAs) optionally initiate transactions to a memory system that is shared and coherent between
all other hardware agents (AHAS) .

AHAs perform work within a context. A context may include state. If the AHA initiates transactions to memory,
the context includes a view of memory via a Memory Management Unit (MMU) or a System MMU (SMMU) for
devices.

How an AHA supports multiple contexts is IMPLEMENTATION DEFINED. Support for multiple contexts in an
AHA is analogous to software threads running on a CPU, for example the Arm v8 Architecture Reference Manual
describes how an Arm v8 PE supports switching between multiple contexts.

An Accelerator Management Unit (AMU) manages sending and receiving of messages between contexts within
the AHAs in the system associated with that AMU.

Note

A system can include multiple AMUs. AHAs are each associated with exactly one AMU. It is not possible to
send messages between AHAs associated with different AMUs.

AMU Hardware Agents (AHAs) that send/receive messages via an AMU and initiate transactions to the memory
system must use an SMMU. Each AMU and all associated AHAs must use the same SMMU to provide translations.

Note

It is permissible to have multiple SMMU s in the system as long as there is not more than one SMMU in use by
AHAs associated with the same AMU.

A3.1.4 Messages describes the abstract definition of a message format (that applies to both AMI-SW and
AMI-HW).

A3.1.2 Accelerator Message Interface (AMI)

Each AMU Hardware Agent (AHA) supports a defined number of Accelerator Message Interfaces (AMIs). Each
context uses an AMI for the purpose of sending and receiving messages. AMIs are logical concepts: an AHA that
supports multiple contexts must also support multiple AMIs (one per context) using the same physical hardware
resources.

Table A3.1: Interfaces/contexts and how they apply to an Arm v8 PE and AMU Hardware Agents
(AHAs). Physical implementations shown are examples

Arm v8 PE uses AMI-SW AHA uses AMI-HW

Logical (Interface) AMI-SW assignable context of memory AMI-HW message stream with

Context

mapped device described in A3.7 Accelerator  specified AMI id.
Message Interface for Software.

View of memory. PE architected state. View of memory. AHA specific state.
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Arm v8 PE uses AMI-SW AHA uses AMI-HW
Physical implementation CPU master port to interconnect for read/write  Interconnect for sending/receiving
(example, not in the of data structures and MMIO registers. messages.

architecture scope)

Since there is a 1:1 correspondence of AMIs to contexts, the AMI shares the view of memory and any state
maintained within that context.

A3.1.4 Messages describes the AMI-SW for an Arm v8 PE to send and receive messages using Revere-AMU.
Each software context has direct access to a memory mapped logical interface (AMI